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'1.1.1 Internet .

Internet is a system of globally interconnected computer '
networks using a certain protocol that links the devices through
communication channels (wireless or wired) for resource sharing,
data transfer and communication. It used the standard Internet

- Protocol (TCP/IP). Every computer in internet is identified by a

unique IP Address. It is accessible to every user all over the world.
Everyone in the globe have access to the Internet.

It carries a massive range of informational resources and
data in form of HTTP (Hypertext Transfer Protocol) documents -
and applications through World Wide Web (WWW). Common
functions of sharing are: email, file sharing, telephony and p2p
networks. Internet has totally reshaped the entire professions of
the world. TV channels, cellular companies, newspapers, books,
retailer are using website technology to expend their services.
Nothing is impossible today. All kinds of verbal communication,
social networking, ;online shopping and financial services are
being performed through Internet.

1.1.2 Intranet /

Intranet is the networking structure in which multiple
computers are connected to each other, generally for
organizational purposes. This term basically refers to the network
of a specific organization. The intranet within an organization is
only accessible to the members of that organization.

Authenticated users of the organization can access the
database system, search engines, directory and can distribute
documents - and ;workflow. Employees can make interactive
communication in shape of chatting, audio and videoconferencing,
groupware and teleconferencing. The benefits of Intranet are that
low developmﬁaﬁt and maintenance cost arises on this setup. It is

- INTRODUCTION |1]
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also

secret information

Similarities
. Bothuses |

[ Both can b

Differences

. Internet has

nternet pr'otocol like TCP

on time.

pnvate space.

safely privatized as per the need.

is limited in

Intranet.

133 Compari'son between Internet a_'ntl Intral__l_e__t :

public space while Intranet is designed to b

of friendly environment and speedily sharing i
a means

/1P and FTP.

o accessed via a web browser.

t

Internet is general to computers all over the world whil,
Intranet is for specific computers only.
Internet has a lot of vulnerabilities while Intranet can be

Visitor’s traffic is unlimited in Internet whlle traffic a]lowed

e ikt

parison _|:

Definition

Internet is a system of]
globally interconnected
computer networks
using a certain protocol
that links the devices
through communication
channels (wireless or
wired) for resource
sharing, data transfer
and communication.

Intranet  is  the
networking structure
in which multiple
computers are
connected to each

other, generally for

organizational
purposes.

Accessibility Anyone can access Accessed by only the
members o
organization having
login'details.

Safety Not safe as compared to|Safe

. intranet . o e

Number of Users |Unlimiteq Limited

. . [ : ____--—-"-‘

w More

Less ____________.-;:

12 INsiGHTs ON INTERNET AND INTRANET

Network Types |Public Private

Information Unlimited, and can be|Limited, and

Provided viewed by anyone circulate among the
members of the
organization

. 1.1.4 Extranet ’ g

Extranet is the combination of public and private networks

where not only employees of the company have access to the data
but trusted third party is allowed to access the company’s data. An
extranet is a private network that uses Internet Technology and

_ the public telecommunication systems to securely share part of a

business’s information or operations with suppliers, vendors
partners or customers.

The advantages of extranets are:

¢ The ability to exchange large volumes of data using
Electronic Data Interchange (EDI)

e Share product data and catalogs with business partners
* Joint company collaboration and training

e Share services such as online banking applications
among affiliated banks

The hlstory of the Internet begms with the development of

electronic computers in the 1950s. It can be described as follows:

The US Department of Defense awarded contracts as early
as the 1960s for packet network systems, including the
development of the ARPANET (Advanced Research Project
Agency Network).

The first message was sent over the ARPANET from
computer science Professor Leonard Kleinrock's laboratory
at University of California, Los Angeles (UCLA) to the
second network node at Stanford Research Institute (SRI).

INTRODUCTION |3]
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and 1970, various other packet swiygy,
eveloped such as NPL network, Cycp,

nd so on using communication pmtocﬂls'.‘
led to the development of Protoq

Between 1960
netW'O['ks were
Tymnet, Telenet 2

ET project : 0l
Ihe.Aif;::‘mO:;‘i“g' in which multiple separate netWOr]u
or in

could be joined into @ network of networks.

RPANET was expanded in 1981 when the

to the A :
Access to dation (NSF) funded the C_OmPUter

National Science Foun
Science Network (CSNET). | . |
In 1982, the Internet protocol suite (TCP/IP) N
introduced- as the standard networking protocol on the
ARPANET. .

Commercial Internet service providers (ISPs) began t,
emerge in the very late 1980s. The ARPANET vy

'decommissiongd in 1990.

Limited private connections to parts_of the Internet by
officially commercial entities emerged in several American
cities by late 1989 and 1990, and the NSFNET was
decommissioned in 1995, removing the last restrictions on
the use of the Internet to carry commercial traffic.

In the 1980s, research at CERN in Switzerland by British

computer scientist Tim Berners-Lee resulted in the World |

Wide Web, linking hypertext documents into an information
system, accessible from any node on the network.

Since the mid-1990s, the Internet has had a revolutionary
impact on culture, commerce, and technology, including thle
rise of near-instant communication by electronic mail
instant messaging, voice over Internet Protocol (VolP)
telephone calls, two-way interactive video calls, and ﬂ_“
World Wide Web with its discussion forums, blogs, 506
networking, and online shopping sites, :

Increasing amounts of data are transmitted at higher and

hig-her speeds over fiher optic networks operating at *
Gbit/s, 10-Gbit/s, or more.

_/

13 INSIGHTS oN INTERNET AND INTRANET

. The Internet's takeover of the global communication
landscape was almost instant in historical terms: it only
communicated 1% of the information flowing through two-
way telecommunications networks in the -year. 1993,
already 51% by 2000, and more than 97% of the
telecommunicated information by 2007: :

e Today the Internet continues to grow, driven by ever
greater amounts of online information, commerce,
entertainment, and social networking.

e P s o =
: Ry o)

‘o

IANA (Internet Assigned Number Authority) is a
department of ICANN (Internet Corporation for Assigned Names
and Numbers) that oversees the global IP address allocation,
autonomous system number allocation, root zone management in
the DNS, IP related symbols and Internet numbers.

Specifically, IANA allocates and maintains unique codes and
numbering systems that are used in the technical standards

* (“protocols”) that drive the Internet. An AS is a group of IP
- networks operated by one or more network operator(s) that has a
single and clearly defined external routing policy. Exterior routing

protocols are used to exchange routing information between

Autonomous Systems. IANA’s various responsibilities /activities

can be broadly grouped in to three categories: '

. Domain Names: IANA manages the DNS Root, the .int and
.arpa domains, and an IDN practices resource. Management

~ of the root zone involves assigning the operators of top-
level domains, such as .uk and .com, and maintaining their
technical and administrative details. The root zone contains
the authoritative record of all top-level domains (TLDs).

e Number Resources: Management of Internet number
resources involves the global coordination of the Internet
Protocol addressing systems, commonly known as IP
addresses. The allocation of blocks of autonomous system

INTRODUCTION |5
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SNs) t regional Internet registries (Ripq) is
bers (ASNS) T ion.

o art of this function t of

another p nts: Management - oL preg,

Assignme ining many of the Codeg am

.  Protocol maintai

parameters involves

in [ R
numbers _usefti’v h the Internet Engineering Task Fore,
coordination

(IETF).
ICANN L1 ized non-profit corporay

. Jly organize tion

It is an m]teerir;attlgﬂﬁegp the internet stable, secure ang

whose major I0 public Private Partnership (PPP), ICANN

intefl;r;]::alil:iqg‘l afunctiuns under a contract from the g
per

Department of Commerce.
i ivities of ICANN are:
The major activities 0 = :
T]o preserve the operational stability of internet.
. L] .
To promote competition and develop policies for Internets
unique identifier and naming. . -
To achieve greater participation from global internet

communities. : . . ¢
To achieve policies and procedures and follow a consensus

. driven approach. _
e ICANN’s accountability and neutrality

1.3.1 Hierarchy of IANA

=] | N — o -
[RireNee | [ apnic | [LacNic] [AFRINIC] Regional Internet Registres -

National Internct Registries

Local Internet Registries

‘Internet Service Providers

] =]

Figure 1.1 Hierarchy of IANA

EU- End Users

nternet protocois. This is dope " a.

This hierarchy shows how the internet number resources

are distributed from the central JANA to customers by RIR, NIR,
LIR and ISP.

RIR (Regional Internet Registries)

A Regional Internet Registry (RIR) is an organization that
manages the allocation and registration of Internet number
resources within a particular region of the world. Internet
number resources include IP addresses and autonomous
system (AS) numbers. Autonomous System (AS) Numbers
are used by various routing protocols. IANA -allocates AS
Numbers to Regional Internet Registries (RIRs).

The Regional Internet Registry system evolved over time,
eventually dividing the world into five RIRs: -

* African Network Information Centre (AFRINIC) for

Africa

. American'Registry‘ for Internet Numbers (ARIN) for US,
Canada, several parts of the Caribbean region, and -
Antarctica ’ ' '

¢ Latin America and Caribbean Network Information
Centre (LACNIC) for Latin America and parts of the
Caribbean region :

* Asia-Pacific Network Information Centre (APNIC) for

. Asia, Australia, New Zealand, and neighboring countries

® Réseaux IP Européens Network' Coordination Centre
(RIPE NCC) for Europe, Russia, the Middle East, and
-Central Asia : -

NIR '

A National Internet Registry (NIR) is an organization

under the umbrella of a Regional Internet Registry (RIR)

with the task of coordinating IP address allocations and
other Internet resource management functions ata national

- level within a country or economic unit.

NIRs operate primarily in the Asia Pacific region, under the
authority of APNIC, the Regional Internet Registry for that
region. ;

61 INSIGHTS ON INTERNET AND INTRANET

; % :
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di

. NIRs aré currently operating in the Apy;e
The following

region: fiin

China Inté .
CNN]\::IC']aPan Network Information L
JPNIC

ornet & Security Agency:
k Information Center

Network Information Center
s and Numbers

et Network Information Center
]

[ ]
o KRNIC, Korea Int
. TWNIC,TaiwanNeMor
VNNIC, Vietnam Internet

L]
ian Registry for Internet Name:

e Ind

ilsucal Internet Registry (LIR) is an organization that has

been allocated a block of IP addresses by a region.al Internet
registry (RIR), and that assigns_ most parts of this block.m
its own customers. Most LIRs are l'pterrllet _SEI;Vlce
providers, enterprises, ~ OF acade.mlc . ]IlStllilltlons_
Membership in a Regional Internet registry is required to

become an LIR.

ISP ;

An Internet Service Provider (ISP) is an organization that
provides services for accessing, using, tl}e Internet. Internet
service providers may be organized in various forms, such
as commercial, community-owned, non-profit, or otherwise
privately owned. '

Mercantile was the first company to provide internet

service in Nepal. Currently there are over 40 registered Internet
Service Providers in our country. The major ISPs in Nepal are:

1.3.2 Internet Number

an Int

* World link Communication
* 'Subisu Cablenet Pvt, Ltd.

* Nepal Telecom

* Vianet Communication

¢ Classic Tech

: - ed 10
Internet number is a numerical identifier that is assigned
€rnet resource or used in the networking protocols of

!8} INSIGHTS ON INTERNET AND INTRANET

__-—"/

Internet Protocol Suite. Example includes IP Addresses and

Autonomous System (AS) numbers. Globally, Internet numbers
are managed by the [ANA,

An Internet Protocol address (IP address) is a humerical

label assigned to each device participating in a computer network

that uses the Internet Protocols for communication.

Within the Internet, Autonomous System (AS) numbers is a
collection of connected Internet Protocol (IP) routing prefixes
under the control of one or more network operators. A group of
networks and routers controlled by single administrative

.authority is called an autonomous system (AS).

A unique ASN is allocated to each AS. ASN are important
because the ASN uniquely identifies each network on the Internet.

Internet Service Provider )
- It is an organization that provides customers with internet

~access. Data may be transmitted using several technologies,

including dial-up, DSL, cable modem, wireless or dedicated high
speed interconnects. ' :

There are 3 levels of ISP.
e Tier1ISP
e Tier 2 ISP
e Tier 3 ISP

: 1. Tier- 1 ISP;

A tier 1 ISP is an Internet Service Provider who exchanges
internet traffic with other tier 1 providers. These ISPs
. exchange traffic strictly through peering arrangements.
It provides the backbone to the internet. They are also
called as backbone internet providers. Tier 1 ISP own and
manage their operating infrastructure, including the routers
and other intermediate devices that makes up the internet
backbones.

Features
. Théy only exchange internet traffic with other Tier 1
providers. .

INTRODUCTION |9]
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siver traffic 10 the inten?et routing tahles
1 their peering relationships.

eer on more than one continent. |
They p ort large customer bases, very high -
. N Jarge number of routers.

volumes, with @
ers
They deliver packets to and ffom peers aroung

« They can de
solely throug

world. T
Examples: Hibernia Networks, Cogent Communicatiop

ier-2 ISP: : 5, .
2. :Itiel' 2 ISP is a service provider that utilizes a combinatjy,

of “paid transit” via Tier 1 ISP and peering with other Tier
2 ISP to deliver internet traffic to end customers thruug.h
Tier 3 ISPs. They exchange internet traffic through Peeriny
agreements as well as purchase Internet transit.

Features :

e Itconnects Tier 1 and Tier 3 ISPs. |

It exchanges internet traffic through peering agreements

as well as purchase Internet transit.

* They have slower access speed than tier 1 ISP.

e They are at least one router hop away from the
backbone of the internet. ;

Examples: Vodafone, Easynet, British Telekom

3.  Tier-3ISP;
It is a service provider that strictly purchases Internel
transit. It is responsible for providing iﬁternet access to end
customers. They provide local access to the internet for en
customers, through cable, DSL, fiber ‘or wireless acce
networks. Their coverage is limited to specific countries
sub regions. )

Features

* Itstrictly purchases Internet Transit,

. qeﬁvem internet access to residential homes a
business, .

-* Itisa ‘last mile provider”,

_/

110] INSIGHTS ON INTERNET AND INTRANET

* They purchase IP transit from Tier 2 ISPs or sometimes
directly from Tier 1 ISPs. '

Examples: Comcast, Verizon Communication

Tier-1 ISP

. Figure ].2 ISPs Connection

14" InternetEcosystem - = . s
Internet ecosystem is the term that is used to describe the
organizations and communities that guides the operation and
development of technologies and infrastructure that comprises
the global Internet. It focuses on the rapid and continued
development and adoption of Intérnet technologies.
The components of Internet ecosystem are as follows:
Naming and Addressing Component
Policy Development Body
Education and Capacity Building Body
Users :
Shared global Services and Operations
Open Standards Development Body

S W

+ 1. Naming and Addressing Component

Focus Areas:
a. IP Address
b. Generic Top Level Domains(gTLD)

INTRODUCTION [11]
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ique numeric identifier that are nee dcy
s uniq nnects to [ntemEt. It helps in a‘fCuray
ission of datd from source to destination, I
is
;ran;;:d by [CANN, IANA, RIR, ASO and so on. IP addreSs
an
allocation is undertaken by JANA. . et
TLD is the type of top-level domain maintained by tang
| fur use in Domain Name System of the Internet. Eg. iy

.organd so 0n.

Poli Development A
a l;y Address Policy: It is the process by which allocatig,

policy is proposed and agreed is driven through bottoy,
up and open consultation. It is mainly handleqd by
Number Resource Organization (NRO) and ICANy

Address Supporting Organization.

[P address i
every device that €

within ICANN’s GNSO following inputs. from it
stakeholders. Each of the stakeholder has their own
policy process to allow positions to be submitted to the
GNSO Council for review. !

Shared Global Services and Operations

Focus Areas:

a. Root Servers

b. Country Code TLD (ccTLD) ~ ,

Root servers consists of the IP address of all the TLD
registry name servers including gTLD “and ccTLD. It
translates the names into next level name server 1P
addresses. | '

ccTLD is an Internet top level domain generally used by
country. Eg :.np (Nepal). It is designed according to 1S0 o
letter country code standard, It is handled by IANA, ICAN
. €eNSO, ccTLD Operators, Regional ccTLD Associations-
Open Standard Development

Focus Areas: Internet Society affiliated organization’ and
other relevant standard bodjes, - ’

_/
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gTLD Policy: gTLD policy discussion is initiated by o |

Internet standards defines the protocols without

prescribing device characteristics and models. The technical
standards are developed by various organizations like
Internet Society (ISOC), Internet. Engineering Task Force
(IETF), Internet Architecture Board (IAB), Internet
Engineering Steering Group (IESG), World Wide Web
Consortium (W3C), Institute of Electrical and Electronics
Engineers (IEEE). '

5.  Education and Capacity Building

" It focuses on 'providing education about technological

development. to the people around the globe. It is
performed by governmental ~organizations, academic
institutes and so on. ' :

6. Users _ _
Users are the people who makes use of the developed
technologies and Internet following the standard policies

and protocols.

i1.5  Internet Domain and Domain Name System” . = |

1.5.1 Domain Name

Domain names are identification string that defines a realm
of administrative autonomy, authority or control within the
Internet. Internet domain names are formed by the rules and
procedures of the Domain Name System (DNS). Any name
registered in the Domain Name System (DNS) is a domain name.
Domain names are used in various networking contexts and
application-specific addressing and naming purposes.

In general, a domain name represents an Internet Protocol
(IP) resource, such as computers used to access the Internet, a
server computer hosting a web site, or the web site itself or any
other services communicated via the Internet. _

Domain names are organized in subordinate levels
(subdomains) of the DNS root domain. The first-level set of
domain names are the top-level domains (TLDs), including the
generic top-level domains, such as .net, .com and .org, and the

INTRODUCTION |13
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ins. Below TLD in the DNS hiel‘apc

: 2 Tary,

| and the third-level domain names wh;cy, |
are the second-leve I o it 1 i Wis&

wworks (LAN) to the Internet, create o, :

e -

ible Internet resourcr_fs or run a “fe!’Slte, E

pub]icly‘acceismese domain names 1S usually: admlmStEred h

registratw:‘n:registrars who then sell their services to the Publi,

domain na

n Name
e consists of one or more parts, teChniCaIIy

conventionally concatenated, and de“mited
om. The right-most label conveys the top.
the domain name Www.this,cop,

structure of Domai

A domain nam
called labels that are
by dots, such as this.c
level domain; for example,.
belongs to the top-level domain .com. |

The hierarchy of domains descends from the right to the Jeg
label in the name; the label to the left specifies a subdivision,

subdomain of the domain to the right.  *
* For example: the label this specifies a node this.com as,

subdomain of the com domain, and www is a label to creat .

www.this.com, a subdomain of this.com. This tree of labels may
consist of 127 levels. Each label may contain from 1 to 63 octets,
The empty label is reserved by the root node. The full domain
name may not exceed a total length of 255 characters. However,in
practice, some domain registries may have shorter limits.

A hostname is a domain name that has at least one

associated IP address with it. For example, the domain names
www.this.com and example.com are also hostnames, whereas the
com domain is not. However, some other top-level domains,
particularly country code top-level domains, may indeed have?

- specific IP address, and if so, they are also hostnames.

Subdomain

5 lr_l a Don}ain Name System (DNS) hierarchy, a subdomain _15
aI omain that is part of a larger domain, The only domain that :
also mot a subdomain is the root domain, For examp®

mail.ram.
m.com and Supportram.com are subdomains ©Of the

ram.c i P d .
om domain, which i, turn is also subdomain of the com tG?P

l .
evel domain (Trp), A "subdomain” expresses refati*

__.—-'/

dependence, not just absolute dependence: for example, ram.com
comprises a subdomain of the .com domain, and mail.ram.com

comprises a subdomain of the domain ram.com.

1.5.2 Domain Name System (DNS)

To identify.an entity in an internet, TCP/IP protocol uses IP
address, which uniquely identifies the connection of a host to the
internet. However, people prefer to use names instead of numeric
address. Hence, we need a system that can map a name to an
address or an address to a name, called DNS.

DNS is a host name to IP address translation service. DNS is

a distributed database implemented in a hierarchy of name

servers.

To map a name into IP address, an application program
calls a library procedure called “resolver”, passing it to name as a
parameter. Then, the resolver sends a UDP packet to a local DNS
server which looks up the name and returns the IP address to the
resolver, then returns to the caller.

Elements of DNS ,

There are 4 elements of DNS. They are: )

1. Domain Namespaces: DNS uses a tree structured
namespace to identify resources on the internet.

2. Name Servers: It is an implementation of the resolution
mechanisms. Name Servers are of 3 types: Root Server
(Contains entire DNS tree), Primary Server (Stores a file
about its zone) and Secondary Server (Transfer information

. about the zone from another server)

£33 DNS database: DNS is based on a hierarchical database

containing resource records that includes the name, IP
address and other information about the host.

4.  Resolver: The host féquests the DNS to resolve the domain
name and resolves the IP address corresponding to that
domain name to the host. -

Example: eos.cs.berkley.edu

INTRODUCTION |15]
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Figure 1.3 DNS Hierarchy
Working of DNS "
. Stgep 1: A user types ‘example.com’ into a web brows er ang
the query travels into the Internet and is received by a DN

recursive resolver.

server (.).
Step 3: The root server then responds to the resolver with

the address of a Top Level Domain (TLD) DNS server (such
as .com or .net), which stores the information for its

domains. When searching for example.com, our requestis

pointed toward the .com TLD.

e  Step 4: Theresolver then makes a request to the .com TLD.

® , Step 5: The TLD server then responds with the IP address
of the domain’s name server, example.com.

®  Step 6: Lastly, the recursive resolver sends a query to the
domain’s name server,

®  Step 7: The IP address for example.com is then returned ©
the resolver from the name server, 3

° St:‘;: 8: The DNS resolver then responds to the web browsef
with the IP address of the domain requested initiallf
(example.com), ~
Once th

€ 8 steps of the DNg lookup have returned the P

address for exam i
P]P..com, th 1 ake th
request for the weh page: e browser is able to m

¢ Step 9: The b 4
address, R makes a HTTP request to the |

61 INSIGHTS o) INTERNET AND INTRAN
! ET

Step 2: The resolver then issues a query to a DNS root nap,

° Step 10: The server at that IP returns the webpage to be
rendered in the browser.

1y IR asminy

. Sep2
Question: whera can | find the |
Address of some-web )

Figure 1.4 Working of DNS

1.6 InternetAccess Overview o

Internet access connects individual computer terminals,
computers, mobile devices, and computer networks to the
Internet, enabling users to access Internet services, such as email,
digital TV, and the World Wide Web. Internet service providers
(ISPs) offer Internet access through various technologies that
offer a wide range of data signaling rates (speeds).

Internet access technology are: _

1. Hardwired Broadband Access (Dial Up, ISDN, Leased Line,
" Cable, DSL, Fiber, power Line Internet)

2.  Wireless Broadband Access (Satellite, Mobile, WIMAX)

1.6.1 Hardwired Broadband Access

i. Dial-Up: A dial-up connection is established when two or
more communication devices use a public switched
telephone network (PSTN) to connect to an Internet service

INTRODUCTION |17}
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der (1SP) [nternet access uses a modem and a Phop
provider ( -er the public switched telephone Rty
call placed ov ool of modems operated by ap, I5p

cttoap i 8 .
The modae

alog signal that travels over a phone line's local loop tng
an

it reaches 2 tele
central office (co
line that connects to ano
the connection.

£

phon _
) where it is switched to another Phon,

ther modem at the remote end of

Figure 1.5 Dial Up Connection

ISDN (Integrated Service Digital Network): ISDN is a set
of communication standards for simultaneous digital
transmission of voice, video, -data, and other network
services over the digitalized circuits of the public switched
telephone network (PSTN).

Leased Line: A leased line is a dedicated fixed-bandwidth
data connection. The word ‘leased’ refers to the connectior
rented by the Internet Service Provider directly to 2
business. The main advantage is high symmetric speels
meaning better connectivity and faster uploads g
downloads, A disadvantage of a leased line is that they 2"
take a while to set up and instal]. o

::ahle: Internet access or cable modem access provid®
dl:t:;:)&te;ccess via hybrid fiber coaxial wiring original¥
mmalpco tDe carry television signals, Either fiber-optic ?:
local:ioil altpafJ c; cable_ may connect a node to a custome’

nnection known as a cable dro p-

e company's switching facilitjeg i

Optical Fiber: Optical fiber is the technology associated
with data transmission using light pulses travelling along
with a long fiber which is usually made of plastic or glass.
Metal wires are preferred for transmission in optical fiber
communication as signals travel with fewer damages.
Optical fibers are also unaffected by electromagnetic
interference. The fiber optical cable uses the application of
total internal reflection of light. The fibers are designed
such that they facilitate the propagation of light along with
the optical fiber depending on the requirement of power
and distance of transmission. Single-mode fiber is used for
long-distance transmission, while multimode fiber is used
for shorter distances. The outer cladding of these fibers
needs better protection than metal wires.

Power Line Internet: It is also known as Broadband over
power lines (BPL), carries Internet data on a conductor that
is also used for electric power transmission. ‘

¢

1.6.2 Wireless Broadband Access

i-

ii.

Satellite: Satellite internet is a wireless connection that
involves 3 satellite dishes; one at the internet service
provider’s hub, one in space and one attached to our
property. Satellite Internet service provides fixed, portable,
and mobile Internet access. Data rates range from 2 Kbit/s
to 1 Gbit/s downstream and from 2 Kbit/s to 10 Mbit/s
upstream. Satellite antenna dishes require a clear line of
sight to the southern sky. Service can be adversely affected
by moisture, rain, and snow (known as rain fade). The
system requires a carefully aimed directional antenna.
Mobile Broadband: Mobile broadband is the marketing
term for wireless Internet access through a portable
modem, USB wireless modem, or a tablet/smartphone or
other mobile device. Some mobile services allow more than

'one device to be connected to the Internet using a single

cellular connection using a process called tethering. The
modem may be built into laptop computers, tablets, mobile

___..-——""/
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ther devices, added to some devices ysj,
phones, and 0 and USB sticks or dongles, or Separate

::Ir:ilﬁx (Worldwide Interoperability for Microwg,
iii. .

Access): A WiMAX Internet i 2 hrostluantl comyagy,
SS): 1 hspeed bandwidth delivered wirelessly g -
Prowdmg high S-I:IEI' to a location. WiMAX Internet accesg
the sim;::i’;z:;e s to provide reliable, dedicated servjc, f[;
?:;im; access as well as other appligatior}s in'cluding
~ email, file sharing, web hosting, d-ata backiip, .Vldeo, or Vpy
 access. WiMAX Internet connections are typically useq j,
locations where there isn't dedicated Internet acceg
available. All WiMAX Internet services come with a servjc,
Jevel agreement with guarantees on speed, performance,
uptime, and repair. A WiIMAX Internet connection can alsg
be configured to carry voice, video, or other data services
WiMAX Internet service is also known as 4G, WiMAx
Broadband, WiMAX VOIP, WiMAX VPN, Fixed Wireless
Data, Fixed Wireless Broadband, or Fixed Wireless
Internet. P

1.7 Internet Backbone Network = - oo

A backbone network or network backbone is a part of
computer network infrastructure that interconnects various
pieces of network, providing a path for the exchange of
information between different LANs or subnetworks. A backbone
can tie together diverse networks in the same building in

- different buildings in a campus environment, or over wide areas

Normally, the backbone's ca

pacity is greater than the networks
connected to it, el ;

A large corporation that has many locations may have ?
backbone’network that ties all of the locations together, for
er:rpt'::elisa server cluster needs to be accessed by differe™
Eeugraphir::al IOOf .a company that are Jocafed at differe"
example: Eth — The pieces of the network connections ('

¢ Temet, wireless) thay bring these departme™®

T s

_*“__
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together is often mentioned as network backbone. Network
congestion is often taken into consideration while designing
backbones.

The Internet backbone may be defined by the principal data
routes between large, strategically interconnected computer
networks and core routers on the Internet. These data routes are
hosted by commercial, government, academic and other high -
capacity network centers, the Internet exchange points and
network access points, that exchange Internet traffic between the
countries, continents and across the oceans. The Internet -
backbone is a composite of multiple, redundant networks owned
by numerous companies. It is typically a fiber optic trunk line. The
trunk line consists of many fiber optic cables bundled together to

increase the capacity. The backbone is able to reroute traffic in
case of a failure. ' '

1.7.1 Optical backbone s

An optical fiber is a cylindrical dielectric (a poor conductor
of electricity) waveguide that transmits light along its axis, by the
process of total internal reflection. The fiber consists of a core
surrounded by a cladding layer, both of which are made of
dielectric materials.. To confine the optical signal in the core, the
refractive ‘index of the core must be greater than that of the
cladding. The boundary between the core and cladding may either
be abrupt, in step-index fiber, or gradual, in graded-index fiber.
Covering Distance may be of the order of 30,000 km.

N 1
Outer Jacket Coating
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Figure 1.6 Optical Fiber

Tyi:es of Optical Fibers '

The types of optical fibers depend on the refractive indey
materials used, and mode of propagation of light.
The classification based on the refractive index is a

o Step Index Fibers: It consists of a core surrounded by

the cladding which has a single uniform index of

refraction,

‘e Graded Index Fibers: The refractive index of the optical
fiber decreases as the radial distarce from the fiber axis
increases.

The classification based on the mode of propagation uf light

is as follows:

e Single-Mode Fibers: These. fibers are used for long
distance transmission of signals..

* Multimode Fibers: These fibers are used for short.

distance transmission of signals.
The mode of propagation and refractive index of the cores

used to form four combination types of optic fibers &
follows: :

* Step index-single mode fibers

® Graded Index-Single mode fibers |
* Step Index—Multimode fibers

* Graded Index-Multimode fibers

__“__
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e Flexibility - An optical fiber has greater tensile strength

Advantages of Optical fiber

» Bandwidth - Fiber optic cables have a much greater
bandwidth than metal cables. The amount of information
that can be transmitted per unit time of fiber over other
transmission media is its most significant advantage.

e Low Power Loss - An optical fiber offers low.power loss.
This allows for longer transmission distances.

e Interference - Fiber optic cables are immune to
electromagnetic interference. It can also be run in
electrically noisy environments without concern as.
electrical noise will not affect fiber. J

e Size - In comparison to copper, a fiber optic cable has
nearly 4.5 times as much capacity as the wire cable has
and a cross sectional area that is 30 times less.

. Weight - Fiber optic cables are much thinner and lighter
than metal wires. They also occupy less space with
cables of the same information capacity. Lighter weight
makes fiber easier to install.

e Security - Optical fibers are difficult to tap. As they do
not radiate electromagnetic energy, emissions cannot be
intercepted. As physically tapping the fiber takes great
skill to do undetected, fiber is the most secure medium
available for carrying sensitive data.

than copper or steel fibers of the same diameter. It is
flexible, bends easily and resists most corrosive

elements that attack copper cable.

Disadvantages of Optical fiber

e Cost - Cables are expensive to 1nstall but last longer than
copper cables

¢ Transmission - transmission on optical fiber requires
repeating at distance intervals. '

e Breakable - Fibers can be broken or have transmission
loses when wrapped around curves of only a few
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 action can occur at any depth.
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.15, However, by encasing fiberg ;
. . a
is difficult to bend the cable into 5 st

. .
ugh radius O preak the fiber. :
enoug . Optical fibers require more prgtecﬁon

otection '
. :::und the cable compared to COPPer

centimeters ra.d
plastic sheath, It

rine Cable System___——— :
1.7.2 Ma ications cable is a cable laid on the Seg 1

1 muni
A marine commt J e B
land-based stations to carry telecommum.;ama

tween !
e ?e s stretches of ocean. The ~first - submay,
signals  acro laid in- the 1850s, carried telegraph},

iations cables A
communications ’ f cables carried telephone tragg,

rations o
traffic. Subsequent generat _ . .
then data communications traffic. Modern cables use optical fig,

technology to carry- digital -data, which includes  telephop,

Internet and private data traffic. : ,

Modern cables are typically about 1 inch (25 mm)
diameter and weigh around 2.5 tons per mile (1.4 tones per kn)
for the deep -sea sections which comprise the majority of the ruy,
although larger and heavier cables are used for shallow -water
sections near shore. : e -

A marine cable is designed to protect its information
carrying parts from water, pressure, waves, currents, and other
natural forces that affect the seabed and overlying water. Most of
the forces change with depth, Temperature becomes colder
pressure increases and wave effects lessen, but strong current

e i 1L

. s .

igure 1.7 4 Cros.s Section of the shore end of a modern
marine communication cable

Layers: :
L. Polyethylene
2, Mylar tapg

_/

Stranded Steel wires
Aluminum water barrier

Polycarbonate

Copper or aluminum tube
Petroleum jelly

Optical Fibers

©® N m oA w

51:7.3 Teieporté

A telecommunications port—or, more commonly,
teleport—is a satellite ground station with multiple parabolic
antennas (i.e,, an antenna farm) that functions as a hub connecting
a satellite or geocentric orbital network with a terrestrial
telecommunications network e.g. Internet. Teleports may provide
various broadcasting services among other telecommunications
functions, such as uploading computer programs or issuing
commands over an uplink to a satellite.

Satellite -teleports are permanent satellite uplink facilities
located throughout the world which are used for maintaining
constant communication with the orbiting satellites (i.e. providing
connectivity between the ground and the space segment). The

_ teleport infrastructure is the critical link that facilitates seamless
(all-in-one) transfer of information to and from the end user’s

computer network.

Perth Teleport
° 12 antennas ranging from 2.4 to 13 meters in size
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Military Accredited Global Access Point - 24 x 7 x 3¢5 "
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Figure 1.9 Vl'zocéhm 's Satellite earth station teleports

1.7.4 Satellite Communication

A

A satellite is a smaller object that revolves around a larger
object in space. For example, moon is a natural satellite of earth.

Satellites communicate by using radio waves to send signé
to the antennas on the Earth. The antennas then capture thost

signals and process thte information coming from those signa
Information can include: '

’ * scientific data (like the pictures the satellite took),
* thehealth of the satellite, and

* where thle satellite js currently located in spﬁce-
1pZTeTun;c;ﬂon satellite is nothing but a mﬁcmwa‘;
telecommunicatio ol -‘Space Gt s helpﬁﬂwi
internet applicat?:s' radio, .and television along &,
NS. A repeater is a circuit which incred

the stren X . Bul
gth of the signg] it receives and retransmits i*

126] INSIGHTS ON INTERNET AND INTRA
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)

here this repeater works as a transponder (series of
interconnected units that form a communications channel
between the receiving and the transmitting antennas),

- which changes the frequency band of the transmitted signal,

from the received one.

The frequency with which, the signal is sent into the space
is called as Uplink frequency. Similérly, the frequency with
which, the signal is sent by the transponder is called as .
Downlink frequency. '

e 74 S
Ve - 1
. R |
First = Second
Earth Station Earth Station

* Figure 1.10 Uplink and Downlink Frequency

The transmission of signal from first earth station to
satellite through a channel is called as.uplink. Similarly, the
transmission of signal from satellite to second earth station
through a channel is called as downlink. '

Figure 1.1:1 Working o)‘; Satellite Communication System
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Advantages ©
o Areaof coverage

Disadvanta

fsatellite Eummunication
i« more than that of terrestrial syste,,

{ every corner of the earth can be covereq
Eachan - it independent of coverage arey
d broadcasting possibilities

ges of Satellite Commul.lication _
Launching of satellites into orbits is a costly process,

of satellite systems is more than thy
trial systems.

TransmiSSiO
More bandwidth an

Propagation delay
of conventional terres o
Difficult to provide repairing activities if any probjep,

"occurs in a satellite system.

There can be congestion of frequencies.

Applicalions of Satellite Communication

Radio broadcasting and voice communications
TV broadcasting such as Direct to Home (DTH) .

Internet applications such as providi}lg' Internet
connection for data transfer, GPS applications, Internet
surfing, etc.,

Military applications and navigations
Remote sensing applications
Weather condition monitoring & Forecasting

1.7.5 Terrestrial Links

. Terrestrial links are the communications line that travels
» hear or below ground. Contrast with satellite link, it is a land-

based link for tra
broadcasting tower(s)
end users who rece;
TV set, this broadca
and receiver, thyg th
kind of limited, the

nsmission. Usually, a terrestrial link relies on

Ve them via antennas mounted on roof of O
sm:g requires line of site between transmitter
e dlstance bethen the tower al‘ld antenna 15

ra y
towers in differen; | "8€ can be exténded via adding multiple

the transmitter link
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(in TV case) to emit their channels info t0 v

~_INTERNET PROTOCO

LOVERVIEW.

:2.1 lntroduction AT L e :.; Tk S

The Internet Protocol (IP) is the method or protocol or

~ rule by which data is sent from one computer to another on the

Internet. Each computer (known as a host) on the Internet has at

- least one IP address that uniquely identifies it from all other

computers on the Internet.

2.1.1 IP Services

The 'IP provides several services. Some of them are

desc_ribed below:

Addressing: IP headers contain 32-bit addresses which
identify the sending and receiving hosts. These addresses
are used by intermediate routers to select a path through
the network for the packet.

‘Fragmentation: IP packets may be split, or fragmented,
into smaller packets. This permits a large packet to travel
across a network which can only handle smaller packets. IP
fragments and reassembles packets transparently. ;
Packet timeouts: Each IP packet contains a Time to Live
(TTL) field, which is decremented every time a router
handles the packet. If TTL reaches zero, the packet is
discarded, preventing packets from running in circles for
ever and flooding a network.

Type of Service: IP supports traffic prioritization by
allowing packets to be labeled with an abstract type of
service. " : .

'Options: IP provides several optional features, allowing a
packet's sender to set requirements on the path it takes
through the network (source.routing), trace the route a
packet takes (record route), and label packets with security
features.

INTERNET PROTOCOL OVERVIEW |29|
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stacture andi _
ite the functions of 4

n process as

it simplifies miuif:gére well defined. ach
ir interacti _
layers;;:d ::;:;;d architecture provides flexibility to modigy ,
w i ices. ; :
elo network servi By ..

dD?;ferel:lt compﬂﬂfﬂts _.Of th_e. appllcanon can be
! i;:depender{t'ly deployed, maintained - and updateq

different time schedules. .

The number of layers, name of_l_::iye’rs and the tasks assigneq
® " o them may change from network to network. But for ;)
the networks, always the lower layer offers certain servic

to its upper l_aye_r. 5 . R
4 The concept of layered architecture redefines the way

convincing networks. This;leads_-_ to a considerable cog

savings and managerial benefits. : _
e.  Addition of new services and management of networ
infrastructure become easy. . - - ;

s e

The Interniet protocol suite is the conceptual model and set ' - i
of communications protocols used on the Internet and similar of the four-layer TCP/IP model. The position of Internet layer is

computer networks. The Internet protocol suite provides end-to- layer pack data into data packets known as IP datagrams, which

end data communication specifying how data should be .

packetized, addressed, transmitted, routed and received.

TCP/IPis trﬂﬂsmission'contml_protocol internet protocol.

05! model

TCP/IPmodel Protocols and services
T T S T : ——
e L wmer,  (EREREID
- ‘Application Telnet,NTP, | Presentalion.
SRS DHCP, PING EiET
el 27 e el s stsfun i
~ Transport” TcPupe [ Tensport |
: J 1P ArP,IcMP, IoMmP [ & Nefwork ]
d ‘[ patatink
Eheme! [ Phusial

Figure 2.1 TCP/IP Layers -

‘Layer 3. Transport Layer: Transport Layer is the third
layer of the TCP/IP model. The position of the Transport layer is
between Application layer and Internet layer. The purpose of
Transport layer is to permit devices on the source and destination
hosts to carry on a conversation. Transport layer defines the level
of service and status of the connection used when transporting

data. The main protocols included at Transport layer are TCP
. (Transmission Control Protocol) and UDP (User Datagram

Layer 4. Application Layer: Application layer is the top |

most layer. of four- : :

application protocols anq . ; &
with Transport Ja nd how host programs interfa

Yer services to use the network. Protocols are all

'Hig.lru'er-level Protocols like DNg
(Trivial File - Transfer Proto

Management py

col), SNMP (Simple Network
otocol);
Protocol) et, ). DHcp

, HTTP, Telnet, SSH, FTP, TFTP

(Dynamic Host Configuratio® -

Protocol). :
' Layer 2. Internet Layer: Internet Layer is the second layer

between Network Access Layer and Transport layer. Internet

contain source and destination address (logical address or IP
address) information that is used to forward the datagrams

' between hosts and across networks. The Internet layer is also

responsible - for routing of [P datagrams. The main protocols
included at Internet layer are IP (Internet Pratocol), ICMP
(Internet Control Message Protocol), ARP (Address Resolution
Protocol), RARP (Reverse Address Resolution Protocol) and IGMP
(Internet Group Management Protocol).

'Layer 1. Network Access Layer: Network Access Layer is
the first layer of the four-layer TCP/IP model. Network Access
Layer defines details of how data is physically sent through the
network, including how bits are electrically or optically signaled
by hardware devices that interface directly with a network
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2.3 1 Components of IP Packets

An IP packet has two fundamental cornponents

f 1.  IP header

IP header contains many fields that are used by routers to
forward the’ packet from network to network to a final

destination.
" = Contains layer 3 information
Fields within the IP header identify the sender receiver,

rantee the delivery

- and transport protocol and define many other

Demerits 't gua
pesn't §
o  Transport layer d Parameters.
packets. oL 2. . Payload
Jacing protocol is nOt €457
o Replac Payload represents the information (data) to be delwered
to the receiver by the sender.

Applications -
TCP/IP ApP Mail Transfer Protocol)

SMTP (Simple

]
-mail facility, transferring messages amung hgm

® Basice-

o  FTP (File Transfer Protocol)
Sends files from one system t0 another on user mmman d |

P

. Telnet vt
Remote login capability, allowing a user to emulm
terminal on the remote system i

1PV4 and IPV6 Address Types and Formats' |

* Contains data & upper-layer information

IPv4 ‘IPv6
Application  [——— saMe——> W
* Prosentation |——SAME——| Presentation

Sesslon SAME——>- Sesslon

Transport SAME > Transport

UPDATED—> B

Data Link SAME —» Datal ink

Physical SANE—> Physical

Figure 2.3 Scope of IPV4 and IPV6 with OSI reference model

23 -
IP packets are carried over link-layer technologies su't_:h 88 2.3.2 Difference between IPV4 and IPV6
Ethernet (10 Mbps), Fast Ethernet (100 Mbps), Glgahlt E 1 :
(1000 Mbps), Frame Relay, and many others. T APt A IPVE Atidrees
Address Length — 32 bits 128 bits
Each link-layer technology family has its own' link- la J e T
frame that carries IP packets. : J R Not applicable In IPve
IP packet is carried between the frame header and . [ Multicast addrasses (224.0.0.0/4) IPv6 mutticast sddresses (FF00:/8)
trailer of a link- fﬂ}'EI' frame, 5, B [Brosdoast addresses Not appiicable In IPY
B ¥ !  [unspeciied address 15 0000 Unspecified address Is =
{Frame - LA | Loopback address is 127.0.0.1 Loopback address is ::1
1 Header . Payload. . S Public IP addresses Global unicast addresses
! : 1o AN
:‘f~————__ ! e | Private IP addresses (10.0.0. [ site-tocal adch FECO::0
Link-l.ayer Frame —'—'—“'E .- 172.16.0.0/12, mﬁs‘zwa.o‘.’g?s) s ].
¢ G Autoconfigured addresses (169.254.0.016) | Link-ocal addresses (FEB0:/84)
Figure 2.2 IP Packer s B :
e . INTERNET PROTOCOL OVERVIEW  |33]

_._-____-‘———_‘_______
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2.41PV4 and 1PV6 address formats

Figure

74 [PvAand [PV6 Header structure
) Ve

2.4.1 IPv4 Header Format

Total Length - It is a 16- p:t field that describes the whole

- length of the packet.

Identification - It is a 16-bit field. When a particular packet
belongs to a sequence of packets, all of them gets the same
identification number. This helps to recognize them at the
receiving end.

Flag - It is a 3-bit ﬁeld that explains the fragmentation-
options.

Fragment - It indicates the fragment to which the packet

belongs.
Time to Live (TTL) - It is an 8-bit field that indicates the
time in seconds or number of routers hops the packet can
have before discarding.
Protocol - It is an 8-bit field that describes the protocol of
receiving the data payload.
Header Checksum - It helps to verify the vahdnty of the
header.
Source IP address - It is a 32-bit address that describes the
address of the device that sends the'paéket.

 Destination IP address - It is a 32-bit address that
describes the address of the receiving end.
Options - [t is used for tasks such as testing, security, etc.
Data - It represents the real data that should be

transmitted.

28is : : = .
¢ 8 I 8 '
[
= | Type of Service Total Length
Version l m if::Drl'l’.'aei'h'
b i Flags Fragment Offsel
Time to Live Protocol Header Msw - g
] ; .
Source Address
J *  Destination Address
Rt

I
Figure 2.5 IPV4 Header Format
Version - lt isa4- b1t field that describes the IP type thatis

being used.

o  Header Length - It is a 4-bit field that gives the lengﬂ”f '

the IPv4 header in 32-bit words.
*  Type of service - It is an 8-bit field that rf—‘Pr"-‘S‘*"'S
precedence, delay, throughput, reliability etc. MoreOVerf i

2.4.2 IPv6 Header Format

411 12:31
0-3 |Version ITlafﬁc Class , Flow Label '
3747 Paylaad Length J Next Header I Hop Umit  |S6-63
- -
4-191 Source Address
.192-288 Destination Address
Figure 2.6 IPV6 Header Format

the Type of Service (ToS) field.
——/
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4-bit field that describes the vergi,
il

yersion - Itis ,
js being use® * t descri
that is be! -« an 8-bit field that describes tho paﬂker £

Traffic cla'ss‘— It 150 iewe,-, it is similar to the [Py4 .
class of prl?nt?;‘;cant 6 bits are used for Type of 5o, 7
The most sugannu what services should be Provig !
Jet the ROUtET ®_ o« traffic for Q0S - minimjzq o, *

t Classifies e R h
t, maximize reliability anq minim-J

Source address - It is 128 bits long. It is the address of the
device that sends the packet.

Destination address - It is also 128 bits long. It is the
address of the device that receives the packet.

Data - It represents the real data that should be

transmitted.

iy hpu ;
imize . throughPp Jeast significant 2 bits are Useq h .
I 2.4.3 Comparison between IPV4 and IPV6

monetary cost The

£ olicit Congestion Notificatier gl

xplic [t is 20-bit long: This label is used to My
b d sequential flow, delivery of the Pack,
communication between a soyre, é
dle them the same way, to help ey,
uniformity in how the datagrams in the f.low are delivers; 3
payload length - Itis 16-bit1ong and displays the lengy,
[Pv6 payload with the extension headers and upper j;, ?

Flow label
the unique an
belonging to @
destination, all han

protocol data. . _
: It is an 8-bit field that shows the type ofy

Next Header - :
first extension or the protocol in the upper layer. |
« Hop-by-hop option header: Next header value is z

read by all devices in trans_it network 3
Destination Options Header: Next header value is¢
read by destination devices E
Routing Header: Next header value is 43, Conta!
methods to support making routing decision
Fragment Header: Next header value is 44, contat ®
parameters of datagram fragmentation and reassemtlj e
Authentication Header: Next header value is®

. type field.

- The options field in IPv4 are implemented as extension

‘header in IPv6.

The header length is eliminated in IPV6 because the length

of the header is fixed in this version.
The service type is eliminated in {PV6. The priority and flow
label fields together take over the function of the service

The total length is eliminated in IPV6 and replaced by the

payload length field.
The identification, flag and offset field are eliminated from
the base header in IPV6. They are included in the

fragmentation extension header.

The TTL field is called hop limitin IPv6.

The protocol field is replaced by the next header field.

The header checksum is eliminated in IPv6 because the
checksum is provided by the upper-layer protocols.

IPv4 header is com plex while IPv6 is simple.
IPv4 has 32-bit source and destination address, while TPv6

has 128 bits.

information regarding Integrity and authenticat¥
2.5

i |

Fragmentation in IPv4 and IPvé

security

= Encapsulation Security Payload Header: Next heat™=
._packets into the smallest maximum size Packet Data Unit (PDU).

value is 50, encryption information, Confidentiality

Hop Limit - It is 8-bit long, It indicates the maﬂ;.
size of P datagram which may be transferred using a specific data

number of routers the packet is capable .of passing
similar to TTL field in IPv4 header.

link connection.

In TCP/IP, fragmentation refers to the process of Breaking

The Maximum Transmission Unit (MTU) is the largest
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. reassembled before they

_— ented, either by the m-ig;n

15 e at
When a ﬂatagramre routgrs transmitting the datag[‘a tlhl
0 ent datagrams. The destinatig,, 0'11,.‘

collect these fragments gy, U

m
becom es . t
nal message in correct ordey, e

age o
overall into the orig! =
reassemble efnl amount of data the.lt . lm'k-layer fra Ey

The max'm‘_‘n:n ximum transmission unit (MTU), g u:
arry s called € T sulated within the linklayer fry,

m
outer t0 '
: - hard imit on the length of an IP dat, :

the length of the IP datagram to be g

c
each IP datagrd

transport from one
layer protocol places
The problem is when
more than MTU.

The solution is 10
gt I“ a separate link-layer frame; ang @

atagrams 1 :
ﬁiﬂgrﬁ:n:s ogver the outgoing link. Each of these gmy

datagrams i referred

eﬂtil'

reach the transport layer at 4
f IPv4 decided to put the joy,

ination. The designers 0 ;
destina d systems rather than in netwy

datagram reassembly in the en

routers. When .
from the same source, it needs to determine whether any of thy

datagrams are fragments of some original, larger datagram.
To allow the destination host to perform these reassent

tasks, the designers of IP (version 4) put identification, flaga -

fragmentation offset fields in the IP datagram header.

When the destination receives a series of datagrams fre
the same sending host, it can examine the identification numb
of the datagrams to determine which of the datagrams are actudl
fragments of the same larger datagram.

In order for the destination host to, be absolutely sure ! h"_

received the last fragment of the original datagram, the *
fragment has a flag bit set to 0, whereas all the other frag™
have this flag bit set to 1, '

Figure 2.7 llustrates an example. A datagram of 4,000°
(20 bytes of IP header plus 3,980 bytes of IP payload) arrives
router and must be forwarded to a Jink with an MTU ©

i}

—
T wa
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the next router, the MTU of ; f.

8ay

a destination host receives a series of datag

fragme'“t the data in the ‘IP datagrap, ]
p datagrams, encapsulate each of il

to as a fragment. Fragments need ¢} -

3

bytes. This implies that the 3,980 data bytes in the original
datagram must be allocated to three separate fragments (each of

- which is also an IP datagram). Suppose that the original datagram

is stamped with an identification number of 777. The
characteristics of 3 fragments are shown in the table 2.8.

-, Fragmentation:
~**>- In: one large datagram (4,000 bytes)
. Out: 3 smaller datagrams

1,500 bytes
ey N S

* . In:3smaller datagrams Y Y A g
. Out: one large datagram (4,000 bytes) <" /-,

Figure 2.7 IP fragmentation and reassembly

Foguesl — Bytes D : Offs2t

[
gt 1480byksin Heniiaion = 777 offet = O (mecning fhe dek =1 (e
s do fild of : Mhmm;wm' Ennmh;m
the IP doiogyam ot byle 0)
Ind fogent 1,480 bys ieificion = 777 offel = 185 (nemingbodch i = 1 (meeming
: ddon : sk b e boming t bke e )
3 bogrent mmw eaizion =777 l&‘ﬁ'“ﬁ%’éﬁ”’
. =M - disd= = 0 fpeoning
(= 3980-1,480-1480) "3 s be isertedbegiing of by ?uumh

ddoh _ 2,960, Kote bt 370 -8 = 2960)

Figure 2.8 Fragmentation of datagram

The values in the above table reflect the requirement that
the amount of original payload data in all but the last fragment be

f amultiple of 8 bytes, and that the offset value be specified in units

of 8-byte chunks.

T
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 payload of the datagram js Pasg,
or the [P 1ayer has fully recong Cttu
more of the fragments does not arrj &

e
lete datagram is discarded 5, q nat
0

Atthe dES”“a s

the transport Iayf on
the lP damgram
the destination,

gport laye
passed to the transp h atif TCP is being used at the t"aHSpom ol
But we lltlnﬂwc;ver this loss by having the Souré
ill TE 2
o :fnljt tvl:e data in the or:gmal datagra
retran
: R[TD [fragflog [of fsef :I
=4000|=x | =0 =0
__.EJ(GH'-E'! datas ram becomes
! me smm! s:‘ﬂ"ﬂ‘gdatagpm -
O MTU = 1500 bytes ength|1D [fragflag [of fsef]
Ca 11500 |=x | =1 ==
1480 bytes in TTiD Froafioa loffeer
datafield / : h:?t o Mo =185 _j
offset = - —
1 |ID [fragflag |of fset
- 1480/8 I:II'!Q““I'O 5 N__?O“B fre j

Figure 2.9 IP fragmentation and reassembly

Regarding the lengths of the packet: The original Pack
contains 4000 Bytes. This packet is a fully IP packet and henx
contains the IP header as well. Thus, the payload length is actualy -

4000 - (IP Header Length i.e,, 20).
ActualPayloadLength 4000-20= 3980

Now the packet is fragmented owing to the fact that the.
length is greater than the MTU (1500 Bytes).

Thus the 1st packet contains 1500 Bytes which includes IP_

header + Payload Fraction.

1500 =20 (IP header) + 1480 (Data Payload)
Similarly, for the other packet. -

The third packet shall contain remaining left-over &
(3980 - 1480 -1480) = 1029

Thus, len
(payload) = 1040

__H__
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Problems with Fragmentation

2.5.1 Comparisons

It complicates routers and end systems, which need to be

designed to accommodate datagram fragmentation and
reassembly.

Fragmentation can be used to create lethal DoS attacks,
whereby the attacker sends a series of bizarre and
unexpected fragments.

between
between IPv6 and IPv4

fragmentation process

8th of the packet is 20 (IP Header) * 102_

1.

Fields for handling fragmentation are not in the basic IPv6
header but put into an extension header if fragmentation is
required. this makes IPv6 fragmentation lean because this
fragmentation extension header is only inserted if the pack -
et if fragmentation needs to be done. In IPv4 flags field
handle fragmentatlon e.g,, O=reserved, 1=do not fragment,
2= more fragment

IPv6 routers do not fragment anymore. Fragmentation has

to be done by source host. He will evaluate the packet size
be using path MTU dlscovery

I Wbﬁ- A
™ - ™ 1
[t T I — |
I 1500 by [ '
Nipies 1,480 byis

Istiogmeat | heodee f| dm |
- T [

Zodfrogment| beodes | dn

Figure 2.10 Fragmentation in IPV4

_—/.
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Original p,
l.englh =4
Payload Lengy, -

S96g

P8 Hoat
(40 bytes)

-
19l by N \ rl
B i - e Fr. L
Length=1493
] P Data Payload Lengih «
i) - Data Length = 144356
[1] '
G :
oniication # 2439898 s-m_ﬂagmm
= Payioad o™
, gth = 14 |
Hoader | Hoade'
‘ Data Length = 145"
e Ofissl = :
1 ;
W;.:M ; Third (final) £
L
; Length = 1112
Tt Payload Le
Haader ngth =
o brea) Data Length = 1;&72 i
Offsot = 362 . ii
=0 - 0
rtfcagon = 2439498 -

. Figure2.11 Fragmentation in IPV6

2.6- Internet RFCS: USSR vl . :
_ RFC (Request for Comment) are a collection of docume
which describe various actual and suggested practices relevant b
the Internet. An RFC is a type of publication from the Intem
Engineering Task Force (IETF) and the_ Internet Society (ISOC), th
principal technical development and standards-setting bodies fi
the Internet. An RFC is authored by engineers and comput

" scientists in the form of a memorandum describing method
behaviors, research, or innovations applicable to the working
the Internet and Internet-connected systems. It is submit iv.
either for peer review or simply to convey new concept
information, or (occasionally) engineering humor.

2.6.1 RFC Status

'Nc':ot all RFCs are standards. Each RFC is assigned’
description with regard to status within the Inter®
standardization process. This status is one of the follow

Informational, Experi o
» LXperimental, Best ice, Stands
Track, or Historic, Current Practll

iii.

Each RFC is static; if the document is changed, it is

T submitted again and assigned a new RFC number.

Standards Track )

m Standards-track documents are further divided into
Proposed Standard, Draft Standard, and Internet
Standarc! documents, .

» Only the IETF, represented by the Internet Engineering
Steering Group (IESG), can approve standards-track
RFCs.

m If an RFC becomes an Internet Standard (STD), it is

" assigned an STD number but retains its RFC number.

_ The definitive list of Internets

Informational .

An informational RFC can be nearly anything from April 1
jokes to widely recognized essential RFCs like Domain
Name System Structure and Delegation (RFC 1591). Some
informational RFCs formed the FYI sub -series.

Experimental

An experimental RFC can be ‘an IETF document or an
individual submission to the 'RFC Editor'. A draft is
designated experimental if it is unclear the proposal will
work as intended or unclear if the proposal will be widely
adopted. An experimental RFC may be promoted to
standards track if it becomes popular and works well.

_Best Current Practice

The Best Current Practice subseries collects administrative
documents and other texts which are considered as official
rules and not only informational, but which do not affect
over the wire data. The border between standards tracks
and BCP is often unclear. If a document only affects the
Internet Standards Process, like BCP 9, [16] or IETF
administration, it is clearly a BCP. If it only defines rules and
regulations for Internet’ Assigned Numbers Authority
(IANA) registries it is less clear; most of these documents
are BCPs, but some are on the standards track.

‘/.

.X—
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s also cOVErS technical F?CQmm‘endatiDns
~ The BCP series " Internet standade, for instanc, k
pow to Pract  use source filtering to make pog at't t
recommfzndﬂlt REC 2827: "Networ.k Ingress Filte:.“"
-dlfT:nfal of Service Attacks which employ 1p Sm::i
s

Historic ' that the technology deﬁned-hy the

.. RFCis one : 3
fqh'lsmlr;:er recommended for use, which differg an{
i;;::ﬂﬂggﬂ header in a replacement RFC. For examp), Ry

; : leted by various newer RFC
82%1' IESI]_“Itsen]‘ is still “current technology”, so it ig no
?}I;Jiistoric" status. [17] On the other hand, since BGp ve

4 has entirely SUperse
describing those earlier VErs

. designated historiC. . .

ISig,

vi. . Unknown - = _ ?
Status unknown is used for some very old RFCs, where it

* unclear which status the document would get if it we,

published today. Some of these RFCs would not &
published at all today; an _early RFC was often just that:;
simple. request for comments, not intended to specify:

~ protocol, administrative- procedure, or anything else fu
which the RFC series is used today.

2.6.2 RFC Streams
There are four streams of RFCs: IETF, IRTF, IAB, ax

independent submission. Only the IETF creates BCPs (B

Current Practice] and RFCs on the standards trar:kfql
independent submission is checked by the IESG for conflicts vit

ETF work; the quality is assessed by an independent submissi®"

editorial board. In other words, IRTF.and. independent RFCS at
supposed to contain relevant info or experiments for the _mtemel

atlarge not in conflict with [ETF work. '
L]

(
Open standards organization, which develops and prom

144] INSIGHTS ON INTERNET AND I.NTRANET

Ui

ded earlif:r BGP versions, the RR, -
jons (e.g., RFC 1267) haye bee

{ETF: The Internet Engineering Task Force (IETF) 5%

voluntary Internet standards, in particular the standards
that comprise the Internet protocol suite (TCP/IP). It has no
formal membership or membership requirements. All
participants and managers are volunteers, though their
work is usually funded by their employers or sponsors.
Standards are expressed in the form of Requests for
Comments (RFCs).

IRTF: The Internet Research Task Force (IRTF) focuses on
longer term research issues related to the Internet. The
IRTF- is comprises number of focused and long-term
Research Groups. These groups work on topics related to
Internet  protocols,  applications, architecture and
technology. Research Groups have the stable long-term

~ membership needed to promote the development of

research collaboration and teamwork in exploring research
issues. '

IAB: The Interactive Advertising Bureau (IAB) is an
advertising business organization that develops industry
standards, conducts research, and provides legal support
for the online advertising industry. The mission of the IAB
Certification program is to” ensure that digital advertising
professionals are prepared to meet the challenges of a
constantly evolving interactive media marketplace. The

. Interactive Advertising Bureau (IAB) empowers the media

and marketing industries to thrive in the digital economy

Independent Submission: The independent submission
stream allows RFC publication for some documents that are

~ outside the official IETF/IAB/IRTF process but are relevant
_ to the Internet community and achieve reasonable levels of

technical and editorial quality.
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w— i x
" Internet Protocol (P) s the principa o)

communications protocol) of digital message formats ang ¢
for exchanging messages between computers across j g, :
network or a series of interconnected networks, using the Int ni'
Protocol Suite (often referred to as TCP/IP). MeSSages :

" exchanged as datagrams, also known as dat-a packets o 3
packets. The main purpose -and task qf IP is the deliy,
datagrams from the source host (source computer) Wy
destination host (receiving computer) based on their address,
To achieve this, IP includes- methods and structures for putty

tags (address information, which is part of metadata) y; b

datagrams. The process of putting these tags on datagrams;
called encapsulation. ' |

3.2 . ComponentsofMailSystem -~ =~ -
The components of a mail system are described below:

e  Mail User Agent (MUA): It is an application (e.g., Outh¢
Express, Thunderbird) that runs on a user's computer. M

* user agents are used to compose and send messages, as W

as to display and manage messages in a user's mailbox.

®  Mail Transfer agents (MTA): They are used to pass en?
between different mail servers. When a mail user "
passes a message to a mail transfer agent, the latter p&*
the message to another transfer agent (or possibly ™
other transfer agents). Tran.gfer-_ agents are responsib‘e i
properly routing messages to the destination.

. Ma.il delivery agent: |t accepts mail from MTA and oel®
mail to mailbox or other MTA. '
° M

prepares and delivers to MTA.

1461 INSIGHTS ON INTERNET AND INTRANET

T—————

Mail AcFess Agent: It authenticates MUA. It reads email
from mailbox and makes it available to MUA.

Mail Transfer Agent (TA) (VOA)
POP/ IMAP

e

e
Mail User Agent (HUA)

Figure 3.1 Componeg:rs of Mail System

 Standard protocols: SMTP, E-mail Message (RFC22),
- PGP, POP,IMAP,HTTP,FTP. = . |

3.3.1. SMTP

SMTP is an application layer protocol. Using a process
called “store and forward”, SMTP moves our email on and across
the networks.

The client who wants to send mail opens a TCP connection
to the SMTP server and sends the mail across the connection. The

* SMTP server is always on listening mode. As soon as it listens for a

TCP connection from any client, the SMTP process initiates a
connection on that port (25). After successfully establishing a
connection, the client process sends the mail instantly and the
server acknowledges it. '

SMTP is a formal protocol that defines the message transfer
agent (MTA) client and the server in the Internet. When the
message arrives at the destination server, it then uses POP or
IMAP to download the mail.

Hence, SMTPisa message transfer agent and POP and IMAP
are message access agent. -

PROTOCOLS AND CLIENT/SERVER APPLICATIONS [47]
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‘ POP3
Receiver's IMap
: SMTP gonder’s Mail Server
pail Server : &

. N REBﬁiver
sender > et for sending and receiving message _
Figure 7. : '(MDA): They are used ¢,

o Agents
Mail Delivery AB® ailbox. When the message al'rive:q

, rsm

into a local usé y _
mefisagt:;ation the final transfer agent gIves the message ,
its des d ; ;

propriate delivery agent and the latter delivers the mesgyy, b
ap el _ . _ ‘

the user's mailbox. .
~ SMTP protocol is of two types.
o EndtoEnd Method :
o Storeand Forward Melthod
End to End method is used to communicate g
“different organizations whereas the store and fos‘rward methog jg

used within the organization.

3.3.2 POP (Post Office Protocol)

The POP (Post Office Protocol) protocol provides a simp,
standardized way for users to access mailboxes and download

messages to their computers. When using the' POP protocol, al

_your e-mail messages will be downloaded from the mail serverto

your local computer, _
Its design assumes that the email client downloads all the

available email from the server, deletes them from the server and,

disconnects. POP3 normally uses port 110.

POP3 is a client/server protocol in which email is received
and held for us by our internet server. Periodically, we check o
mailbox on the server and download any mail. It deletes all the
mail on the server as soon a5 the user has downloaded "
However, some implementation allows users or an administra®
to specify that mail be sayeq for some period of time.

1481 INSIGHTS O e
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POP was designed for, and works best in, the situation

' where you use only a single desktop computer. If we choose to .

work with our POP mail on more than one machine, we may have
trouble with email messages getting downloaded on one machine
that we need to work with on another machine; for example, we
may need a message at work that was downloaded to our machine
at home. ' Z

" POP Workflow:
. Connect to server
. ]{etrieve all mail
e  Store locally as new mail
e Delete mail from server
"« Disconnect

3.3.3 IMAP (Internet Message Access Protocol)

IMAP is a protocol for retrieving email messages. The IMAP
protocol is designed to let the user to keep their email on the
server until and unless the user explicitly removes it. IMAP
requires more disk space on the server and more CPU resources
than POP as all the emails are saved on the servers.

IMAP uses the port number 143.

IMAP Services ,

. IMAPIis designed for the situation where you need to work
with your email from multiple computers. It supports
multiple logins.

. ‘We can create subfolders on the mail server to organize the

mail we want to keep.
. Messages are displayed on your local computer but are kept
' and stored on the mail server -you can work with all your
mail, old and new, from any computer connected to the
internet, '
. It allows facilities like read mail, flag mail for urgency and
~ save draft messages on server.
. Access to messages without having to download from the
_ servers or transfer messages from one to another computer.
* . Supports for online, offline and disconnected access modes.
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i P workflow! .

IMA Connectt0 server . content and cache it locally, " 3.3.4 Email Message (RFC22)

) Fetch user request summaries, or -content Of ex llc}m Two important email representation standards exist:

: ail, “?lzssag ) i _ Y * RFC (Request for Comments) 2822 Mail Message Format
selected gl:ea; . dits, €& marking email as reaq, deletin[ ° Multt-purpose lnternet Ma1] Extensions (MIME)

" process U v P - o Ry
email etc-. ) S Meanlng L

., = Disconnect sl IMAP To: Email address /es of primary recipient/s

' ansu n between PO. = Cc: Email address/es of secondary recipient/s

. L2 b %k Bec: Email address/es for Blind Carbon Copies -
" To read the mail, it has|The mail Coﬂtent ca l& From:  |Person or People who creates the message
Basics to be dﬂwmoaded first. ﬁ};‘::::f O(i g artially befy o Sender: Email address of the actual sender
. : -——-"""__F—__,Hze Can organize 4 Received: |Line added by each transfer agent along the route

pe—er = 't orga : ——
; er can Z

Organize S::Isufn the mailbox of Return F“ath Can be used to identify a path back to the sender

mail server. ' . RFC 2822 Mail Message Format:
ey . o nly one folder, Mail stays on the g It takes its name from the IETF standards document RFC
Folders It has only 1t . _
R index folder in mail|in multiple folders a 2822

can crea : R S
server and we can‘tjwe fold te, deletey, In RFC, a mail message is represented as a text file and
create, delete or rename|rename folders. :

i consists of
: folder. - .
f Content A user can't search the|A user can search t =/ adiknklige
‘ . content of mail prior|content of mail f+ = - andabody
| ' downloading. specific  string ¢ = Header lines each have the form:
|1 ‘ ' character befm. Keyword: mformation '
downloading. where the set of keywords is def‘ ned to mclude from: To:
Limited User cant access his|The user can pal‘i‘ialt Subject: Cc:
; Bandwidth = [multimedia email if it{download the mail .
! . has limited bandwidth. _|bandwidth is limited | 3:3:5. :"?P % r_e“l" Sood B ""“’3 T —
_ an cred . Itis.a popular program used to encrypt and decrypt email
| Mades , POP has only 2 modes,(The user ¢ renar  over the Internet, as well as authenticate messages with digital
keep mode or delete|delete or IEM . ,
[« modes for msg, - mailboxes on M signatures and encrypted stored files. It is a complete email
| i . '

security package that provides privacy, authentication, digital

" server. . :
’ —— . signatures and compressions.

Multiple login Reading  email from|Provide m'ultiple lof

PGP encryption uses the serial combination of hashing, data

multiple computer |facility.
reslts msg scattoring B compressm;a symmetric key cryptography and finally public key
Port Number |[110 143 g FpRogmphy
oL SN
n A _ .
- PROTOCOLS AND CLIENT/SERVER APPLICATIONS 151]

'I50] INSIGHTS ON INTERNET AND INTRANET

Scanned with CamScanner



w0 ‘block cipher ca]le
ata bY I.IS'ng":hm] s d [DEJ\ ¢ Alice Bob

PGP encP™ ° vion Algorith™ ' =

. tion Ke ublic that is known only to that ugq,. v ' 14,’,:“\_,_ : ' L occern [
d Enctrjvol:l ey (Private K‘”ﬂ to someone else using thejr puh“,"i L2 ‘”"ﬂ = i _

cryp sen B e e - ,
E;Crypt “ messageef‘?; it, they decryptIt usmg thelr I.ll'Wate keY‘ | ) S ’Tﬂmr : '—@
key. When theY rec.n wvo; public-Key Versions = ‘f‘“’eSt-Shamir.i N ] s
PGP come® e Hellman. The RSA A oor g . 2

_Adleman (RSA) En]icense fee to RSA, u:Ses.th.e IDE algﬂnthm tnr . n:c1¢—~_| i
PGP m must payl?e for the entire m message and RSA to encryy | 1
generate short key piffie. -Hellman  version uses  the 3 L
the short key. Tll:ert ey to encrypt the message and the Digy, by o8
algorithm for the 10 t the short key. - |
Hellman algorithm to encryP |

= s i PG P uses an effici i
' ing digital signatures, ris £ USE: ent
e se;:;itesgl a hash (a mathematical summary) frg,, | - -

. :}1180:::;151 trﬂ:::le and other signature information. This hash cog,
e

i 's private key. The receiver yg
i ted with the sender’s private :
l;{teh sir;:::rsy gui)lic key to decrypt the hash code. If it matches the

hash code sent as the digital signature for the message, the|

receiver is-sure that the message has arrived securely from the
stated sender. :
' The operation of PGP consists of 5 services.
« Authentication :
* Confidentiality
Comp}ression ' =8
Email Security and Compatibility -
Segmentation _ L .' :

o
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Figure 33 Transmission and Reception of PGP messages

- 3.3.6 FTP (File Transfer Protocol)
;‘ File Transfer Protocol (FTP) is the commonly used
:1 protocol for exchanging files (sending and receiving or
- downloading) over the Internet. FTP uses the Internet's TCP/IP

protocols to enable data transfer. FTP uses a client-server

architecture, often secured with SSL/TLS.

- machine, which is connected via the interr_let to the remote host
which is the second machine running the FTP software.

FTP provides mechanism for authe‘ntir:ating users for the

~access control, setting file transmission parameters, identifying
the files to be transferred and some file and directory
maintenance functions. There are three relatively independent
features to the FTP: access control, filename and file translation,

. Access control: hosts normally use for access control on
files, login by username and password.

~ Filename: native. filenames or universal filenames. FTP
uses native filename.

‘File translation: two types of file format: local types or
universal file format.
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; S
ission mOde.

Transn" User i )
de :
Stream mo ode. ; 3 Flie Transer Protocol
. ltisthe default md 45 continuous stream of bytes to T P
; itte i i
.  Fileis transmltt' for chopping data Into segmen, § aarinia
Tcp is responsible ' '
) 0 riate size. ; Conirol Plosucirah * Control
approp v a stream of bytes (file structure), ng endg bocind il pocess
o a4 . b
. [f data is simp y i is case is the ClDSlng of the d _— - TCPnp I ' Disk
file is needed. EOF “:ith | ahg T i ¢ —L o
connection by the sender: d : cmaghon —
s divided into records (record structure), g Client Server
« Ifdatal L-byte EOR (End-of-Record) character and g, . o
record has a - d-of-file) characte ) Figure 3.4 FTP Operation
file has a I-byte EOF (End-of- ko ; 3
end of the i =¥ | 1.  Control Connection:
Block mode ' : . : Control Connection is used for sending control information
. Datais delivered from FTP to TCP in blocks. ; like user id, passwords, command to retrieve and store files.
.  Eachblockis preceded by 3 bytes header. ? - 1. It is used to transfer' control signals (commands and
The first byte is called the block descriptor. 1 responses) between the client and server.
= : P i ion i 1 process of client
i e defines the size of the blocki 2. This connection is used by the contro p
2 The second ang Yilrd byt_ ' ) | and server. The control process is called Protocol
bytes. !l Interpreter (PI).
Compressed mode o 3. The TCP connection for control signal uses well-known
+  Data is usually compressed if the file to be. transmitted A FTP server port 21. |
" very big. _ ‘ 4. The two control processes (client & server) or PI
. The compression method normally used in Run-leﬂEd;I - communicates using NVT syntax,
encoding, . 13 _ 5. The Pls are responsible for translating the local code or
*  Inatextfile, usually spaces (blanks) are removed. 3);:::7( (e.g. DOS or UNIX) into NVT syntax and vice-
*  Inabinary file, null characters are compressed. 7 S R

FTP Operation

connection, control_ gj

exchanged and the |
transfer, Th

data conn

54] INSIGHTS ON INTERNET AND INTRAN ET

I -

Two TCP connections are used for file transfer. O s

gnals (commands and responses)

ther connection is used for a‘—'tu?l !

€s€ two connections are called control connectio® d

: ectlop Tespectively. It ysed port 21 for con
N and port 20 foy data connection,

b

Data Connection is used for sending the actual files.
1. Data connection is used for actual data transfer.

2. This connection is established between the Data
Transfer Process (DTP) of client and server.

3. The server port used for data connection is Port 20.

4. The data connection is opened and then closed for each
file transferred. It opens each time when commands that

PROTOCOLS AND CLIENT/SERVER APPLICATIONS I155]
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files are used, and it closeg Whep

involve transferrine : S o
is transferrec: ient must define ;
ﬁle- the file transfer, the dltructl.ll"e of d Hie t-Vpﬁq‘
Lo pe transferred the s ' At ang
file to !
transmission mode. .
Typesof TP e Transfer Protocol): It is a protoco) r
. B (Ftlein website creation that allows YOU 1o trapgf
freq'l‘;?r Py enables one to transfer information frop, thy
ata. . ;
Somputer to their web hosting account.

Thick/Fat Client: A fat client or rich client or thick client, is
a client that performs the bulk of any data processing
operations itself, and does not necessarily rely on the
server. : ' _

Hybrid: A hybrid client is a combination of thin client and
fat client. E.g. video game '

A Multi-Tier Architecture is a software architecture in

which different software components, organized in tiers (layers),
o provide dedicated ﬁmct:ionality. )

N-Tiered Client/Server Architecture is a client-server

I
DIt 5 ) : :
FTPS (File Transfer Protocol Secure): It is a more S8 architecture concept in  software engineering where the

2. form of FTP and is also known as FTP-SSL. In short, F]"Psi prese

basic FTP with some security added to the data trang- logic
enterprise level client-server applications by providing solutions

These added security protocols, such as TLS (Trans

rity) and SSL (Secure Sockets Layer), g to
Layer Security) maintainability. It helps developers to create flexible and reusable

| applications.

cryptographic and provide encryption of data to proteg
 your information as it moves from point A to point B.

3. . FTPES: FTPES is just another form of FTPS, only tL; Advantages of n-tier architecture includes:

difference is that it connects to your web' hosting accuuni =
explicitly,' rather than FTPS’s implicit connection. FTPESk
known to be the safest FTP connection, and that’s exadj
~ what Smart File has. For example, FTPES is what is
when making online purchases at ‘secure’ websites.

34 N-Tiered Client/Server Architecture. .

ntation, processing and data management functions are both

ally and physically separated. It is suitable to support

scalability, security, fault tolerance, reusability, and

Scalable - Scale separate tiers without touching other tiers
Individual management - Prévents cascade effects;
isolates maintenance . s

Flexible - Expands in any way according to requirements
Secure - Each tier can be secured éeparately and in
different ways '

1 Compafison between thin and thick clients

Client/server architecture is a producer-cons P

_ThinClients .. | = ThickClients

computing architecture where the server acts as the producef i
the _(.‘llE.I'lt a5 a consumer. The server produces services
applications access, storage, file sharing, printer access an
direct access to the Server’s raw computing power.
Clients are classified jnt, three types: . @4 :
*  Thin Client: T, . - if the %
n clients ces of <
computer. 4 use the resour procet; :

e stle
a0 application server, which perfor” ML

Easy to deploy as they|e

require no extra or| moreworkforIT to deploy
~ Specialized softwarele Data verified by client not
installation server (immediate validation)

.server after data capture

-More expensive to deploy and

Needs to validate with thele Robust technology provides

better uptime
Only  needs intermittent
communication with server

If the server goes down,|e
data collection is halted as

bulk of any Tequired daty Processing. A device using

application (e,g, Office Wep

TRANET

| , Apps) is a thin cliiri/'“-— .

—
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T Tﬁjnfﬁlie:étsion;t'ént More EXpEnSive to dep Ya
the client need> = the] moreworkforIT to depluy Iy

3.4.2 3-Tier Client Server Architecture

TIER

ication W! . THREE-TIER ARCHITECTURE
commun o Require more resoure e bt __ _ ’ .
server pe interfaced with| less servers _— wesron | ol
e TIER TI
Cannot il (inplantsle Can store local fig b ‘
Othe;;]ory settings for|  applications PR,
orample] e Reduced server demangg I—_.-_—"—_._—"—_._—I _
ex 3 . r
+ Clients run onlyand exactly|y [ncreased security issyeg _ e AppBcaion Bervir ik $ivar
as specified by the server :
e More downtime ol ; _ Figure 3.6 Three-tiered architecture
aqr x a +
e Portability in ke . A diagrammatic representation of a 3-tier system' depicts
- applications are }l:s i " . here- presentation, application, and database layers.
server so any wor . : !
can access Presentation
¢ Opportunity to use older, | .
outdated PCs as clients | s |
o Reduced security threat Application
Thick Client F Y
I : . y
s < Progam Database
Response
Figure 3.7 Three-Tiered Architecture Diagram
Thin Client 1. Presentation Layer:
3 Interaction ~ The presentation tier is the front-end layer in the 3-tier
e system and consists of the user interface, It processes user
R _‘_‘—"Respmse : inputs, sends request to users and shows the result of these
: requests to the user. A common client is made up of a
Figure 3.5 Thick and Thin Client ! number of dynamic HTML pages that one can access with a
: e oo ofurt
- Th‘e Most common occurrence of a multi-tier archltec;un web browser. . .
- e-t:er_ System consisting of 5 data management tier ["ca' 2.  Business layer/ Application Layer:
o mpass'mg one or severa| database servers), an appli®®” - The application tier contains the functional business logic
(business  1ogie)

o nrer ; , e .0
i and i er (n*7 which drives an application’s core capabilities. It's often
functionality), a presentation ti |

written in Java, .NET, C#, Python, C++, etc. It is the actual
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¢ performs all functionality SPecig

s ]‘I, . Whenever it needs data Of':tl

the web appllCﬁ cts the database server. aﬂ'
jmportanceé it con® A : |
' Layer: : : ¢
3,  Databasé ':r comprises of the database/data Stor,
The data dtilata access 1ayer- Exam;?les of SU(.:I'.I SYstems .
SYStEmL an0ratcle PostgreSQLy MLCFOSOB]: SQL Sery,
MySQ ' accessed by the application lay,, -
Data is-acc s yery,
MU“gODB' etc. - . : .
APlcalls. s :
L engse of N-Tiered Architecture are as follows:
The cha

1. Communication am}-distribm_;idn.are_h_andled by third pan.
: middleware like CORBA, EJB, etc. e

‘Software becomes heter_ogenec_:_:us and para]lel,

Itis necessary.to learn a lot of new techno]ogieS,
The aesign of truly reusable objects is difﬁcult
Load balancing is difficult.

General distributed object protocols are slow.

S R R

_ Universal Internet Browsing

used to access Internet and view.web pages in the computer. T
main purpose of Internet browser is to translate or render mf
code that the websites are designed in into the text, graphics &
other features of the web pages.

3.5.1 Working of Browser : __
1 You type a website's URL into your browser's address /¥
http://www.egnitenotes.com"” is an example of a URL

2, The bl"ﬂwser ]UC « ahf‘
ates and re e's informa™,
Queststhat pages. _ | ® Networking: The fraction of the code written in the

froma web server,
* E:rzg;:i;ﬁ;lfccfﬁves afileina computer code like HT.M
the informatiop ¢
The browser
youto read ang
few secongs,

; y
: It
ncludes instructions about how t0 isp™

n that page, : et
t.erPTEtS that file and displays the ]?35:15[;
interact with, And it does all of this in1™

ually,
/.

160] INSIGHTs o
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3.5.2 Components of browser

Figure 3.8 C'ampér:em‘s ofa _br-awser

° Rendering Engine: Rendering, that is display of the

- requested contents on the browser screen. By default, the
rendering engine. can display HTML and XML documents
and images. It can display other types of data via plug-ins or
extension; for example, displaying PDF- documents using a

~ PDF viewer plug-in.

; ] o The user interface: It is the space where 'interz_l'ction
Internet browser or web browser is the program thati -

_between users and the browser occurs. This includes the
address bar, back/forward button, bookmarking menu, etc.
Every part of the browser displays except: the window
where you see the requested page.

‘e The browser engine: It is the piece of code that

- communicates the inputs of user interface with the
rendering “engine. It is responsible for querying and
-manipulating the rendering engine according to the inputs
from various user interfaces.

browser, responsible to send various network calls. For
example, sending the http requests to the server.

@ UI backend: used for drawing basic widgets like combo

boxes and windows. This backend exposes a generic
interface that is not platform specific.
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¢ rpl;eter: It is the COMPONENt of the
e

iptin : ipt code pres W :
o wr‘;:::: i interpret the java SCTIP ko Ingy ! determined path the packet will follow. The paths, which are
_ ) called label-switched paths (LSPs), allow service. providers to
page- o, This is 3 persistence layer. Jt is decide ahead of time what will be the best way for certain types of
, Data storag t'e on the local drive of the computey,, traffic to flow within a private or public network. :
database cl‘B?:s installed. This database stores variousf?' MPLS also supports traffic separation and the creation of
the browser 15 1 . % virtual private networks (VPNs), virtual private LAN services

; ies, etC. .
like cache, ch_Jk“’ (VPLS) and virtual leased lines (VLLs).

—re— ] A e

5% Maliiprotocel SUpPOrt

support means _existence m
d while providing a service. ;

' Multiprotocol
" protocols to be followe
Multi-Protocol Label switching (MPLS) . :

Multiprotocol Label switching (MPLS) is a protocol-agny,

routing technique designed to speed up and shape traffic flow
d service provider networks,

across enterprise-wide area an

mg Home - [:Eu.

Figure 3.10 MPLS Support -

MPLS Operation

: MPLS works by prefixing packets with the MPLS header,
=3 | containing one or more labels. :
e Each label consists of four fields:

1. 20-bit label value* :

2. 3-bit Traffic class field for QoS, Priority and ECN.

3. 1 bit bottom of stack flag (When set, represents current
label is last entry in the stack) ~ ° :

4. 8-bit TTL field.

: MPLS router is required that helps MPLS labeled pai:kets to
be switched after a label lookup. '

Figure 3.9 MPLS Network - 1.  Path Setup

i dEa::h Packet gets labeled on entry into the Se]ﬂ; e Labeled switched path is established before routing and
routin erSS_network by the ingress router. All the subsequ”;_ delivery of packets.
kibels E th“"tfhes perform packet forwarding based only on* QoS parameters are established along the path.

€Y neve
Touter remoyeg t]: I0|0k 2 far as the IP header. Finally, ° o
€ label(s) and forwards the original 1P
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the domain through

SR].
uter assigns packet. t, F

Ro -
. Label Switching (FEC) and then Label SWltch \ -
Pyt

Equivalence Class'

(LSP] acket and then it j is
o Labelis appended to the p i ¢

Within the domain, the Label Switching Routey 1 o

1¢keg remove the incoming label, attach the Outyy;
:J;Jel and then forwarded to next label switching r, te.ﬁ
The final LSR within the domain strips the labe] o
theIPand forwards the packet.

Beneﬁts of MPLS : 5 :
The benefits of MPLS are described below:

Sca!ablllty' MPLS allows for adding new -

at your primary site. .
e  Improved up-time - By providing alternatwe netwon
paths
*  Improved bandwidth utlhzatmn - By . allowing ftr
multiple traffic types to traverse the network

*  Reduced network congestion - By utilizing optmnal paﬂl:
for traffic to avoid congestmn ' L

*  Improved end-user experience - By allowing muli
Classes of Service to different types of traffic such as VOP |

Quality of Services (Qos): QoS is a way to prioritize t
MPLS can prioritize voice, so the calls result in a it
crisper, cleaner quality, - |
Protoco] mdependent
protocol independent forw,
number of hops the Package

forwarding: MPLS suppﬁg
rwarding, Thus, MPLS reduces”
travels. !

|64 -
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connections without the requ1rements of adding hardwan ,

e
dge lah Drawbacks of MPLS

The ma]or drawbacks of MPLS are described below:

Securlty An MPLS network does not offer any mherent
data protection, and improper implementation can open up
your network to vulnerabilities.

If you are using static routing on your network, your ‘-
‘provider will be responsible for the routing of data within

their MPLS cloud. While using dynamic routing will work in
most cases, you need to keep in mind that you and your
provider will have to work together in routing MPLS traffic.
If you want total control of your network, MPLS may not be
for you..

PROTOCOLS AND CLIENT/SERVER APPLICATIONS |65]

Scanned with CamScanner



M

4.1.1 HTTP Transfer Protocol (HTTp)

Hypertext o
The HYP protocol for distributed, Cc'“aboraﬁh-

rmedia information systems- I'!TTP ha§ been in uge by
:VYP‘id wide Web global information. It is set of ryje
oria- a5 L '
egulations that determine how data is transmitted over Intery
:t insfers data in the form of plain text, hypertext, audio, Vidy
and so on. : - ) |
HTTP is a stateless protocol i.e. server maintaing "
information about past client requests.

Ll
application-]evd

a

History: |
o ~ HTTP/09, was a simple protocol for raw data transk
across the Internet.

e  HTTP/10, as defined by RFC 1945, improved the protod
by allowing messages to be in the format of MIMEli
messages, containing meta information about the da

transferred and modifiers on the  request/respor
semantics, :

"HTTP/L1". This protocol includes more string®
requirements than HTTP/1.0 in order to ensure el
implementation of its features. Messages are passed ini
format similar tg that used by Internet mail as deﬁnedﬁ
the Multipurpose Internet Mail Extensions (MIME).

.

~.| HTTP connection

1.HTTP client Initlates TCP cannection 1o

3.HTTP client sends HTTP request message

6. HTTP cllent recelves response message

HTTP Client HTTP Server:

_| 2. HTP Server at host heoe.adu.np walting

/ for TCP connection at port 80, accepts

connection and notifying client

HTTP Server st hcoa.adu.np

(contalning URL) Inte TCP connection

A HTTP server receives request message,
socket - &q gt

forms response message containing
d object galiery/9 sends
Into socket

5. HTTP server closes TCP connection

/

Figure 4.1 HTTP Connection
| How HTTP Works?

L Client initiates TCP connection (creates socket) to server,
typically port80 - -

e Serveraccepts TCP connection from client

° HTTP rﬁessages (Application layer protocol message)
exchanged between browser (HTTP client) and Web Server
(HTTP Server) '

® TCP Connection Closed

HTTP header

Header appears in request and response to provide more

information about the request or response. The types of header
are:

* General Header

* Request Header

* Response Header

* Entity Header (optional)

General Headers

® Can be present in request or response
= Cache-Control: control resource caching
* Connection: specify connection options
= Date: time of request/response

166] INsIGHT '
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.. indicate messafe |
ding: indica . as
E:ll ‘(:fchuncked" is only option) he*-’
e through which request or Tesp,

« Transfer
transform

« Via: shoW hosts
has passed

Request Header
o Meaningful only t
« Accept: client t€
acceptable (€8 text/html)
Host: specifies host and port number for UR,
If-Modified-Since: used  when peI‘fOrmjns

conditional GET
User-Agent: reports client software name a

Y

2 in requests. Important headers gy,

version.
3.  Response Header :
X Accept-RangeS: indicates server is capable i
] respond.i‘ng to range requests (e.g., byte range requests)
o Age: typically, the age of a cached object
¢ Location: used to indicate re-direction destination
* Server: indifies the server software that generated ti
response

* WWW-Authenticate: authentication challenge sentt
client with "401 Unauthorized" response.

4. Entity Header

* Carry meta information about the requested resource

" Content-Base: defines base URL for relative URLE
this document

Content-Encoding; indicates encoding of entity (4
gzip or compress) -

: E:::::::;::gth: len.gth of entity iﬁ bytes : m{il.

imﬁge/gifet{_.]e * Media type of entity -[e.g., text/
. l';‘:‘l?gl;':i;]%a)te/ﬁme at which entity expires (is B[i
k :‘:Sr:;l:ludi ed: whep entity modified on the ori

lIs server what media tYPeSa :
I

sp|.. URL" |sp [ vers er|if re?:::si
i cr| If
.
e header
. ines
: crif
cr|if

Figure 4.2 HTTP request message (general format)
Persistent and Non-Persistent Connection

Persistent Connection: HTTP persistent connection, also
called HTTP keep-alive, or HTTP connection reuse, is the idea
of using a single TCP connection to send and receive multiple

- HTTP requests/responses, as opposed to opening a new

connection for every single request/response pair. It does not
require connection setup again and again. Multiple objects can use
connection. ' - ;

In HTTP/l.O, the default action for the server was to close

- the connection when it had received a request from the Web client

and send a response. If the Web client wanted the server to keep

.the connection open, it had to send a Connection: Keep-Alive

header on the requeést.

For HTTP/1.1, persistent connections are the default, When

: a connection is made between a Web client and a server, the
. server should keep the connection open by default. . The
- connection should only be closed if the Web client requests

closure by sending a Connection: close header, or if the server's
timeout setting is reached, or if the server encounters an error.

Persistent connections improve network performance

- because a new connection does not have to be established for each

request. Establishing a new connection consumes significant
additional network resources compared to making a request using
an existing connection.
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l ¢ connectio” o~ :
Persisteﬂ 7CP connection | R Non-persistent connection
itite TO T"‘ | e It requires connection setup again and again for each object -
o pasefileor "I prr to send.
q'!f*:'h reference page B 1 Wll’hDut parallel connection
"fmuw \ 2. With parallel connection
Flidb:‘d‘ First object  RTT =
recei f initiate TCP \
. : . Ollgbj%. = connection 1
'ﬂ"‘““*-—ﬂ Second object ' o soiueet
/ . | Base file or
2 : : ' b " referencepage
Y ' ; : - File/base page 4g
; e . : received \
. 1ont and Pipelined/non-pipelined connectiong Ry /
Figure 4.3 Persistent a7 Ebaques'r =k
’ s > I 1.
1. Non-Pipelined o 2 ! gets \
2. Pipelined | ///;//
In Non-pipeline connection, we first establish connec; Object revd /%
which takes two RTT, then we send all the objects images/s /
files which takes 1 RTT each (TCP for each object is not requirsf . A

In Pipelined connection, 2RTT for connedi
establishment and then 1 RTT (assuming no window limit) for
the objects i.e., images/text.

Figure 4.4 Non-persistent and parallel connections
- Without parallel connection Non-Persistent
Each objection takes two RTT (assuming no window lumt]

Advantages of persistent connections - gy . one for TCP connection and other for HTTP image /text file.
1. Lower CPU and memory usage because there are a sm_ HTTP Request Methods _
number of connections. B * GET - retrieve a resource
: iil;:;se;{z;:f;:mg of requests and reSPOHi‘:OBS] | * HEAD - retrieve info about resource
4 Reducedltency S:gzstwn (fewer TCP con:endsmm - *_POST - submitan html form
5. Errors can be repormdequent requests (no 3f st / ~ * OPTIONS - request for setting from proxy or servers
TCP connection, without the penalty of ¢ . * PUT-create/modify resources
Disa dvantages of * DELETE - delete a resource
L Resources m];el]'f'm“t Connections . d ~+ .* TRACE - trace request in proxy chains
may not he av:rllai:{: f: 0:1:“1318(1 e when not 7% = oo - .
2. Most of the tieny bo ers. cirfot?  ® Itisused toretrieve information from the server using a
Internet Explorer yge erowsers liks. Cherome;.. : + URL
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the data except data retrieva|
. Ithasno effect © e contains status line, heage,

res »tmy  Comparison between GET and POST request methods
The server dy- -'
] ge body _ ;

a . CET 533 5 A A5 W DOSTINS 35, 0 1 b |
line and mesS  lBackb {oad | Harm|  Data wil be re-submitted (the !
o . | | -hmwsershwlda&utﬂ;el:_ﬂum
z HEAD to retrieve informatlon from the se L B | . tha data are about to be ri
. It is also llsed 3 i J ’ l._omkgd . .. Canbe bookmarked Cannot be Mmed
usinga URL se contains status line ang hes | .f“_?‘_’ff"_ oo PEANENENGE .. IO
r respon . ; - adﬁ | Restrictions on data length Yes, when sending data, the GET Na restrictions
. The serve ; : 4 | ] method adds the data to the URL;
- - o St
only. . ' : B . choraders) - , =i
POST it J ; | Restrichions on data bype Only ASCI characters allowed - Mo restrictions. Bmnary data is also
a It is used to send sOme data to the server, e AL :
- ncludes form data, fle upload and soon, | s Sl TP T
a The datainc : HEE l h i el 3 ; stored in browsar history or in web
The server response contains status line, header, emy | 5 g 1 oo ——
2 z . . | N O ___:ll'lfo‘_rma?unl A e g e AN
line and message hOdY- % S h 5 j\ﬁsﬂ:dt\r - Datais visible to everyone in the URL m%n@dw.n_ﬁfﬁﬂ__ )
o The message body contains the page VAL 'ty
redirected after the data update. , ' 4.1.2 Web Servers
4 PUT il : 5 It is also called Internet Server. A Web server is a system

» Itis used to request the server fo_ store the includef!_ that delivers Fontent or services to end users over the Internet. A
entity body at a location specified by the given URL. | Web server is a program that uses HTTP (Hypertext Transft.ar_

: : 3 Protocol) to serve the files that form Web pages to users, in
5.'. DELETE : ' ’ response to their requests, which are forwarded by their
computers’ HTTP clients. A Web server consists of a physical

_ | Server, server operating system (0S) and software used to
u Itdeletes the specified URL. ; . facilitate HTTP communication. Web server runs a website by

6.  CONNECT returning HTML files over an HTTP connection. Web server is any

. s o3 ; i« Internet server that responds to HTTP requests to deliver content

. i:']: ;iidstfvtg:ﬁ:;n;g;smb]lSh a network connec? " and services. Depending on-context, the term can refer to the

' . ) hardware or Web server software on the server. In terms of

7., TRACE e . software, there have been literally hundreds of Web servers over
® Itis used to provide the content of the request mes# . the years, but Apache and Microsoft's IIS have emerged as two of

® It is used to request the server to delete a file at:
location specified by the given URI.

to the web client. the most popular systems.
" Itisusedasa debugging tool, " = General Server Characteristics - Web servers nave two
8. OPTIONS . separate directories:

mtjs useﬁ to c g o ' d ot ® "The document root is the root directory of all servable
Options g find out the HTTP Methods an - documents (well, not really all)
UPported by the web server. :

. The server root is the root directory for all of the code that

' : . ' implements the server
7 - HTTP AND WEB SERVICES |73
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the URL into three par

A > Ly
(webpagehtml')

p Address from domain I“ame,
s with a name server. (DNs
into an IP address.

municate ) Whi[l :
|
s the full URL: The browser then

ues !
Browser red Web S?Wer at that IP address op POrtag:';' ;

connection to the . |
responds t0 reguest: Following the HT’BE

eb server .
| “Lotocal the browser sends a GET request to the sep,,
: ;

asking for the file. The server sends the HTML text for 4
Web page to the browser. . .~ |
o  Browser displays the web page: The browser reads th

HTML tags and formats the page onto the screen.

DNS | is.16814 19216814 e
Server —>  Web [ oo
Goaglizon | Browser

192.168.1.4 | www.google.com HTML & Other files

Web page www.google.com

Figure 4.5 Working of Web Server
4.1.3 Weph Access

Web accesg ' :
G Manage : roCess |
identifying authenficas: gement (WAM) is a P

ca i cest
and identifying 1, tion for Web access, It is a form of 3¢

ts: authentication management through policy-based authorizations
sy (he server name ("www.websit, . U as well as audit and report services. It is often used in Web-based

_ T applications to regulate external user access through the use of
. username and password key pairs.

I Web Access Management Architecture

Plugins (Web Agent) are programs that are installed on
every web/application server, register with those servers,
and are called at every request for a web page. They

intercept the request and communicate with an external

policy server to make policy decisions. One of the benefits
of a plugin (or agent) based architecture is that they can be
highly customized for unique needs of a particular web
server. One of the drawbacks is that a different plugin is
required for every web server on every platform (and

~ potentially for every version of every server). Further, as

technology evolves, upgrades to agents must be distributed

. and compatible with evolving host software.

Proxy-based architectures differ in that all web requests are
routed through the proxy server to ‘the - back-end
web/application servers. This can provide a more universal
integration with web. servers since the common standard
protocol, HTTP, is used instead of vendor specific
Application Programming Interfaces (APIs). One of the

‘drawbacks is that additional hardware is usually required

to run the proxy servers. °

Tokenization differs in that a user receives a token which
can be used to directly access the back-end web/application

'servers. In this architecture, the authentication. occurs

through the web access management tool but all data flows
around it. This removes the network bottlenecks caused by
proxy-based architectures. One of the drawbacks is that the
back-end web/application server must be able to accept the -
token or otherwise the web access management tool must
be designed to use common standard protocols
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nﬁﬁer: A URI (Ul'liform RE
that identifies 5 | W
ce of characters €S a]gg |

icaiien) Seql}ene URl deSCIribes _t.he mechanigy, u;Cah
physical reSUurce.the computers on WHE: e h%l
access reSOurce?the resources on each compLe i
and the names 0 R of URIS, Uniform Resource Lﬂcal. :

The;eui?:orm pesource Names (URNS). }
[URLSJUTifnrm Resource Locator (URL) - This type of El-'i
1

: ing wh
begins by stating W : . |
anglaccess the physlcal or logical resource on a ety

the resource is web page, for example, the UR wiy

with the ; :
begin with the protocol FTP or if the resource is ap em

address, the URI will begin with the protocol mailto, i

important to remember that URLs are not persistent.
means that if the resource’s location changes, the URL 4
needs to change to point to the resource’s new location, |

2. Uniform Resource Name (URN) - This type of URI ¢

not state which protocol should be used to locate and ace:
the resource; it simply labels the resource with a persiste

- location-independent unique identifier. A URN will ident -
the resource throughout its lifecycle and will never char -

Each URN has three components: the label “urn,” a fﬂlﬁj
and a character string that serves as a unique identifier. |

.| Universal Resource Identifier

Un]vgrsal Resourge Locator’

Universal Resource Nameé

Figure 4.6 Types of URI

ich protocol should be useq ¢, loctri

protocol HTTP. If the resourceiis a file, the URly

A Uniform Resource Locator (URL) is the address of a
resource on the Internet. A URL indicates the location of a
resource as well as the protocol used to access it.

URL is the unique address for a file that is accessible on the
Internet. URL is the global address of documents and other
resources on the World Wide Web. A common way to get to
a Web site is to enter the URL of its home page file in your
Web browser's address line. However, any file within that
Web site can also be specified with a URL.

A URL consists of the following components:

* Protocol identifier: For the URL http://example.com, the
protocol identifier is http, used to access the file
resource.

* Domain Name or Resource name: For the URL
http://example.com, the resource name is example.com
that identifies address of resource on the Internet.

* Path Name: a hierarchical description. that specifies the

_ location of a file in that computer.

* The protocol identifier and the resource name are
separated by a colon and two forward slashes.

* The protocol identifier indicates the name- of the
protocol to be used to fetch the resource. E.g., HTTP, FTP
etc. ' '

* The resource name is the complete address to the
resource. The format of the resource name depends
entirely on the protocol used, but for many protocols,
including HTTP. '

The resource name contains one or more of the following

components:’ '

* Host Name: The name of the machine on which the
resource lives. ; ' '

* Filename: The pathname to the file on the machine.

* Port Number: The port number to which to connect
-(typically optional).

76T INSIGHTS o e

8

HTTP AND WEB SERVICES |77]

Scanned with CamScanner



oference 0 2 named anchor ,

. Reference:at ssually identifies a specific locatiqy, %
resource 5
a fle (optiora)

ML, DHTML, WML, XML,

e World Wide Web (abbreviated WFWor the g

. formation Spacé where documents and. Other web reg,,
an lr_ld tified by Uniform Resource Locato_rs_ (URLs), intf_.l.]i“ke
;;'E liy:;ﬂext links, and can be accessed via the Internet, 1,

components' used in WWW Technology are primarily HTM'k

DHTML,and XML -

Function of WWW S f
«  Linking: Most web pages contain hyperlinks to o

related pages and perhaps to downloadable files, sou;

documents, definitions and other web resources. In i

underlying HTML, e.g, <a href="http://www.example.r
home.html">Example.org Homepage</a>_ SRS

. Dynamic update of web pages: To make jWéb pagés m .

interactive, some web applications also ‘use Styleshe
JavaScript techniques, which is dynamically updates!
viewer. : '
*  www prefix: When a user submits an incomplete dom
name to a web browser in its address bar input field, s

web browsers automatically try adding the prefix www'l
the beginning of it and possibly *.com", ".org" and " pet't

* theend.

P : _ o
Trans-gr a; Fhe start of a web URI refer to Hypef“r,
rotocol or HTTP. Secure, respectively- w

Specify t :
fy the Communication protocol to use for the red

and résponse Th
. « 1he HTT ; ] t0
Operation of the P protocol is fundamen® ",

. Id Wid d the 2%
encryptio o vl ide Web, an
Ption layer jn HTTPS is essential when browse™ "

_/ i

i
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_ be read, or processed, by a program that knows how to interpret

- programming language.

or retrieve confidential data, such as passwords or banking
information. Web browsers usually automatically prepend
http:/ / to user entered URIs, if omitted.

A markup language is simply a set of rules that defines the
layout, format, or structure of text within a document. After
markup instructions are added to a document, the document must

Y

the markup elements,

4.3.2 HTML -
 Hypertext Markup Language, commonly referred to as
HTML, is the standard markup language used to create web pages.

.Along with CSS and JavaScript, HTML is a foundation of

technology used by most websites to create visually engaging web
pages, user interfaces for web applications, and user interfaces for
many mobile applications. Web browsers can read HTML files and
render them into visible or audible web pages. HTML describes
the structure of a website semantically along with signs for
pfesentation, making it a markup language, rather than a

T Orlglnsofuaﬂ(w o]

el o R

MR § e

Figure 4.7 Origin of Markup Langu&ges-

4.3.3 DHTML :

Dynamic HTML is an umbrella term for a collection of
technologies used together to create interactive and animated
web sites by using a combination of a static markup language
(such as HTML), a client-side scripting language (such as
JavaScript), a presentation definition language (such as CSS), and
the Document Object Model.
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g to adll LIRS B AL pages
HTML allows allthor_ the DOM and page sty] y%‘
> is changing / yle, % 5
ipting lan i I |
scrIPtmgl guage web Pag that are more ap Mat, T e Limited memory

allows Yot = creinteraction than HTML. Dynamic foﬂts a %o Limited CPU power

sve to user h allow web page de ey, \Lf a-nd
responsive ™% DHTML. They Signg,, ' o It provides WML users wi i ice

: 4 0 ifi tj? e ize l s
= s eristic ini ke 06 1 s, sizes g ] . rslt' P ith games, email sem .

0 S e ; instant messaging. :
include font files, € the font choice is not depended oy Whaum ging

the page- Therefore, b, The following are some key features of WML as compared
browser provides. _ - _ to HTML: . . |
DHTMILis the combination of HTML, CsSandJavaScript, - [yt s 2 markig ol st oomiig

in their document, independe ' devices.

p d images

Animate text anc ) ; i
starting point !

moving each element from any g PoInt to any engy *

point, following a predetermined path or one chosen byﬂ;

In WML, variables can be defined that store data in string |
format. In HTML, variables cannot be stored.

user. ; \ Pe WML uses WML scripf for client-side scripting, which is
Sl Embed a ticker that automatically refreshes its contep; Wi stored in a separate file. HTML uses JavaScript.
| “the latest news, stock quotes, or other datz!. _ ~* The supported image format for WML is WBMP. HTML .
'+ Use a form to capture user input, and then process, ye supports JPEG, GIF and BMP.
‘and respond to that data without having to send databy * ~ A micro-browser is used to run WML markup. A regular
to the server. ' _ : browser, such as Internet Explorer, Firefox or Chrome, is.
*  Include rollover buttons or drop-down menus B used to run HTML markup. g
: * ~ WML follows XHTML specification and is therefore case
4.3.4 WML- ' ' .- sensitive. HTML is not case sensitive.

Wireless Markup Language (WML), based on XML is: WML has fewer tags compared to HTML. .
markup language proposed for devices that implement B« A deck is a set of WML cards. In HTML, a site is a set of
Wireless Application Protocol (WAP) specification, such as mobi HTML pages. :
phones, It provides navigational support, data input, hyperlink
text and image presentation, and’ forms, much like HTML! 4.3.5 XML

E,:ﬁﬁe:::;hh;l_"?e ofother markup languages now used with W4 XML (Extensible Markup Language) is extensible. It lets

' Ny liself, E.lnd XHTML (which are gaining in populé™ you define your own tags, the order in which they occur, and how

e g PO“.VCI‘ In mobile deyjces increases). It allows you!. they should be processed or displayed. XML is a markup language,

present tex!: portions of 3 wel Page on cell phones and PP user defined language that defines a set of rules for encoding

i i ; eSs P . documents in a format which is both human readable and

WML Featyreg _ - machine-readable. It is defined by the W3C's XML 1.0 Specification
Small display ) ' and by several other related sFeciﬁcations, all of which are free

| open standards. ' :

L ] < . 5
networkconnection - f _
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5 xML-emPhaSize simplicity, gene
ternet. Itis @ textual data formg; b,
icode for different human lang, i

The design goal
and usability acrosls
_ h

: pitrary data structures g, , "
entation of ar Sy

used for the repres fiod ti
those used in webs
 The basic building

defined by t2gs: inmellleg‘;cument are CO
elements in an : n also :
element known as the root element. XML ca SUPPOrt neg,

Jements, or elements within elements. This ability allows XML,
Eueppmt ‘hierarchica] structures. Element names describe the
content of the element, ‘and the St_ructure describes the

relationship between the elements.

nthas a beginning and an ending 5

XML is Extensible _ | .
e Most XML applications will work as expected even if ne,

' data is added (or removed). -

o Imagine an application designed to display the. origin-

version of note.xml (<to> <from> <heading> <data>).

e  Then imagine a newer version of notexml with adde
<date> and <hour> elements, and a removed <heading>. *|

¢ The way XML is constructed; older version of th[:
application can still work. |

Some of the benefits of XML are as follo“is:

*  Allows data to be self-describing, as opposed to bef

limited by a predefined set of elements.
Provides rich set of tools for ]inking.

Interchange data between proprietary format and betwe?
databases or data structures -

Much more robust and

HTML. reliable data searching abilities th

2|1
| INSIGHTS ON INTERNET AND INTRANET

ML focuses on documents, it jg ., .ot

blOCk of an XMLdOCllment iS an. elEme !

ntained in an Outery,

4.3.5 DOM
The Document Object Model (DOM) is an application-

-programming interface (API) that was developed by the W3C. It is

a set of logical rules. It defines the logical structure of a document
and the way it can be accessed and' manipulated. Objects,
properties and methods enable you to manipulate the content,
structure and style of a web page and display the changes even as
they are being displayed in a browser.

Objects have properties and methods. A property is an
essential characteristic: for example, fgcolor. A method is a
programmed procedure: for example, the contents of a frame can
be printed by using the objects print method.

The DOM is platform independent and language neutral.
The document object model (DOM) is the proposed specification
for how objects on a Web page are represented. Of. course,
Microsoft and Netscape each have their own versions of the DOM
and have submitted them to the World Wide Web Consortium

'(W3C) to decide on a standard. A DOM defines each object on a

Web page (images, text, scripts, links, etc.) and also defines what
attributes are associated with these objects and how they can be

manipulated. The fact that Netscape Navigator and Microsoft

Internet Explorer use different DOMs is one reason why each
browser's implementation of DHTML is different.

4.3.6 XHTML

" XHTML is a standard proposed by the W3C that adapts
HTML into an extensible concept by using XML (Extensible

- Markup Language). XML defines data that can be shared on the

web. It is extensible because anyone can invent a set of purposes
such as describing the appearance of a web page. To enhance web
pages, HTML was redesigned by using XML to form XHTML.
XHTML is portable to enable small devices to support embedded
programming. XHTML brings different programming practices. It

" has strict code rules such as symmetrical form, use lowercase,

enclose elements with quotes and end tag with a forward slash at
the end of the element and before the closing angle bracket.

HTTP AND WEB SERVICES |83

Scanned with CamScanner



anguage

Data is stored 1

files.

age.
s auser defined languag

Iti o XSL.

XML s
information.

data to focus on what data is.

isplay XML, we us :
To display about  describing|lt 15 about

smed to describe;
XML was designe data and to focus on hoy da

. |looks. :

T S HTML

A . . : Hypertext Markup La“guage
Extensible Markup e XML Itis stored inside the filog
n sep

[tis a predefined language.

To display HTML, we use g

diSplaY]'“
information. J

el e Aty o
HTML was designed to displ

It is dynamic.

[t is static.

It is case sensitive.

Itis case insensitive, 1

XML.

We can define our own tags in

It is not possible.

every tag.

It is mandatory to close each and

It is not required.

Itis not either a programming o
a presentation language.

r|ltis a presentation language.

It describes the data,

It only defines the data.

I—

Itisa markup larlguage.

Il be
C]ient-side tech slow Upon

nologies,
HTM L creates

a .
Withoyt any styles a:daln Page

-
184] s HTML, CSS, DOM and scripts:
NSIGHTS ON INTERET s =]
I .

Diﬂgrence bebve_en HTML and DHTML
S HTMI R SRR

fonEn DHTML_____J

Itis a collection of technology.

Itc i
Téates static web pages, It creates dynamic webpages:
It allows including small__
animations and dynamic men¥
HTML sites v ME@&___,————-‘/

DHTML sites will be fast.

DHTML creates a page wit

NTRANET

- HTML

: DHTML .,

HTML cannot have any server-
side code.

DHTML may contain server-side
code. '

There is no need of database
connectivity.

It may require connecting to a
database as it interacts with
users,

Html files are stored with .html
extensions.

Files are stored with. dhtm
extensions.

It does not require
browsing from browser,

any,

It requires processing from
browser which changes its looks
and feel.

Difference between WML and HTML

3 : HT] _‘“' e

Markup language for wireless
communication

Markup language for wired
communication

Makes use of variables

Does not use variables

(WML script stored in a separate

file

JavaScript is embedded in the
same HTML file

Images stored as WBMP

Images are stored as GIF, JPEG
or PNG

W BMP is a 2-bit image

Size of the images are much
larger in HTML

Case sensitive

Not case sensitive

WML has fewer tags than HTML

HTML has more tags than W ML

A set of "WML Cards' make a

'DECK"

A set of '"HTML pages' make a
'SITE'

44  Tools: WYS/WYG Authoring tools

WYSIWYG is an acronym

"

get". _
A WYSIWYG editor or

for "what you see is what you

program is one that allows a

developer to see what the end result will look like while the
interface or document is being created. A WYSIWYG editor can be
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itional editors that requiy, "

d
tra odes (or markup) anq do .

escriptive c

y to see Y
cessin o

rwas a word pro & Program cal

contrasted W!

er to €
develop ediate WA

]eﬂ.

o f
ermit an im e

grst true SIWYG edit

Bravo. |s are used to create web, St )

Web authoring 1°

ge of software programs you can downjoy tE

line. Today’s web authoring toolg Ea‘

cover a wide ran
= . I}
an interactive, animated, staxtemr_thB

n
your compu&er or access‘ (:1 .
provide the power to buil
art website suitable for an

i ite.
orporate business St o ; .
s WYSIWYG mimics how something will appear, giving

user the opportunity to return to thfe editing state for an){ chang
or modifications that might be required -before t.he work is tung
into a Web page, printed document or slide presentatiy
WYSIWYG is especially popular when it comes to WEb'PUb[ishing'
By working in a program with WYSIWYG functionality, a user dote
not have to know HTML in order to publish an HTML documen
Instead, using such an application feels more like a wor

processor thana development application. Just about any moden

blogging application has a WYSIWYG interface.
. The commonly used three web authoring tools are:
. Netflbjects Fusion 53%-2 5
* Microsoft Frontpage = - |

* Macromedia Dreamweaver

4.4.1 Types of Web Authoring Tools:
*  Pure WYSIWYG Editor:

:’::ﬂ;fa pure WYSIWYG editor, yoﬁ work entirely i &
Nefo ;ce that ll-esembles a desktop publishing F,mgﬁimi

Jects Fusion ang Drumbeat are examples of pW¥
WYSWYG editor, _ |
Pure Code based E ditor: L 3 i

e'b - 5 N H;
HTMngS ased editor, you work directly with I‘QE.

and
S¢tyour own rules about how to lay 0u? E

g

|
|
:
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the results of the mal‘kup. nu;;l

ything from perspnal web Page tu' :

organize your code. You have total control over your code.
HomeSite,  HotDog  Professional, —HTMLed  Pro,
WebberActive, WebEdit etc are examples of pure -code-
based editor. . :

. Compound editor (Pure code-based editor + WYSIWYG -
Editor)
With a compound editor, you can accomplish most tasks in
~ WYSIWYG editing mode but switch form word processor-
style editing window to source code view to modify the
pages underlying. HTML. Macromedia Dreamweaver,
Microsoft FrontPage, Visual Pages are examples of
compound editor. '

4.4.2 Styles and formats in the WYSIWYG

Formats allow you to cleanly format text via the WYSIWYG.
The formats available are Paragraph, Address, Preformatted and

‘Headings 1-6.

. Par‘agrabh: Normally, text for general content uses the
paragraph format by default. W

] Address: It is used to wrap content that provides contact
information for a document or a major part of a document.

o Preformatted: Text is displayed in a fixed-width font
preserves both spaces and line breaks. Often used to display

computer code.

. Headings: It provides semantic and structure information

about the hierarchy of the page content much like outline
headings. H1 is the most important heading and H6 is least

important.

]

5. Helper Applications: CGl, PERL, JAVA, JAVA SCRIPTS,

Foud

_ PHP,ASP, NETApplications

4.5.1 CGI (Common Gateway Interface)

CGI, is a set of standards that define how information is
exchanged between the web server and a custom script. The
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4.5.2 PERL

PERL is a high-level, general-purpose, interpreted, dynamic
programming languages. The languages in this family include Perl
5 and Perl 6. The Perl languages borrow features from other
programming languages including C, shell script (sh), AWK, and
sed. In addition to CGI, Perl 5 is used for system administration,
network programming, finance, bioinformatics, and other
applications, such as for GUIs.

It has become the language choice for WWW development,
text processing, Internet services, mail filtering, graphical
programming and every other task requiring portable and easily-
developed solutions.

How Perl Works?

“When the Perl compiler is fed a Perl program; the first task
it performs is lexical analysis: breaking down the program into its
basic syntactic elements (often called tokens). If the program is:
print "Hello, world! \n"; the lexical analyzer breaks it down into
three tokens: print, "Hello, world! \n", and the final semicolon.
The token sequence is then parsed, fixing the relationship
between the tokens. In Perl, the boundary between lexical analysis
and parsing is blurred more than in other languages.

Once a program has been parsed and (presumably)
understood, it is compiled into a tree of opcodes representing low-
level operations, and finally that tree of operations is executed
unless you invoked Perl with the -c ("check syntax") switch, which
exits upon completing the compilation phase. It is during
compilation, not execution, that BEGIN blocks, CHECK blocks, and
use statements are executed.

Typical uses of Perl

" Text processing
The main use of Perl is text processing. It is used to
manipulate textual data, reports, emails, news articles, log
fines, or just about any kind of text.

. System administration tasks
It is useful for tying together lots of smaller scripts, working
with the file systems, networking, and so on.
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+  OtherInternet programming |
Perl modules are available for just about every kind f
internet programming from mail and news clients |
interfaces to Internet Relay Chats (IRC), right down t; |

lower-level socket programming

4.5.3 JAVA

Java is a high-level programming language originally .
developed by Sun Microsystems and released in 1995. Java is a !
general-purpose computer - programming language that is |
concurrent, class-based, object-oriented and also platform |
independent. It is intended to let application developers "Write .
Once, Run Anywhere" (WORA), meaning that compiled Java |

code can run on all platforms that support Java without the need
for recompilation, '

JITis t}me of th(? java compilers (Just-In-Time compiler).

. mna::; :ﬁ]};{:‘?nops are typically compiled to bytecode tha

e afwrtual machine (JVM) regardless of compute!

programming lannga 201‘6' Java is one of the most populd |

applications, with 8es in use, particularly for client-server We0 |
» Withareported 9 miljon developers. i

One desj :
programs wri 81 80al of Java s portability, which means that i

en fort
he Java plaltfnrm must run similarly on anf }
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combination of hardware and operating system with adequate
runtime support. This is achieved by compiling the Java language
code to an intermediate representation called Java bytecode,
instead of directly to architecture-specific machine code.

Java bytecode instructions are similar to machine code, but
they are intended to be executed by a virtual machine (VM)
written specifically for the host hardware. End users commonly
use a Java Runtime Environment (JRE) installed on their own:
machine for standalone Java applications, or in a web browser for

Java applets.
The major features of Java are described below:

o Object oriented: In Java, everything is an Object. Java can
be easily extended since it is based on the Object model.

o Platform independent: Unlike many other programming
languages including C and C++, when Java is compiled, it is
not compiled into platform specific machine, rather into
platform independent byte code. This byte code is
distributed over the web and interpreted by virtual
Machine (JVM) on whichever platform it is being run.

o Simple: Java is designed to be easy to learn. -If you .
understand the basic concept of OOP, Java would be easy to
master. '

o Secure: With Java's secure feature, it enables to develop
virus-free, tamper-free systems. Authentication techniques
are based on public-key encryption.

e Architectural-neutral: Java compiler generates an
architecture-neutral object file format, which makes the
compiled code to be executable on many processors, with
the presence of Java runtime system. '

® Portable: Being architectural-neutral and having no
implementation dependent aspects of the specification
makes Java portable. Compiler in Java is written in ANSI C
with a clean portability boundary which is a POSIX subset.

e  Robust: Java makes an effort to eliminate error prone
situations by emphasizing mainly on compile time error
checking and runtime checking.

. HTTP AND WEB SERVICES |91|

Scanned with CamScanner



s niultithreaded featyre :

] . With Java® o :
® Mult-uﬂlreti:ﬂ ik programs that ;?lowsod(:nany ta It has an API for working with text, arrays, dates-and
ossible gly. This design featurf.' : _veloper , regular expressions, but does not include any I /0, such as
simultanec o'thly running interactive appiications, networking, storage, or graphics facilities, relying for these upon
construct ST ram the host environment in which it is embedded. JavaScript (JS) is a
Example]AVAProg program{ . scripting language, primarily used on the web. It is used to
public class MyFirstlava This will print ‘Hel enhance HTML pages and is commonly found embedded in HTML
[#this is my first java program- O Wor;  code. JavaScript is an interpreted language. Thus, it doesn't need
the output */ - to be compiled. JavaScript renders web pages in an interactive and
o - oot vnal (String[l args) dynamic fashion. This allowing the pages to react to events,
ic static void main 5 ; ,
public st exhibit special effects, accept variable text, validate data, create
{ 2 i . cookies, detect a user’s browser, etc.
system.outprintln[ Hello World ! )i //prints Hello W”’If:' Client-side Environment: The client-side environment

} - | used to run scripts is usually a browser. The processing takes
} S - place on the end users’ computer. The source code is transferred
Program is saved as MyFirstjavaProgram.java [with J'ﬂra; from tlhe wel:t server to the user’s Con-lpl:lter over the internet and

’ ; ' run directly in the browser. The scripting language needs to be

extension] . enabled on the client computer. Sometimes if a user is conscious
How Java works ? . of security risks, they may switch the scripting facility off. When
First, we should have a java source code which must; this is the case, a message usually pops up to alert the user when

| script is attempting to run.

Server-side Environment: The server-side environment
that runs a scripting language is a web server. A user's request is
fulfilled by running a script directly on the web server to generate
dynamic HTML pages. This HTML is then sent to the client
Ty . ) . browser. It is usually used to provide interactive e-websites thgt

ow we pass the java bytecode through an interpre¥ jierece o databases or other data stores on the server.
called JVM (JAVA Virtual Machine) which will read even
single statement at a time from java bytecode and convert,
to machine level code and then will execute the code. W
getthe output only after [VM converts and execute the code,

[ ]
saved with Program.java extension.

® . Then we use a JAVA Compiler to compile the source codet:
get java bytecode which must have a program.clas
extension. We can say that java bytecode is a modifie
version of java source code.

This is different from client-side scripting where scripts are
run by the viewing web browser, usually in JavaScript. The
primary advantage to server-side scripting is the ability to highly
. Customize the response based on the user's requirements, access
4.5.4 JAVASCRIPT | rights, or queries into data store ’

JavaScript is 3 high.] | R
-leve] i i etd | or " Client-Side” - = .| . Ser
Programming languag » dynamic, untyped, and interpre®™ . Ullent-side” ~ - °

ECMAScript language ESB[.Je c[tf' ha-s beéen standardized in cﬂwi_ HTML, XML CGl/Perl

JavaScript is one of g th:elcatlon. A;ongsid._a HTML aind“rl i Cascading Style Sheets (CSS) PHP ‘

Web content Productio, thee Clili“e. technologies of world' ) Scripting languages ColdFusion

all modern e}, browserg: sum:: ﬁxﬁtﬁaf Wteti:;]sites anplt;}; L;E‘i“q JavaScript, VBScript - Scripting Languages
out'the need for .’
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There are many advantages to. Client—'side SCripmf
including faster response times, a more l‘nterao.:twe applicat,
and less overhead on the web server. Client-side code is ig,
when the page elements need to be changed without the neeq|
contact the database. A good example would be to dynamic:
show and hide elements based on user inputs.eg, i
validation. However, disadvantages of client-side scripting «

that scripting languages require more time and effort, while -

client’s browser must support that scripting language.

i
Features of JavaScript Il

*  Universal support: All modern web browsers supp

|
JavaScript with built-in interpreters. :

* ' Imperative and structured: It supports much of m
structured programming syntax from C. |

t

*  Dynamic: In JavaScript, a variable that is at one time bU“T"!'

to anumber may later be re -bound to a string. i

small e : —
o number of buylt-ip objects, including Function al‘i

Flll'lcljona] I
Delegative: [ayicerine i
delegation, JavaScript supports implicit and eXIJ{

Miscellaneous: Run-tj

time envj I and obi#
regular expressions vironment, arrays an |

/i

i
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Advantages of JavaScript
The merits of using JavaScript are:

. Less server interaction - You can validate user input
before sending the page off to the server. This saves server
traffic, which means less load on your server.

. Immediate feedback to the visitors - They don't have to
wait for a page reload to see if they have forgotten to enter
something.

» Increased interactivity -~ You can create interfaces. that
react when'the user hovers over them with a mouse or
activates them via the keyboard.

. Richer interfaces - You can use JavaScript to include such
items as drag-and-drop components and sliders to give a
rich interface to your site visitors.

Limitations of JavaScript . :
We cannot treat JavaScript as a full-fledged programming

language. It lacks the following important features: :

. Client-side JavaScript does not allow the reading or writing
of files. This has been kept for security reason.

. JavaScript cannot be used for networking applications
because there is no such support available.

. JavaScript doesn't have
multiprocessor capabilities.

any multi-threading or

4.5.5 PHP

Prototype-based (Object-oriented): JavaScript has | .

'PHP (recursive acronym for PHP: ‘ Hypertext
Preprocessor) is a widely-used open source, server-side scripting
language that is especially suited for web development and can be

- embedded into HTML. PHP is an interpreted language. It can be

compiled to bytecode by third party -tools, though.

- PHP is a server-side scripting language designed primarily
for web development but also used as a general-purpose
programming language. It is integrated with a number of popular

* databases, including MySQL, PostgreSQL, Oracle, Sybase, Informix,

and Microsoft SQL Server. PHP code is usually processed by a PHP
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"o Youcan access cookies variables and set cookies.

2 module in the web server or 4
ented @S (CGD) executable. The web
Inte r;cemterpfeted and executed PHp Cn.-
of data, including. images, With the

interpreter implem
Common Gate eway [0
combines the results 0
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generated web page

PHP supports a larg
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distributed object 3
development a poss!
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Common uses of PHP

PHP performs system func
it can create; open, read, write,
PHP can handle forms, ie. gather data from files, save datﬂi
to a file, through email you can send data, return data to |

¢ and close them.

user.
. You add, delete, modlfy elements within your databag

through PHP.

i

. Using PHP, you can restrict users to access some pages o
your website.

|

¢ ltcanencrypt data.
Characteristics of PHP

Five important characteristics make PHP's practical natur
possible. They are: o

* Simplicity

* Efficiency

* Security

* Flexibility

* Familiarity

"Hello World" Script In PHp

<htm]>

<heads

<title>Hellg World< fitles S b
</head>

ctures (COM and CORBA), making p, 5 dl ks

tions, i.e., from files on a Systey k

<body>

<?php echo "Hello, World!";?>

</body>

</html>
How does PHP works?

PHP is a server-side scripting language which means code
will be executed in server and then server sends only plain HTML
code to browser. Browser can understand only HTML, CSS,
JAVASCRIPT which are Client-Side-Scripting Languages.

Here is the Step by Step Process

. Client will send a HTTP/ HTTPS request to Apache Server.
»  PHP engine executes that commands. ‘

. And finally, server sends HTML output to client.

. In Client System, HTML Wil_l be executed by the Client
Application (e.g, browser) and shows output.

" 4.5.6 ASP

" An Active Server Page (ASP) is an HTML page that
includes one or more scripts (small embedded programs) that are
processed on a Microsoft web server before the page is sent to the
user. An ASP is somewhat similar to a server-side or a common
gateway interface (CGI) application in which all involve programs
that run on the server, usually tailoring a page for the user.

ASP.NET is a un_iﬁed web development model integrated
with .NET framework, designed to provide services to create

~ dynamic web .applications and web services. It is built on the

‘Common Language Runtime (CLR) of the-NET framework and
includes those benefits like multi- -language interoperability, type

~ safety, garbage collection and inheritance.

‘Features of ASP

The main features of ASP are as follows:
. It has limited OOPs support and not having built in support
. for XML.
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There are several server-side technologies that can be
when developing desktop or web applications. Server-side o
uses the NET Framework and is written in languages like C# an'l
VB.NET. Server-side processing is used to interact with permans':

storage like databases or files. The server will also render pag&itI
the client and process user input. Server-side processing happﬁ!
|

when a page is first requested and when pages are posted badi

the server. _ 1
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debug the code. L

e v s [
Web server 11S or personal web|Any web server
server
Platforms Microsoft windows [Most popular
platforms
Reusable components|No JavaBeans, ]SP tags
Security against|No Yes
system crashes
Scripting language  |VBScript, Jscript Java
‘|Customizable tags  |No . |ves
Developmenf Developed by|Developed by Sun
Microsoft. MicroSystem. '
Scalability Scales when|Difficult to scale.
configured properly.
|Costs Costly Free

r,ompari_sqn between ASP and JSP

46 Introduction to AJAX (PROGRAMMING)

AJAX (Asynchronous JavaScript and XML) is a set of web
development techniques using many web technologies on the
client side to create asynchronous (parallelly or different process
runs one at a time) web applications. With Ajax, web applications
can send data to and retrieve from a server asynchronously (in
the background) without interfering or reload the entire page
with the display and behavior of the existing page. AJAX enables
complex interactive web site elements to remain loaded while
switching between pages, so that they do not have to be served up
separately each time a visitor navigates to another site page.

AJAX makes features like more details on scrolling
page, drop-down menus, predictive text, auto-filled text, and
more possible, all without clicking Refresh.

Ajax is not a single technology, but rather a group of
technologies. HTML and CSS can be used in combination to mark
up and style information. The DOM is accessed with JavaScript to

HTTP AND WEB SERVICES |99]

Scanned with CamScanner



the user to interact wijt,
& aﬂ;:-";vt and the XMLHttpRequest Ob]'ef
presented A L jata asynchronously bEtwe;'
reloads. r,
rrelated clients- and Server-sid?
es that allows part oL webp 3ge to h:
o reload the entire page—think of g
Gmail, and tabs within Facebogy N

provide a met°
browser and serve
AJAX is a g0

ment technologi
develop having

ithout
;]ig:a;f;i';zﬁ’o [.;gt}gle M:lfn: : speed 0
'changEt? uszt:::zt;a::ymhmnousw exchanging small 'amounts of§
]dna]:i:‘:il‘:eﬂcle server behind the SCENes, without affecting the regy
of the page- Jhg s ' |‘

i

up Of inte

b e

HTHL4CSS data

P I,-.;._:

- -

]

hrrj{s) transport

CER TSR
[0 Cmeuores, backend L
[ processng. legacy sptere’ [}
classic Ajax

web application model web application model
Figure 4.9 Classic and AJAX web application model

4.6.1 How does AJAX work?

AJAX calls are asynchron

the scenes, independent]

When a browser makes
waiting for 3 reg

Ponse,

Instead, the wel, service g

th'e browser once the tag

will process the respo

0us, meaning they’re made ehitd
y from each other and the site as @ wholé |
an AJAX call to the server, it isn't S™%°
halting a) of the site’s functioﬂaw'
n the server will send the data bac® v
e con?pleted, where client-side SCriPE

f web applications with it;;.

. Reduced bandwidth Usage: With AJAX callbacks, the

- AJAX is implemented using the following technologies.
. JavaScript: client-side scripting language that ties all of the
technologies together.
. HTML/XHTML/CSS: use for the presentation of the data

. Document Object Model (DOM): used to access and
manipulate structured documents

. XML/JSON: used to exchange data. JSON is now commonly
used in place of XML format. '
XMLHttpRequest: JS object that is responsible for
asynchronous communication with the server.

4.6.2 Advantages of AJAX
The major advantages of using AJAX web application model

are as follows:

« - Improved user experience: Ajax makes it possible to
create interactive applications that are fast and don’t
‘require reloading the whole pages.

server won't get overloaded by requests, which would
otherwise cause the app to slow down.

. Improved system performance: AJAX only retrieves the
required data from the server. This greatly improves the
system performance and response time,

2 Promotes separation of data, business logic and
presentation: Ajax-calls usually retrieve data from the
server and if necessary, business logic is applied. Data is
displayed after these activities have successfully been

completed.

* Better speed and performance

4 More responsive, user-friendly websites and applications

*  Ease of development, thanks to JSON, jQuery, and compilers
that help to streamline complex JavaScript code

¢ Browser- and platform-independent. Also, Microsoft offers
the AJAX Control Toolkit integrated into Visual Studio on

the ASP.NET platform
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4.6.4 Why AJAXis different?
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An AJAX application eliminates the start-stop-start-sto
nature of interaction on the Web by introducing a

intermediary—an Ajax engine—between the user and the server|
It seems like adding a layer to the application would make it les|

responsive, but the opposite is true.

Instead of loading a webpage, at the start of the session, tit| Saeai Tl

browser loads an Ajax engine—written in JavaScript and usualj
tucked away in a hidden frame, This engine is responsible for both
rendering the interface the yser sees and Eorﬁmunicatiﬂg with
SETVer on the user’s behalf, The Ajax engine allows the user
interaction with the application to happen asynchronousb’f

independent of ¢q .
Mmunication wit : user ¥
Never staring at 3 plan h the server. So, the

—
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Figure 4.10 Classic and AJAX web application model

Every user action that normally would generate an HTTP
request takes the form of a JavaScript call to the Ajax engine
instead. Any response to a user action that doesn’t require a trip
‘back to the server— such as simple data validation, editing data in
Memory, and even some navigation—the engine handles on its
own. If the engine needs something from the server in order to
respond—if it’s submitting data for processing, loading additional

—
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The main function of a browser is to present the W

resource we choose, by requesting ‘it from the. server , ._
displaying it in the browser window. The resource is usually,

HTML document, but may also be a PDF, image, or some oliu:i
type of content. '

4.7.2 Compohents of browser

 The major components of browsers are as follows:

nai "

(sometimes called layout engny)

L, XML, image files, etc.) and fﬂrlnatﬁ b

. Rendering Engine: Rendering, that is display of the

requested contents on the browser screen. By default, the
rendermg engine can display HTML and XML documents
and images. It can display other types of data via plug-ins or

extension; for example, displaying PDF documents using a
PDF viewer plug-in,

. The user interface: It is the space where interaction

between users and the browser occurs. This includes the

address bar, back/forward button, bookmarking menu, etc.

Every part of the browser displays except the window
~ where you see the requested page.

. The . browser engine: It is the piece of ;:ude- that

communicates the inputs of user--interface with the
- rendering engine. It ‘is responsible - for querying and
manipulating the rendering engine according to the inputs
from various user interfaces. - , '

*  Networking: The fraction of the code written in the

browser is responsible to send various network calls. For
‘example, sending the http requests to the server. _
Ul backend: It is used for drawing basic widgets like combo

boxes and windows. This backend exposes a generic
interface that is not platform specific,

JavaScript interpreter: It is the component of the browser
written to interpret the java script code presented in a web
page. : . '

Data storage. This is a persistence layer. It is small
database created on the local drive of the computer where

the browser is installed. This database stores various files
like cache, cookies, etc.

The main flow

The rendering engine will start getting the contents of the
requested document from the networking layer. This will usually -
be done in BkB chunks. After that, this is the basic flow of the
rendéring engine is as follows: '
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)| comtructr

4,12 Flow of Inter™®

parsing HTML
toconstruct
the DOM tre¢

Figure

Layoutof the
I e |

of as a rendering engine ;

:é.tt Object Model (DOM) is a Cm?
The Docum dent interface that treats an XML op Hpy!

-indepen . .
and laﬂgliangrrse structure wherein each node is ay oy
‘documen _
representing a part of the document.

I

The DOM represents a document with a logical. tree, Eac'.!
branch of the tree ends in a node, .and each node contams. Objeg,
DOM methods allow programmatic access to the tree; with the,
one can change the structure, style or content of a documeﬂ
Nodes can have event handlers attached to them. Once an even
triggered, the event handlers get executed. With DOM, we @

easily access and manipulate tags, IDs, classes, attributes, -

elements using commands or methods provided by Docume
object. }
Why called as Object Model?

Documents are modeled using objects, and the mod:
includes not only the structure of a document but also t:
behavior of a document and the objects of which it is composed rf
like tag elements with attributes in HTML, a'

Table

-

The rendering engine will start parsing the HTML document
and convert elements to DOM nodes in a tree called the
"content tree". The engine will parse the style data, both in
external CSS files and in style elements, Styling information
together with visual instructions in the HTML will be used
to create another tree: the render tree.

The render tree contains rectangles with visual attributes
like color and dimensions. The rectangles are in the right
order to be displayed on the screen.

After the construction of the render tree, it goes through a
“layout” process. This means giving each node the exact
coordinates where it should appear on the screen. The next
stage is painting-the render tree will be traversed and each
node will be painted using the Ul backend layer.

4.9

I

WebHosting .0 e

A web hosting service is a type of Internet hosﬁng service

~ that allows individuals and organizations to make their website

accessible via the World Wide Web. Web hosts are companies that
provide space on a server owned or leased for use by clients, as
well as providing Internet connectivity, typically in a data center.
Websites are hosted; or stored, on spe'cial computers called
servers. When Internet users want to view your website, all they
need to do is type your website address or domain into their
browser

4.9.1 Types of Web Hosting

1-'

There are 3 types of web hosting. They are:

Shared Web Hosting

In shared web hosting, multiple web site owners shared a

single server. :

. It prdvides cost effective hosting as the server cost is
shared among many owners.

m The performance of the web site is affected by other web
sites who share the server and its resources.
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web Hosting _ ;
b hosting the web site owner hag i |

i "
d fora single site. §
full control over the server.
torenta dedicated server,

2; pedicated
In dedicated W
web server rente
s The owner has

: expenswe :
. ;E is:;:ges high performance of the web site to g,
s I[P . .
traffics.
Hosting

3. Virtual Web ‘ ;

Virtual web hosting 15 the bridge between shareg al

dedicated web hosting.

|
Wu'j;

s In
_ of a single web server.

» But each web site is partitioned off as if it is hosteq in th
dedicated web server. .

s The web site owner will have more control over it

domains and other features,

u It is cheaper than dedicated hosting but expensive thy!*

shared hosting.

w It is perfect for the web sites with fair amount of we
traffics.

4.9.2 Virtual Hosti_hg

Virtual Hosting is a method of hosting multiple domal

lames on a server using 3 single [P address. This allows o¢
Server to share its resource

in order to use jts resou
hosting js’ usually ysed
principles do Carry over to

There are 3
Apache: e

rees more efficiently. The term virti

other internet services.
of Virtual Web Hosting possible *
Port haseq ‘

* Name baseq
*Ip based

I l 4 .
—— - "-R_—-—___ \

yirtual hosting, multiple web sites share the resoury

s, such as memory and process cyclé| -

in reference to web servers but

.

Port Based Virtual Wéb Hosting

The default port number for HTTP is 80. However, most
web servers can be configured to operate on almost any
port numbe_r, provided the port iumber is not in use by any
other program on the server. There is the HTTP Secure
special port 443 that needs special configuration. Port’
based web sites are explicitly bound to a unique port
number and an IP address. In this case the IP address is
used for hosting multiple web sites. The unique port
number used for a common IP address distinguish an

individual web site from other websites bound to the same
IP address. '

IP based Virtual Web Hosting :
When IP-based virtual hosting is used, each site (either a

-DNS host name or a group of DNS host names that act the

~ combination for each IP-based virtual host.

same) points to a unique IP address. The webserver is
configured with multiple physical network interfaces,
virtual network interfaces on the same physical interface or
multiple IP addresses on one interface. As the term IP-based
indicates; the server must have a different IP address/port

The downside of this approach is the server needs a
different IP address for every web site. This increases
administrative overhead (both assigning addresses to

servers and justifying the use of those addresses to internet

registries) and contributes to IPv4 address exhaustion.

Name based virtual Web hosting .

Name based virtual hosts are multiple host names for the
same web server IP address.

A technical prerequisite needed for name-based virtual
hosts is a web browser with HTTP/1.1 support
(commonplace today) to include the target hostname in the
request. With the name based virtual hosting, you can host

* several domains/websites on a single machine with a single

e

IP. All domains on that server will be sharing a single IP. It’s

HTTP AND WEB SERVICES |109|

Scanned with CamScanner



" 4.9.4 Configuring Name based Virtual l-losti'ng

baseu A AYaLlll
o than IP ) & yoy |
sier to €07 gu DNS of the domain to_ i 1 Mt;’ﬂ;
ed to con oss.and then configure Apache tq recngﬁ
rect 1P 20527 ; . \
if:? vrmrith the domaif names |
pased pased virtual hostin |
4,93 Nam® {virtual hosts US€ the P address of the con, ~
lP'hiiiethe corT virtual host to serve. Therefore, Youy |
] m
s de:fzra separate [P address for each host.
to ha virtual hosting, the server relie 0

With name-based
client to report the hqstnam
this technique, many
address.

Name-based

need only configure y

¢ as part of the HTTP headerg, Uy
different hosts can share the s, |§i

virtual hosting is usually simpler, since "
our DNS server to map each hostname ty ,

correct IP address and then configure the Apache HTTP Server,|

- recognize the different hostnames. Name-based virtual hosﬁm!

also eases the demand for scarce IP addresses. Therefore, y;

should use name-based virtual hosting unless you are usiy
equipment that explicitly demands IP-based hosting. Historii

reasons for [P-based virtual hosting based on client support ax

no longer applicable to a general-purpose web server.

The steps for configurin i ing at
deseribed el guring name based virtual hosting

1 Installihg Apache -

m?fsotr;:fﬂg up virtual hosting with Apache, your systefl
Pache Web software installed. If not, instal

using defay]t Package insta
[root@biplab] # yum insta

Creating Virg
. al Dire
But; begbl‘e Creg o

ller called yum.

Il httpd

: ries .

tng a virtual host, you need 't0 creat®’

Wh&re « il
Create dil‘ectorie}smf will keep all your website’s files: p
e 1V

/var/ww or theg 1 ts
h e two virtual hos
default pg, cé tml folga. /var/www /html will b o

. nt .
1100 00t in the Apache virtual configh™®
O SiGkrs oy e S

[root@biplab]# mkdir /var/www /html/examplel.com/
[root@biplab]# mkdir /var/www/html/example2.com/
Create test web pages for each virtual host

Now, we need to create an index.html file for each
website which will identify that specific domain. '
[root@biplab]# vi
/var/www/html/examplel.com/index.html

Add the following content.

<html> :

.<head> .

<title>www.vhost1.com</title>
</head>

 <body> , - S -

<h1>The vhost1.com virtual host is working! </h1>
</body> _ _  ars .
lﬁ/htl'ﬂl:‘ e *

" Save and close the file when finished.

Similarly, create index.html file for the www.examplez.com
virtual host and add the contents.

Receive Apache Request : i
To set up Name based virtual hosting, you must need to tell
Apache to which IP you will be using to receive the Apache
requests for all the websites or domain names. We can do
this with NameVirtualHost directive. Open Apache main
configuration file with VI editor.

[root@biplab]# vi /etc/httpd /conf/httpd.conf

Search for NameVirtualHost and uncomment this line by
removing the # sign in front of it. ;
NamieVirtualHost |

Next add the IP with possible in which you want to receive
Apache requests. After the changes, your file should look
like this:

NameVirtualHost 192.168.0.100:80
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SO

B ol virtual host sections for the do
Now, it time t03 ofthe e file by pressing Shift + G H
move t0 thc]e bo e setting uP virtual host sectiong f"rtw
this examp e,W!
domains.

Add the two

d close the file.
:Ehen done with changes in hittpd corlf fle, check the SYnty

of files with following command

[root@biplab- i hutpd -t
Syntax 0K

Testing Virtual Hosts

Once you're done with it, you can test the setup b
accessing both the domains in a browser

http://www. examplel. com

http://www. exampleZ com

And, preview the result on the screen.

a] direcﬁves at the bottom of the file, Sa
Vl

., Identifying Customer Needs/Goals

LHSeh Logu:al Network Design -

. Testing Optimizing Documenting

Network desngn must be a complete process that matches
_ business needs to the available technology to deliver a system that
- will maximize the organization. It is necessary to account for all
seven layers of the OSI model when creating a demgn for a
network.

'5 1.1 Network Design Steps

The steps in network design are described below: ‘

-m Analyzing husmess goals, constramts and technical
_ goals, tradeoffs

» . Characterizing the existing network and network traffic

= Designing a network: topology and models for
addressing, naming

= Selecting switching and routing protocols

= Developing network security strategies and network
management strategies’ ;

*  Physical Network Design °

. m Selecting technologies and devices for campus networks
or enterprise networks

- Testing the network design
» Optimizing the network design
= Documenting the network design
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tworK A== itecture is general]
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Y usoq

R networ i ' 0 g
il e inciples for the tecf.ll'lIC'al design Of prgy,
etof abstract PT mputer communication. It Fepregq,, )

sms for os out of many design alternatjyeg . I

d c]mled byan understanding of the reqy hf‘h:

rchitecture is .to render g Mo
e

b

C 3

nts aré met: ' \

s ot e s,

Networ/ National Public Architey,

city: simplicity is 2 key principle a5 j" >

> s the minimum Of CONSEraints, and allgy,g eac;cﬁ“i

amposesewice to readily interface their inﬁastmq iy

of th‘ees " yironment into 3 national envimnmeuwa&

:;:;v\:.rcs the national network th_e capab'ility to ag, h

change technologies and changing Service: reqiy,

that may be jmposed by the client base in the future,

Functional Capahility/suitabilit?‘: The archit

should meet the basic clien‘t service -objecties Withy

imposing additional qualiﬁcatmns_ or constraints, -

. Affordability: Any network architecture which
affordable within available resources will p,
implemented.

«  Designed to meet actual end client requiremey
Networks are service structures, and the architectyre oy
network should accordingly be designed to meet actyy) u
client needs, rather than impose additional constraints
conditions on the client base. This implies that a nety
should provide service to the end user application servi
and protocols which are being deployed by the user b
rather than implement a service environment which fors

clients to deploy new services and protocols.

Ny
i]‘em

5.2,2 Princl
desl

e
,  Simpli

Is y
EVerh
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Uses (and develops) Jocg) ex
area of public national netyy,
is also highly desirable that

pertise; Critically within the
rk infrastructure provision, it
any such program uses, and
ent of national expertise and
ervice technology domain. A
his area results in a service
ant negative impact on issues of
viability of the service.

Redundancy: Redundancy means having backup devices in
place for any mission-critical components in the network.
Even small organizations should c¢o
servers. Two identical servers, for example, can be
configured with fail-safes so that one will take over if the
other fails or requires maintenance. A good rule of thumb is
to have redundant components and services in place for any

part of a network that cannot be down for more than an
hour.

operation which has signific
quality, integrity and futyre

nsider using two

Standardization: Standardization of the hardware and
software used in a network is important for ensuring the
network runs smoothly. It also reduces costs associated
with maintenance, updates and repairs.

Disaster Recovery: A detailed disaster recovery plan
should be a part of any network design. This includes, but is
not limited to, provisions for back-up power and what
procedures should be followed if the network or server
crashes. It should also include when data is backed up, how
it is backed up and where copies of the data are stored.
Backup files should be stored in a secure location off-site in
the event of a building disaster, such as a fire.

5.2.3 Internet Design Consideration

The things that need to be considered during designing the

‘internet are:

Budget
Nature of applications
Availability of expertise
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qs of appiications, Systen]

ance

§

o 1. Small Sized NetworK )
7. Medium Sized Netw}rzr
. ized Networ
3, Large Sized
Small Sized Network [SSN] (<80 users)
1.

r IT expense
: llftﬁf ::s:rttgze in variou_s te'Chl'IOlOgies
« Mostlyoff the shelfapphcatwl:ls
o Low bandwidth consumption
+ Mostly basic requirements, §uch as emai) "
processing printing and file sharing
« (One ortwo administrators
« Responsible for every aspects of network enera
o Server management, backup tasks, connectiy \

devices, installation  of - workstations af
troubleshooting PC problems
Requirements for SSN

+ Low-cost equipment

« Shared bandwidth for most users, switched fo ,
selective few

A central switch acting as a backbone
* Flat network design’

¢ Little fault tolerance
Minimal management required
High growth provisioning of 20-50%
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4

|
access

gample firm
. Connect 50 users to a netyor)

. Connect 10 printers to the network

, Connect the company’s daty

base and i
: Internal e-mai
services to the network, hosteq ina server e
» Users require connectivity to the internet

» Several systems require access

to external i
Web and FTP connectivity email, the

Medium Sized Network [MSN] (<500 4
o Fixed annual budget for IT expengit,

sers)

re

MIS department taking care of the information system
« Develop own in-house applications

+ Availability of one or a few dedicateq network engineers

» Investin server/host fault tolerance features
» May provide dial-in service to mobjje workers
A sample firm

« Connecting 300 users to a network

. The company has 400 host and 8 file servers

« There are 5 departments in the company,

' each with its
own applications:

= Marketing - mainly email with external customers,

calendaring,  word processing,

presentation
applications

Customer support - mainly handliné customer

queries, accessing the host for in-house developed
applications

MIS - development of applications on AS/400
. Human Resources - Mainly word processinlg
Engineering - make use of CAD/CAM workstations
Large Size Network (>500 users)

* Internetwork of networks, with a mix of technologies
such as Ethernet, token-ring, FDDI and ATM.

* Involves multiprotocol such as TCP/IP, IPX, SNA or
NetBIOS.
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n'dum!.mriﬂi ‘ )
scr\'il.‘l-'i- MIS depﬂﬂme"t to take care of
; ¢

. F-ﬂ[])' A =

'tunmtionS)’StLﬂ‘ Jopment teams that
" lication develoP COnsty,
n-house aPP ent of new Internet technt:lgg;h
look at the ia applications. y
suchasJavé
Availability
m;nagcmenh
Substﬂntial amoun
onlT m\.cstment.
N etwnrk Segmenta
security.

%,

nd multimed s
i areas Ssuc g

of expert . ture and ma - ey
networkinfrastric Nageme,

tof company's annual budget j i
|

tion based on the types of users ,

ed network?

A network that takes into consideration of these imp""‘ant

factors:

5.2.5 Redundant

frastructure

« Physicalin
a | hierarchy

« Topological/protoco
» Scalingand Redundancy

« Addressing aggregation (IGP and BGP)
Policy implementation (core/edge)
Management/maintenance/operations

s Cost

Network Design: (Concepts apg

Techniques)

There are 3 techniques for redundant network design. They

are.

1. Modular/Structured Design

2. Functional Design
3. Tiered/Hierarchical Design .
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r

2:

Modlll""'/ Structured Desigp;
[t organizes the network ingo Separate apg
dules. Modularity makes jt €25y to seale El'n t rr.';:::mh!e
¥ etwark:

pesign smaller units of the ne
plugged into each other

gach module can be
network

. Upgrade paths are built aroung the
entire network

mo

twork that are then

built for 3 specific function in the

modules, not the

Functlunal Design;

gach router/switch in a network has 3 well-defined set of

functions. Equipment can be selected ang mnmm;

placed in a network around its strengths, |sp Networks arle,

a system approach to design functions interlink and interact

to form a network solution.

Hierarchical Design:

In networking, a hierarchical design is used to group

devices into multiple networks. The networks are organized

in a layered approach.

The hierarchical design model has three basic layers:

Core layer: It connects distribution layer devic;s‘ The core

layer design enables the efficient, high-speed transfer of

data between one section of the network and another. The

core layer of the hierarchical design is the high-speed

backbone of the internetwork. The primary design goals at

the core layer are as follows:

s Provide 100% uptime.

s Maximize throughput.

» Facilitate network growth

Technologies used at the core layer include the following:

= Routers or multilayer switches that combine routing and
switching in the same device

» Redundancy and load balancing

» High-speed and aggregate links
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at scale well and converg,
ior Gateway Ruuting Pqultk;

ols t i
ced 1M  path First (OSPF) py,
nShoﬁestPﬂth irst (OSPF) p,, °t0cq;b'

(EIGRP) . The distribution ayer aggregy,
pistribution Y2 o access layer switches befq, * &
ived from core layer for routing to ity
ransmiteed . gstribution layer controls the []Gﬁ’i

destination- using policies and defines braa:"
ic routing functions betweey 3 %

neh\"ﬂr
domains bY p)edeﬁned at the access lay.er. VLANs allg
LANs (VLANS e traffic o7 a switch into g

to segment or xample, in a university yo, mra*
suhnetwﬂfksllc according t0 faculty, students, and E“Ests%
separale ™o ccess layer interfaces with eng de-,i'
printers, and IP phones, to provide it
network. The access layer can B ’
bridges hubs, and wireless access i
The main purpose of the access layer 1 to provide a
of connecting devices to the neror]-: and controlling
devices are allowed to communicate on the network,

rarchical Network
chical networks scale very wel| Th

modularity of the design allows you to replicate desip

elements as the network grows. Because each instanc ¢
sistent, expansion is easy to plan

the rest of the
routers, SWitches,

Benefits of Hie
. Scalability: Hierar

the module is con

implement.
Redundancy: As a network grows, availability becoms

more important. You can dramatically increase availabiljy
through easy redundant implementations with hierarchi:ﬁ
networks. Access layer switches are connected to tw
different distribution layer switches to ensure pat
redundancy. If one of the distribution layer switches fals
the access layer switch can switch to the other distributio
layer switch. Additionally, distribution layer switches at
connected to two or more core layer switches to ensu
path availability if a core switch fails.

—
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. avoiding the transmission of data

r

performance: Communication performance is enhanced by

) . through low '
intermcdlary switches, Data is sent through T;:;;na'tn%
J', ‘:

switch port links from the access layer 1 the distributi

Jayer at near wire speed in most cases, The di:!rfhumn
ayer then uses its high-performance switching C; nb'l]j'u'n?
to forward the traffic up to the core, where jt js rouft)zd! Lnig
final destination. to its

security: Security isimproved and easier to manage. Access
layer switches can be configured with various port ::ecuri;r
options that provide control over which devices are aIIowe;
to connect to the network.

Manageability: Manageability is relatively simple on a
hierarchical network. Each layer of the hierarchical design
performs specific functions that are consistent throughout
that layer. Therefore, if you need to change the functionality
of an access layer switch, you could repeat that chang;:
across all access layer switches in the network because they
presumably perform the same functions at their layer.
Maintainability: Because hierarchical networks are
modular in nature and scale very easily, they are easy to
maintain. With other network topology designs,
maintainability becomes increasingly complicated as the

network grows.

5.2.7 Create a Network Diagram
Here are some tips to consider when creating a network
diagram:
Choose a network: Decide which network will be
illustrated. The diagram could focus on a personal
computer, or on an entire company network. Once a focus
has been chosen, set limits on what outside connections will
be included so that the diagram remains concise.
. Add relevant equipment: Begin by placing any involved
computers, Servers, and other components on the page. Use
visual representations and add the names of the

components for clarity.
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tforms for s€
5.3.1 Software Pla 2 reliable web server to be hog

: ires
website requir o
EVF-;Z&;E it can be accessed via internet users. Nowagay, i
On;htl}l;iing ;'narket there are different types of web serverg thy
we

are available running o1 various platform to select.
There are at least three tYPES of server software platfyn,

we need to consider:
Select a network com

M

puting operating system which g,
the: (a) size, (b) needs and (c) resources.of our business
Networking Operating System (NOS) which refers to asy,
Dialoguer, is the software which runs on a server and thy
enables the server to manage data, USers, groups, securiy
applications, and other networking functions. The networ
operating system that is designed to allow shared file ang
printer access among multiple computers in a network
generally a Local Area Network (LAN), a private networkor
to other networks.

Microsoft Windows Server 2003, Microsoft Windows Server

* 2008, UNIX, Linux, Mac 0S X, Novell NetWare, and BSD are
the most popular network operating system.

+ , And then pick a file server platform which is reliable and
that is secure to protect our company's data.

4

o web server platform software which can handle th

¢ mount of traffic we will get and that has e functionali ’
we want. Y

The most popular platforms and web servers are listed

beloW’ d Linux running A

yNIXan n Ing Apache web server
window NT/2000 running Internet Information Server
(115)

3.2 Hardware Platform for servers

Hardware requirements for servers differ which is
nding on the server application. Absolute CPU speed is not
y as critical to a server as it is to a desktop machine.
server's duty is to Provide ser.vice to many users over a network
i Jead to va.nous requirements such as fast network
o nections and high Input/Output throughput. Since servers are

onerally accessed over a lnetwork, this may run in headless mode
without 2 monitor o:‘ mput. device. Processes which aren't
rgquirf-'d for the server's function aren’t used. Many servers don't
have 2 Graphical User Interface (GUI) because it is unnecessary
and it consumes resources which could be allocated elsewhere.
wise, audio and USB interfaces can be omitted.

dep€

Like
Most of the servers use memory with error detection and
correction to increase reliability, redundant disks and redundant
power supplies and so on. The important hardware resources to
establish a successful client/server model include gateways,
routers, network bridges, switches, hubs, and repeaters. '

54 Server concepts: WEB, Proxy, RADIUS, MAIL

5.4.1 Web Server

It is also called Internet Server. A web server is a system
that delivers content or services to end users over the Internet. A
web server is a program that uses HTTP (Hypertext Transfer
Protocol) to serve the files that form web pages to users, in
response to their requests, which are forwarded by their
computers' HTTP clients. A web server consists of a physical
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ystem (05) and software
).’ n WGb gerver runs g We srd!i
p connection. Weh Serve to h,

vera
ondst Wy
¢ software, there have begp, ) l,

rs over. the years, but -"\Dachze N,
as two of the most popular st Iy
- Web servers have

b

is the root directory of a| Sery
(!

n
well, not really all) A
the root directory for all of the Cod

' root 1S
o  Theserver t

work?

HuwWebssr"zf::er preaks the URL into three pary,
The

whrtp"), the S€
rotocol ("httP ) ' .
End the file name { webpage.hmll )

Obtaining the Ip Address from domain Name, e
. ser communicates with a name server (DNg), e
e me, into an [P address.

translates the server na |
wser requests the full URL: The browser then fﬂl’msi

server at that IP address on port 8

N

. Bro
connection to the web

. Web server responds to request: Following the yp,

protocol, the browser sends a GET request to the sery,,
asking for the file. The server sends the HTML text for e

web page to the browser.

HTML tags and formats the page onto the screen.

Pig
o HTTP requests to deliye, iy X

rver name ("WWw.website . !

Browser displays the web page: The browser reads the
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a2y

Figure 5.1 Web Server

5.4.2 Pro Server

A proxy server is a dedicated computer or 4 software

system runaing on a computer that acts as an intermediary
between an endpoint device, such as a computer, and another
server from which a user or client is requesting a service, The
proxy server may existin the same machine as a firewall server or
it may be on a separate server, which forwards requests through
the firewall. It provides a single point of access and control,

1.

Figure 5.2 Proxy Server connected to the Internet
Types of Proxy Servers

A forward proxy is the one where the proxy server
forwards the client’s request to the target server to
establish a communication between the two. Here the client
specifies the resources to be fetched and the target server
to connect to, so that the forward proxy server acts
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|

often usc¢ o L |
enhance security and to cache statje Cony, | Sarver
halancing to nite, Augnd Youp
d faster to the client. | P Adaress Mann
5o that they can be serve ; Your v
. d: | Programs YourReal  New P pgq
Reverse proxies are usec: y ‘ 1P Address . Assigneg
i 3 shsite dis | Hers
o toenableindirect access when a website disalloyg g, |
connections as a sect rity measure. " Figure 5.3 Working of Proxy Seryer
e toallow for load balancing between severs, | pdvantages of Proxy Servers
o tostream internal content to Internet users. ‘ The major advantages of Proxy servers are:
« to disable access t0 3 site, for example when ap Isp, [ » Filters requests:
governmentwéshes to block a website. i We can use it to restrict certain websites to people usin
3.  Open Proxy: An open proxy is a type of rorwarding Proy, your network. If you are a company, you can get proxiei
that is openly available to any Internet user. Most often, s which will stop your employees from accessing websites
open proxy is used by Internet users to hide thej, b :' that can reduce their productivity or damage your network.

address so that they remain anonymous/ hides/ ““dﬂﬁned' . Improve Performances:

during their web activity. Proxy servers can dramatically improve performance for
groups of users. This is because it saves the results of all

How proxy works? .
requests for a certain amount of time,

When a proxy server receives a request for an Interng

resource (such as a web page), it looks in its local cache | ¢ Hide our IP Addresses:

previously pages. If it finds the page, it returns it to the use | A proxy server will hide our true IP address and make the

without needing to forward the request to the Internet. If the page ' server controlling our target website unable to detect our

is not in the cache, the proxy server, acting as a client on behalfof | real address.

the user, uses one of its own [P addresses to request the page from g . Protection and Security:

the server out on the Internet. When the page is returned, the | ' < S .

proxy server relates it to the original request and forwards it onto | Th.e ey seivsr dn;iusad. 4 enhance: tim Sty sad

theusar i privacy level of the client's device while doing surfing using
Proxy servers are used for both legal and illegal purposes,.F : GIESE proxies'. Our _IP remains unknown o .f.'xtemal

In the “enterprise, a proxy server” is used to facilitate securly servers when using proxies means that we are significantly

‘I safer.

administrative control or caching services, among other purposes |
!
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speed increases:
If we use pro

will reach the P
cached the req!
with the we
directly from
direct accessing:

;. all requests from client oy,

¢ first, if the proxy Se%"leq_

a

roxy server & = r

ired resources i1 its local hard g, be by
function, clients will get feeg O

server, it will be more Quicky “::k.

proxy \

. olement [nternet access control like a“thentil:atiun _
Toimple pandwidth control, online time ¢, tr:r-
|

ction,
Internet conne
[nternet web filter and content filter etc.

Disadvantages

The main disadvantages of proKy. SCIVET Are dESCribedl

below: |
Identity or Data Theft: . i |
When you use @ Pro¥y server, you're esseng

surrendering your host name to an.o&en unknown thirg
party. You are submitting and exlposmg YOUr OWN adre,
for potential abuse. Thus, proxies can result in Sever,

ach and abuse of your Internet identity. -

bre:

o Security Hack: .
When you access a web page - for example, your emg

credit card or a bank account using a proxy server -. ;|
packets of data that flow from and to your computer frop
that web page has to pass through a third-party serye
Thus, malicious proxy servers can potentially record all the |
data heading from and towards your device and hijack |
sensitive details such as usernames and passwords of your |
online accounts,

e BrokenInternet:
Proxy servers require large amounts of bandwidth to |
sustain the burden of ‘heavy traffic from multiple
workstations. However, it costs money, labor and time to
buy more bandwidth, install updated security patches and
ease pressure that a server experience. '

—t |
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N

it happ&l‘led many times, although ysin

’ conngctions or network, your data B
Jeaked using the technique of LS an
connections.

8 the encrypted
formation can pe
d SSL encrypted

caching
When a user accesses a web page, that i
J Page is temporarj
redin the proxy cache. Then, when a subsequent yser rzquel:g
¢ same web Page, they access the copy in the Proxy cache, rath
o having the web page sent again from the nriginatingséwer Ei:
proves performance and frees up Internet bandwidth for oth.er

tasks-
543 RADIUS (Remote Authentication Dial in User Service)

RADIUS is a system procedure that offers centralized
entranceé: approval, as well as accounting administration for
individuals or computers to add and utilize a network service, It is
4 client-server protocol that works in application layer ofl 0sI
reference model.

A RADIUS server utilizes a central database to authenticate
remote users. RADIUS functions as a client-server protocol,
quthenticating each user with a unique encryption key when

= D

access is granted.

Because of the broad support and the universal nature of
the RADIUS protocol, it is often used by ISPs and enterprises to
manage access to the Internet or internal networks, wireless

networks, and integrated e-mail services.

Radius Features
+  Client/Server Model

= NAS works as a client for the Radius server.

= Radius server is responsible for getting user connection
requests, authenticating the user, and then returning all
the configuration information necessary for the client to
deliver service to the user.
A Radius server can act as a proxy client to other Radius

Servers.
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etwgrk Securil}' " and
. Transactions petween 2 B = YDV
p IId

: ated through the use of a shared key. Ty, ::
authentiC he network. )
is never sent OVer

. Password i encrypted before sending it oye, |
network.
Flexible Authenticatlon

Radius supports the following

purpose:

s Point-to-

. Password Authen

» Challenge Handsh

= Simple UNIX Login

. Extensible Protocol

» Radius is extensible;
and software implement

« Stateless protocol, using UDP, ru

Mechanisms
rotocols for authent;

Point protocol - PPP
tication protocal - PAP

ake Authentication Protocol - CHap

most vendors of Radius hargy,,
their own dialects, ¢

ns at port 1812.

Architecture of RADIUS

User
Other remote
PPP SLP connection
protecol
Network Access Server
RADIUS

Figure 5.4 Architecture of RADIUS
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First the user initiates authenticatiop to
! gerver (NAS).
The network access server then reqyes
*  and passwmd ora challenge (CHAP),
The user replies.
ypon receiving the user's reply, the Ropjys client sends th
e

jsername and the uniquely enc ted
S s Typted password to the

The RADIUS server accepts or rejects the user

client is configured properly then:
The Client starts with Access-Request, *

the network access

L]

gnce

The Server sends either Access-Accept, Access-Rei
Access-Challenge. cess-Reject, or

Access-Accept keeps all the required attributes to provide
service to the user.

The Network Access Server (NAS) is a service element
that clients dial in order to get access to the network. An NAS is a
device having interfaces both to the backbone and to the POTS or
[SDN, and receives calls from hosts that want to access the
packbone by dialup services. NAS is located at an Internet
pmvider's point of presence to provide Internet access to'its
customers.
RADIUS servers has following functions — AAA
Authentication: Verify the user is who he/she claims to be:
» Use Password, Special Token card, Caller-ID, etc.
= May issue additional ‘challenge’
Authorization:
« Check that the user may access the services he/she
wishes. .
« Check database or file information about the user
Accounting:
= Record what the user has done.
» Time online, Bytes sent/received, Services accessed,
Files downloaded. etc.
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i
1US ‘
Working Me':ha"r:s:l o I:Zt[:vnrk Access Server (NAS) to ey, I}
The user € ... identification. i
particular resource Us ltst;]‘l identification credentialg to '
The NAS 'rar:ra fo-‘;m of Radius Access Request mESSatha |
RADIUS server In t zfcredential information along with sg d
This rccnfest cm}'lsfs hetwork address, account status and sq on, |
inform;}t]wn i‘:‘;r thon verifies whether the credentials are true
e se

;  ation schemes:
not using authentica llowi
The server then returns one of the following Fesponseg to

|
l‘.irl

NAS: | .
a.  Access Reject (I
resource access)
b,  Access Challengé (Re
from the USETS such as secon
Access Accept (Grants access to th
ess for the resource from N As, e |
Accounting Start that indicateg the

ndicates that the user is denjeg "

quests for additional i"for‘“atiun
d password, tokens, and s, on)

e user)
C.

After the user gets acc
NAS sends the RADIUS server
user has started to use the resource.
o It generally contains user identification, network addres
and session identifier.
e The Interim Update Record can be sent . by the NAS ,
RADIUS to update the status of an active session.

e  When the user closes the network access, NAS sends
RADIUS Accounting Stop Record.

The main advantage of the centralized AAA capabilities of 3
RADIUS server are heightened security and better efficiency,
RADIUS servers provide each business with the ability to preserve
the privacy and security of both the system and each individual
user. Hence, RADIUS enables centralized running of certification
data like usernames and passwords. The RADIUS server can
accumulate these certified data locally, but it may also store |
authentication data in an outdoor SQL database or even an
external Unix file, In fact, the RADIUS is an exceptional option to
do accounting without any hassle. It can also improve safety by
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ond [US server, the , If peopl

Cer the RAD Y would haye everything, ple take
Mail Server

Email service is one of the most often —

used seryi :
most everyox.]e has at least one email acs:}‘TES globally,
i on the email send button and deljve hit. A]thuugh
i appear seamless, a lot of events Ty of an emai]

take place behj
nes to make sure that the email reaches its final desti::tli"d the
on.

The functionality of a mail server can pe gy
: i vided
into tWO0 processes: sending and receiving emajls, The folljlmafﬂy
lwm protocols oversee these processes, owing
sending email: Simple Mail Transfer Protaco] (SMTP)

Receiving ‘email: Post Office Protocol (POp
Message Access Protocol (IMAP) (POP) / Internet

Terminology

Mail User .'.\gent (MUA): TI)e MUA is a component which

interacts with end users directly. Examples of MUA are

Thunderbird, MS Outlook, Zimbra Desktop. Web mail

interfaces like Gmail and Yahoo! are also MUA.

. Mail Transfer Agent (MTA): The MTA is responsible for
transferring an email from a sending mail server all the way

to a recipient mail server. Examples of MTA are sent mail
and postfix.

. Mail Delivery Agent (MDA): Within a destination mail
server, local MTA accepts an incoming email from remote
MTA. The email is then delivered to user's mailbox by MDA.

« POP/IMAP: POP and IMAP protocols are used to fetch
emails from a recipient server's mailbox to recipient MUA.

. Mail Exchanger Record (MX): The MX record is the DNS
entry for mail servers. This record points to the [P address
towards which emails should be shot. The lowest MX record
always wins, i.e., gets the highest priority. For example, MX
10 is better than MX 20.
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I send button, SMTp r ort number for server ; \
der clicks F the m a sender-sj (MT& pHCPP _ €ris 67 and for cligg
When a SER e]'ver}’o email from a S€NC Side g, ) n DHCP, the client and server Siefiarl Is 68,
ensures end t0 end dell reaching the destmat!on serve,.’ & 1o make 2 connection, also calleq D(};lges 4 messages in
0  destination sew?r'aﬁon server accepts the emall,]' and hap s: or d;rmessages | Process byt there
n ites t ; .
MTA local to the 4 The MDA then " fe € emaj| o M| gre . DHCP discover message
over to the 1062 the recipient checks for emails, they i . %
S —— en ; IMAP. ay 2. DHCP offer message
receivers mailbox. . rotocols like POP or ;
fetched by MUA by using P 5, DHCP request
R 4. DHCP acknowledgement message
N :
V | 5. DHCP negative acknowledgement message
= " ¢. DHCP decline
sendet T 7. DHCP release
g. DHCP inform
e . Regs
: ontw . Mail Server Operation client server
Figure 5.5 Block diagra™ of
DJSCQEV
5.4.5 DHCP Server , eSS
amic Host Configuration Protocg)
DHCP stands for Dyn : OFFER
|t is a network protoco! that enables the seryer & — %
fi - M
automatically assigns an IP address £0.2 host from a defined rang, %’
configured fora network. - l
DHCP is an application layer prptocnl that is used to proyig, M.@E_
subnet mask, router address, DNS address and vendor clag
identifiers. 2 i |
DHCP is controlled by DHCP server that dynamicaly ) _ _
distributes network configuration parameters such as IP, subpet Figure 5.6 DORA process for message exchange in DHCP
and gateway address. {.  Auserstarts a computer with DHCP client.
Disadvantages of manually configuring the hosts 2 The client sends broadcast request looking for T
It can be done manually by a network administrator. It is server to answer.
easy in-home network but for large organizations, it is very | 3 The router directs the broadcast request packet to the
difficult. It is also prone to errors and mistakes. corrsct DHCP server,
Configuring a host using DHCP requires:, 4 The server determines appropriate IP address based on
+  Leased IP address: IP address to a host that lasts for a availability and set policy on receiving the request packet.
particular duration. ' 5. The determined address is reserved for the client
«  Subnet Mask: The host can know on which network itison. | temporarily and sends the clientan OFFER packet.
. Gateway Address: It lets the host know where the gateway 6. The client sends a DHCPREQUEST packet to the server for
is to connect to the internet. using that address.
|134] INSIGHTS ON INTERNET AND INTRANET , DESIGNING INTERNET SYSTEM AND SERVERS |135]
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t confirming the |
CPACK packe 5 8
7. The server sen:S DH rver-specified peh’o; o
that address

time.
DHCP entities

1. DHCP server:
address) on leasé: It

It provides the network infﬂrmaﬁ““ b
ok age i
maintains the st‘or ge of availapy, b

ddress. .
: HCP client: It makes request to obtain IP to server,
'2. . . Using DHCP relay agent, we can confi,
3. Relay agent: USINE ” "
multiple LAN'S with single server.
Advantages of DHCP .
The merits of using DHCP server are:

. Centralized management of IP address

. Easeofadding new clienton the netwurkb N
Reuse of IP address that reduces number of IP that i

required.
Disadvantages of DHCP . -
The major disadvantage of using DHCP server is:
. 1P conflict can occur.
—
5.5 Cookies 57

5.5.1 Introduction to Cookie _

A Cookie is often a small'piece of data sent from a webgjte
and stored in a user's web browser while a user is browsing
website. The data stored in the cookie can be retrieved by the
website to notify the website of the user's previous activity whep
the user browses the same website in the future. Cookies were
designed to be a reliable technique for websites to remember the
state of the website the user had taken in the past.

5.5.2 Types of cookie

The various types of cookies are described below:

. Session cookie: A user's session cookie for a website
remains only while the user is reading and navigating the

[136] INSIGHTS ON INTERNET AND INTRANET

website. A session cookie js Created whep
ot set at cookie creation tim, Web by, AN EXPiry date fs
delete session cookies when the |, Wi ‘t}’:‘-'sem Benerally
persistent cookie: A persister il w_‘: browser,
gessions. If a persistent cogkie iy Max.; 1
then the initial value set in whicp, cookie wnug];
to the Server every time the user visiteq g, se
year. This would be used tg record an impo
information such as how the ys
website. Because of this reason p
called tracking cookies.

Outlast yger
Setto 1 year
be sent back
Tver within 5
i Tant piece of
er .lmtia]ly Came to this
Ersistent cookieg are alsg

secure cookie: A secure cookje has
that is enabled and is only used via j
cookie is always encrypted when trg
server.

Http Only cookie: The Http Only cookie is
most of the modern browsars, '

First-party cookie: First-party cookies are cookies set with
the same domain in our browser's address bar.
Third-party cookie: Third-party cookies are thoge cookies
being set with various domains from the one shown on the
address bar ie. the web pages on that domain can have
content from a third-party domain

Super cookie: A super cookie is a type of tracking cookie
inserted into an HTTP header by an Internet Service
Provider (ISP) to collect data about a user's internet
browsing history and habits. Super cookies can be used to
collect a wide array of data on users' personal internet
browsing habits including the websites users visit and the
time they visit them. It does not matter which browser is
being used or if users switch browsers.

Zombie cookie: A zombie cookie is any cookie which is
automatically recreated after deleting it. This is
accomplished by a script that stores the content of the
cookie in some other locations, such as the local storage

the secure attribute
TTPS, assuring that the
nsmitting from client t

supported by
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5.5.3 How Cookies Works: /x

Steps

5.5.4 Advantages of usin cookies

5.5.5 Disadvantages of using cookies

con :

that is available t0 fla;I; and then recreating the &
e hanisms . ; Ok

client-side '“‘izres when the cookie's absence is detecte q b
from backup s ;

ebpage.
Consideruserbrowseanew webp gl N |
rver, the web server 'Ssuesa

to se
At first, webpage request

okie.
;t;te server sends back with requested page and ookje, .

the web browser. B
in memory and sendsg
The browser stores the cookie hack tu

the server with each subsequent request. |
h request, the cookie is Presen,

inspects eac i
The server insp ding the user (identity, old :r

server maintain state regar
new user, activity)-

The advantages of using cookies are:
Cookies are simple to use and implement.

They occupy less memory, do I!Ellt require any seryg,
resources and are stored on the user's computer so no ext,

burden on server.
We can configure cookies to expire when the browse
session ends (session cookies) or they can exist for ,
specified length of time on the client’s computer (persisten
cookies).

Cookies persist a much longer period of time than Session

state.

The disadvantages of using cookies are:

As mentioned previously, cookies are not secure as they are
stored in clear text, they may pose a possible security risk
as anyone can open and tarhper with cookies. You can
manually encrypt and decrypt cookies, but it requires extra

—

[138] INSIGHTS ON INTERNET AND INTRANET

coding and can affect applicati

the time that is required fo. NCTYplion ang
nd dec

he size of the coq
(20 per site jn g
bling cookies on

Iyption,

kie text (4kb

in general), number of cookje
eneral), etc,

user has the option of djs,
from browser’s setting,

ies will no i ”
,  Cookies t work if the Security leve] s :
the browser. et to high in

Users can delete a cookie,

his computer

Users browser can refyse cookies,
anticipate that possibility,
Complex type of data not atlowe
allows only plain text, (ie, coo
content)

S0 your code has to

d‘ (e.g, dataset etc). It
kie allows only string

5.5.6 Uses of Cookies
The major 3 uses of cookies are:
. :::‘;:x:::iiz;e;ntﬁo“kies may be used in maintaining
across multiple visits, Co:klisse:v::eni?f o
: roduced to procure a
way to implement a “shopping cart", a virtyal device into
which users can store items what they want to purchase as
they navigate throughout the site. Allowing users to log in
to a website is an often use of cookies. Generally, the web
server will first send a cookie that contains a unique session
identifier. Then only users submit their credentials and the
web application authenticates the session'and it allows the
user access to services,
. Personalization: Cookies are also used to remember the
- information about the user regarding their visit a website in
order to show relevant content in the future. For example, a
web server can send a cookie that contains the username
last used to login to a website so that it can be filled in for
future visits.
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king cookies can be us;d t;Dtraclk inte i
. TmcMng’bT;?;wsing which can als{:hafmq:zsg pary y
user’s we  address O mputer i the o
usinlg thegerrﬁf feld of the HTTP reque er, by the
g cision.
cookies allow for greater pre

- vics of Cookie
55:1 Characteris™=> tics of cookies are:

ic characteris i :
The bas ific i, adomain e.g, facebookm

. in spec
. Cookiesare domain p okie created by another domain

read or write toa €0

ot
cann s is done by the browser for securi,

e.g, yahoo.com: Thi

purpose. o miii T
¢c. Each browser store
Cookies are browser specifi i

cookies in a different location. Tl.w cookies are browse,
specific and so 2 cookie created in one browser (eg, i
Google Chrome) will not be accessed by another browse,

(Internet Explorer/ Firefox)- |

Most of the browsers store cookies in text files in clear -
. w : :

So, it's not secure at all and no sensitive information sheyjg

be stored in cookies.
Most of the browsers have restrictions on the length of the

text stored in cookies. It is 4096(4kb) in general but coylg

vary from browser to browser.

Some browsers limit the number of cookies stored by each

domain (20 cookies). If the limit is exceeded, the ney

cookies will replace the old cookies.

. Cookies can be disabled by the user using the browser
properties. So, unless you have control over the cookie
settings of the users (for e.g, intranet application), cookies
should not be used.

+  Cookie names are case-sensitive. E.g, UserName is different
than username.

5.6 Content Delivery Network (CDN) |

CDN is short for Content Delivery Network. A CDN is 4
system of distributed servers (network) that deliver pages and

B—]
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Tl

web content to a user, baseq qp th .
he user, ‘the origin Diftht? Webpage a:dget?img)}:::eiucatiops of
gerver- TS Se.z';?f oo Ve in speeding the gy, ok delivery
of websites Wil 115 trafﬁ.c and websites thay have ?Of S

e closer the FDN SEIVEris to the user geographic ﬁ obal reach,
¢ content will be delivered to the User, CDNsa ?r the faster
rotection from large surges in traffic, also provide

A properly configured CDN may also h
4gainst some common malicious attacks, ¢
Denial of Service [DDOS] attacks,

elp protect websites
uch as Distributeq

Figure 5.7 CDN Configuration
working of CDN
To minimize the distance between the visitors and your
website’s server, a CDN stores a cached version of its content in
multiple geographical locations (aka, Points of Presence, or
PoPs). Each PoP contains a number of caching servers responsible
for content delivery to visitors within its proximity.

Servers nearest to the website visitor respond to the
request. The content delivery network copies the pages of a
website to a network of servers that are dispersed at
geographically different locations, caching the contents of the
page. When a user requests a webpage that is part of a content
delivery network, the CDN will redirect the request from the
originating site's server to a server in the CDN that is closest to the
user and deliver the cached content. CDNs will also communicate
with the originating server to deliver any content that has not
been previously cached.
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ss of pouncing through CDNs s
The proce

a-user would know jf ,
. yser. The only way & 5357
tmn;parent;os ;1;; ;;Sif the delivered URL 1S different than th
has been ac

that has been requested.

€3 rly
CDN

Advantages of CDN

website load times.: By distributing Contg,
‘ 325:: 1b;:Jnf-.rebsite visitors by US‘.".Bt Elrs‘liax‘"b:’riCDN Seryg,
(among other optimizatio.ns); visitors exp : ence faggy,
page loading times. As ViSll’t'Jl'S are n;ore inc llned to cligy
away from a slow-loading site, a CDN can reduce bDUnce

rates and increase the amount of time that people spepq %

the site. . .
«  Reducing bandwidth costs: Bandwidth consumption Costs
mary expense for Website

for website hosting are a prl. Ty € !
Through caching and other optimizations, CDNs are ab]q to
reduce the amount of data an origin Server must proyj de,

thus reducing hosting costs for website owners.

Increasing content availability and redundancy: Large

amounts of traffic or hardware failures can interryp

normal website function. Thanks to their distributed Nature,

a2 CDN can handle more traffic and withstand hardware

failure better than many origin Servers.

. Improving website security: A CDN may improve security
by providing DDoS mitigation, improvements to security

certificates, and other optimizations. _
M

Origin

coN oo

g o

Visitor

€D domain.com/indexhtmi g €3 rLancom
DNS Server
Figure 5.8 Working Mechanism of CDN
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. drives. It aims to optimize resource use, max

D |

genefits of CON
The benefits of using CDN are listed bejgyy-
jmprove page load speed '
Handle high traffic loads

Block spammeTrs, scrapers and other hq bots
Localize coverage without the cos

Reduce bandwidth consumptiop,

Load balance between multipje servers
Protect your website from Dpgg attacks

. Secure your application

@ Balancing: Proxy Arrays

Load Balancing improves the distribution of work]
ACTOSS multiple computing resources, such as com C:te o
computer cluster, network links, centra] processing unit[:, orrfi,isi
minimize response time, and avoid ovem;?lz; t:;;ug;llr? ul:e
resource. Load balancing usually involves dedicated softwaregor
hardware, such as a multilayer switch or a Domain Name System

server process. Load balancing divides traffic between network
interfaces on a network socket.

Load balancing is the process of distributing the incoming
traffic across a server pool in an efficient manner.

5.7.1 Load Balancing Techniques
1. DNS Round Robin
2. Internet Cache Protocol (ICP)
3. Cache Array Routing Protocol (CARP)

1. DNSRound Robin
DNS Round Robin is a simple technique of load balancing of
various Internet services such as Web server, e-mail server
by creating multiple DNS. A DNS is configured, so multiple
IP addresses correspond to a single host name.
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e server 10 round-

robin through t
- MR each new request

s for ) |
addresse gifferent clients aré pointed to d]ffel'ent
This way:
servers

orks? _
How Do;S I::VDNS server {0 send a list of 11; add“’-sses :
g ame. For
Youe:al _f:rvers e h“;m red to retu exampie,
:::: dnsknowledge.com may be configu ™M tw, <

address as follows:
_202.54.1.2
. foo.dnsknowledge.com 202.5

-202.54.1.3
. dnsknowledge.com
: li;uzf the time when @ user makes f““'fi"SkHOWledge_cn
a uest will go to 202.54.1.2 and rest _wtll go t.ﬂ 20254, 3
:quther words, all clients would receive service from
n s

different server, thus distributing the overall load amop,

Servers.
Round Robin DNS Usage

1. Load distribution.

2. Load balancing.

3. Fault-tolerance service.

Internet Cache Protocol (ICP)

ICP is a UDP-based protocol used for coordinating wep
caches .by querying proxy servers for cached documents, [t
purpose is to find out the most appropriate location to
retrieve a requested object from in the situation where
multiple caches are in use at a single site. The goal is to use
the caches as efficiently as possible, and to minimize the
number of remote requests to the originating server.
Typically, they are used by proxy servers to check other
proxy server’s cache.

Using the Internet Cache Protocol (ICP)

The Internet Cache Protocol (ICP) is an object location
protocol that enables caches to communicate with one
another. Caches can use ICP to send queries and replies

) 4

about the existence of cacheq ypyg oy
ocations from which to retrieve hose URLs. |
exchange, one cache will seng an ICp q
particular URL to all neighhon‘ng caches, Th
then send back ICP replies that jpgicyp,
contain that URL. If the caches do not co
send back miss. If they do contajp the U
hit.

Routing Through ICP Neighborhoods
IcP c‘an i ft'}r_ COmll'numcat:oP among proxies Jocated
in different administrative domains, It enales 3 pr
cache in one administrative domain to communicate »Eimxz
proxy cache in another administratiye domain. It is effective
for situations in which several Proxy servers want to
communicate, but cannot all be configured from one master
proxy as they are in a proxy array.

Figure 5.9 shows an ICP exchange between proxies in
different administrative domains, The proxies that
communicate with each other through ICP are called
neighbors. You cannot have more than 64 neighbors in an
ICP neighborhood. The two types of neighbors in an ICP
neighborhood are parents and siblings. Only parents can
access the remote server if no other neighbors have the
requested URL. Your ICP neighborhood can have no parents
or it can have more than one parent. Any neighbor in an ICP
neighborhood that is not a parent is considered a sibling.
Siblings cannot retrieve documents from remote servers
unless the sibling is marked as the default route’for ICP, and
ICP uses the default.

Each neighbor in an ICP neighborhood must have at least
one ICP server running. If a neighbor does not have an ICP
server running, it cannot answer the ICP requests from
their neighbors. Enabling ICP on your proxy server starts
the ICP server if it is not already running.

out the best
N a typical |cp
uery about g,
0se caches will
whether they
ntain the URL, thEy
RL, they send bac

—
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Marketing
domain
Enginee'i"d
__gg__mi__l"_.. proxy B

proxy A L £

e

proxy E

,___-——-'-'-
Sales
domain

¢ administrative domains

Figure 5.9 Proxy in differen
Cache A'rray Routing Protocol (CARP)
The Cache Array Routing Protocol (CARP) is used in loag.
balancing HTTP requests across multiple proxy cache
servers. It works by generating a hash for each URL
requested. A different hash is generated for each URL and
by splitting the hash namespace into equal parts (or
unequal parts if uneven load is intended) the overall
number of requests can be distributed to multiple servers.
CARP enables proxy servers to be tracked through an array
membership list that is automatically updated using a Time
to Live (TTL) countdown function. This function regularly
checks for active proxy servers in the array.
CARP uses hash functions and combines the hash value of
each requested URL with each proxy server. The URL/proxy
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serv

the 1
cnables 2 web browser or downstream

know exactly where a requested yp|, is |

er hash with the highest vajye be
nformation cached. This results
for all cached informatiop in

€Omes the owper of
2 determinstic
the array, which
Proxy server to
ocally stored, or

where it will be located once it has been, cached

CARP provides various benefits, Some of thep are:

It save.s network bandwidth by avoiding the query
messaging between proxy servers, [t yges hashing to
select the server. So, there is no necessity of queries,

[t eliminates the duplication of content that occurs
when proxy SETVers are grouped in arrays, resulting in
faster response times and more efficient yse of server
resources.

CARP has positive scalability. Dye to jts hash-based
routing and its resultant independence from peer-to-
peer pinging, CARP becomes faster and more efficient as
more proxy servers are added.

CARP automatically adjusts to additions or deletions
of servers in the array. The hash-based routing means
that, when a server is either taken offline or added, only
minimal reassignment of caches for specific URLs is
required.

CARP ensures that the cached objects are either
distributed evenly between all servers in the array. So, it
eliminates the cache redundancy.

How CARP works?

Given an array of Proxy servers.

Assume array membership is tracked using a
membership list.

A hash value Hs is computed for the name of each proxy
server in list (only when list changes).
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is con‘lP”tEd for each Nam, r
of

, Ahash "alu;[,ﬂu %
equeste ue'st ombined hash value Hes p

o For® cpallser’® [HS'H“]E et
compUte® " select €V

ohest
, UsehiB cked through an array mempg,

All serr.rel‘s ?;;ined in Active Directory. Array '“Ern ll‘l
sl ”"ﬁi‘iﬁ‘i o 2 dot,
2 i necess ssary, upda ) membmhlp]e
When requesting®” object; the client OF downstr‘*am
e membel‘s p list, together with a hash fup “’&
uses the name of each requested URL, to g, 0y
rmlr!

u[es fOI'
::::51 cerver should service the request
The hash value of ¢ URL is combined with the hag,
ver. The URL+ISA Server hash
th
at o Figure 5.10 CARP Hierarchical Routi
outing

for each | ISA 5¢
up with the highest value becomes "owner*
p of

information cach®.

The server checks if it should handle the request |
then it ends the request to another member g
specifying its intra-array [P address. ’ g
CARP: Hierarchical Routing

+ Oneserveractas director using Hash routing,

« (Cachehitrate is maximized

« Single point of failure

CARP: Distributed Routing
« Requests can be sent directly to ANY member of t
Array.
« Route request to best score if not me.
Users don't implement funcion.
and forward Wmmgg'u proxy

« Don't cache response if redirected

Figure 5.11 CARP Distributed Routing

|148] INSIGHTS O
N INTERNET AND |
NTRANET
DESIGNING INTERNET SYSTEM AND SERVERS |149]

Scanned with CamScanner



<

in
fLoad Balan! -
5.7.2 Benefits 0 ¢ using load palancing in the Netwopy X

The advantages ©

as follows: it sarve o
High traff s - the correct oo ny ¢

1. fge ul5 concurrently and return inforp, tinr
X rti:m So, a load balancer routes these requests t, al N

. ’ 3 .

o:pab!.e servers it maximize speed and Capag ;
C
utilization. .

2. . Load balancing helps to improve the'perfurmanr'e & e

. web sites by ensuring no any server is over loadeq y, N

other servers are idle It makes utilization of g E
available servers to distribute the work load equally,

3. Itis capable of sending requests to ofﬂy‘ tlhe active Serve
thus ensuring high availability and reliability.

4 It provides flexibility t0 add or remove Servers as per
necessity. On adding a new server, it automatically stapy b
send requests to that server too.

. » . ———-—..._\

58 ServerSetupand Configuration Guidelines

———_
The factors to be cons idered for proper network design are

1. Connectivity and Security
2. Redundancy

3. Standardization

4. Disaster Recovery

5. Growth Management

Guidelines to design proper network design

Determine the exact goal of network to be designed.
Estimate required devices and their specifications.
Estimate cost for the network design.

Create a network topology.

Determine number and type of devices to be connected to
the network.

Secure the designed network using various securily
measures.
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and Redunda :
, BackuPl]_ NCy to improye System reliahj;
ava[labl ity. . 1a []Ity and

€m.

scurity and System Adminis .
5 :nd content Filtering tration Issyes, Firewalls

591 gystem Administrator
" The person Who is responsiple f,

: ; I setting
aintaining the syStem is called as the gygion oy %, P 20
gystem administrators may be members of an inf, I'afor.
(echnoloBY department. Ormation

The system administrator is responsible for followi
wing

things: .
Analyzing system logs and identifying poteniy ; .
computer systems. 1al Issues with

Introducing and integrating new technologies into exis
data center environments,

*

ting

Performing routine audits of systems and software,

performing backups.

. Applying operating system updates, patches, and
configuration changes.

+ Installing and configuring new hardware and software.

«  Adding, removing, or updating user account information,
resetting'passwords, etc.

+  Answering technical queries and dealing with. often
frustrated users.

' Responsibility for security.

+  Responsibility for documenting the configuration of the
system.

+  Troubleshooting any reported problems.

5.9.2 System performance tuning
Itis the process of ensuring that the network infrastructure
Isup to date and running.
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planning, logistics (nety,

ci e
capacity e to install, wiring, 'Padd

. Pla“nin @ﬁons’ \'\"her

. ¥ !O . 1
design, 59;:5 er ; " pwork service providers (ISPs)
assignments, -/

humidity, electrica),
 prearig - TR s and ablingstandacs,
security, ET:;B ment (preparing for 2 service changeg)
::::t;gl;:gahardware - Computers, terminals, disk rive,
inters,
CD-ROL‘{S,'RM-L II;:“ i preventaﬁve maintenance [ﬂauy
. Mamtam’“gboﬂt and shutdown systems when nep_.ded'
;J‘::l::ts .I:“»l'ckup media, tune syStems for performance

. Monitoring - Printers,
workstations, performance, a

larl,
regularly software - 05 (kerpg

i i ving
. Installmg/upgradmg/remu s -
patches, new device drivers, =), applications (new Versiong

DLLs, new configurations), documentation
. Backups and archives
. Configuring - Kernel, ne
¥ Window, accounting, q
web and other servers.
Trouble-shooting - Network connections, services thy
don't start, faulty security _
Maintaining local documentation - New user’s guid,
policy and procedure documents (security plan, disaster
recovery plan, administrative  procedures,  servic
request/bug report forms, .), man pages for add-on

software
. Help and educate users - This includes working with your

management (who sometimes needs the most help and
education even if they don't think so), helping new users,
experienced users, and yourself

. Cost
g tey

disk space, network, serverg i
nd security, and all log g

tworking software such as Samb;
uotas, security, mail, news, time,

5.9.3 Network Security Issues and Solutions

»  Non-complex or Weak Network Access Passwords: Most
network system administrators are open to an “old school’

r

xploit known as brute forcing, I o
netwﬂrk security - password yy|pe
implemented “CAPTCHA Tﬂchnology,"
ven network security administratg
cecurity, in regard to Countering b
cecurity administrators should re
complex passwords as well as j
expiration system to help reming
pa‘stords often.

outdated Server Application or Software:
cunsm“tly release patches in order to ensm:e
system is not vulnerable to new public threats, Hac,
consistently release new threats and exploits \-'v.rl'l'ichac @
allow harm to befall your network if these patches arfauu{d
in place. A simple solution is to ensure your syst:'(:::
administrator is regularly informed of new threats and j
updating your applications on a monthly basis,

Web ’Coc‘)kies: Unencrypted cookies are a major network
security 1ssue because they can Open your system to a XSS
(Cross Site Scripting) vulnerability and that is a major
privacy concern. The solution is to ensure all of your
network cookies are encrypted and have an encoded
expiration time. Your network administrator should also
force users to re-login any time they are accessing sensitive
directories in your network.

Plain Hashes: A Salt (which is another type of encryption)
is added to Hashes in order to make a lookup table assisted
Directory Attack (or Brute-Force). So even if an attacker
gains access and compromises your database (table), it will
still be very difficult for the attacker to retrieve the
information. The best way to enstre safety in regard to
Hashes is for your network administrator to hide the Salt
(or encryption key), because if the hacker is able to gain
access to your Salt encryption, they can access your
network system. Salt all of your Hashes. No Salt means no
security.

rder tqo COTTeCt this
rability, they have
This technology has
IS a false sence of
ru‘te forcing, Network
quire the creatign of
mplement 3 password
users to change thejr

Companies
that your

B—
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d Server Base): A shared

g st BY -(“Ot (;eomany websites reside on g, th
ice is whe [nternet: Each site sits on g ueh

the gpace ON the Server, to ko, "
sites. The best solution is g 1:‘
and/or Secure Cloud Hosting e

It §§ commonly used for broadcast meg
all the packets passing by, Itcaa
data. Solution: All hostg in an
nat checks periodically i hu;

mode. There is one hogt e

hosting service
server connecteé

and promiscu
read all the unencrypted
software €
omiscuous

media.

organization run
interface is in pr

dcast
segment of broa ) e
. Ip Spoofing: Itcan generate raw' IPp Y fro

application, putting anY value into IP source ;“;d"ess fielg
Receiver cannot tell if the sourc.e is SI:,QUO e . So.lutiun:
Routers should not forward outgoing pac er; with iy,
source addresses (eg» datagram source address not

router’s network).

. Denial of Service (D0s): It describes the flood

maliciously generated packets “swamp” re::eiven Solutiop,
Filter out the flooded packets before reaching the host ang
throw out good with back. Trace back to Source of floods,

5.9.4 Firewalls

Firewall is a part of computer system that is designed t;
block the unauthorized access to the network while permitting the
authorized - communication. Based upon the set of rules, it
monitors all the incoming and outgoing traffic. In addition to
limiting access to our computer and network, a firewall is also
helpful for allowing remote access to a private network through
secure authentication certificates and logins.

Firewalls can be implemented by using hardware or
software or the combination of the both.
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= } ' Internet
i) - . (Extemal Network)
jnternal Network
Figure 5.12 Firewai]

Hardware Firewalls: It can be purchased as a standal
product but are also typically found in broadbang rout?arIe
and should be considered an important A G rs,
and network set-up. I system
Software Firewalls: They are installed on your computer
(like any software) and you can customize it; allowing you
some control over its function and protection features. A
software firewall will protect your computer from uutside
attempts to control or gain access your computer.

Types of Firewalls
There are 4 different types of firewalls. They are:
1. Packet filter firewall
2. Application Firewall
3. Circuit Level Gateway
4. Next generation Firewall (NGFW)

1.  PacketFilter Firewalls
A packet filter firewall can forward or block the packet
based upon the information such as source and destination
IP address and types of transport layer protocol (TCP or
UDP). A packet filter firewall is a router that used a filtering
table to decide which packets must be discarded.
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Figure 5.13 Packet Filter Firewall

r Proxy Firewalls

Sometimes We need to filter 2 message based upon th,
om .
information available in the message itself at the

application layer. .
When the user client process sends the message, the

application gateway runs a Server process ;0 l'eceil\?e .the
message. The server opens the pafcket.a‘t the apll’l‘f-‘atlon
layer and finds out if the request 1S legitimate. If it is, the
server sends the message. If it is not, the message js
dropped and an error message is sent to the external user,

2.  Application Firewalls 0

Client Web
Web Application

El:;] — Firewal

Application

Figure 5.14 Application Firewall
3.  Circuit Level Gateway:

It applies the security mechanism when a TCP or UDP
connection is established. Once the connection is

I—
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Figure 5.14 Circuit level gateway
Next Generation Firewall (NGFw) +

A newer class of firewalls, that filters network e
traffic based upon the applications or traffic types :?Et
specific ports. NGFWs blends the features of a stand:rlg
firewall with the Quality of Service (Qos) functionalities in
order to provide smarter and deeper inspection.

4-

59.5 Content Filtering

Web content is the textual, visual, or aural content that is
encountered as part of the user experience on websites. It may
include—among other things—text, images, sounds, videos, and
animations. :

A Content Filter helps decide which content is acceptable
for viewing and access through a given system. Software that
controls content, which is also known as web-filtering programs
or censor ware, is a term used for applications created and
developed for managing what information or media is allowed to
be seen by the end user.

Content filtering works by matching strings of characters.
When the strings match, the content is not allowed through.

For Example:

When a student attempts to access instructional and
appropriate content through his iPad, the system works like this:
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5.16 Content blocked to access
ks or permits certain types of traff,
Je extension, and protocol commang,
The content filter controls file transfers across the gateway by

checking traffic against configured filter lists. The content filte
module evaluates traffic before all otherlUT!'d modules, except
Web Filtering. Therefore, if traffic meets criteria _Conﬁgured in the
content-filter, the content-filter acts first upon this traffic.

You can configure the following types of content filters:

MIME Pattern Filter — MIME patterns (Multipurpose
Internet Mail Extensions (MIME) are an Internet standard
that extends the format of email to support: Text in
character sets other than ASCIL Non-text attachments:
audio, video, images, application programs etc.) are used to
identify the type of traffic in HTTP and MAIL protocols.
There are two lists of MIME patterns that are used by the
content filter to determine the action to be taken. The block
MIME list contains a list of MIME type traffic that is to be
blocked by the content filter. The MIME exception list

Figure

Content filtering bloc
based on the MIME type, fi

contains MIME patterns that are po;
cgnte"t filter and are generally syp,
plock st .
glock Extens.ion List — Becayse the
4 available during file transfers, using fj)
nighly practicall way to block or allow
content filter list contains a list of file
plocked: All protocols support the
e xtEﬂSion list.
PI"OtOCOl Command Block and Permijt Lists
’ pratOCOIS use different commands to COmMMmuni
servers and clients. By blocking or i,
commands, traffic can be controlled on the protocol
command level. The block and permit commang lists a:é
intended to be used in combination, with the permit list
ing as an exception list to the block list,

to be blockeg by the
sets of items on the

Name of 3 fil is
€ extensiong is a
file l‘ran_sfers_ The
extensions tq be
se of the block

— Different
cate between
wing certain

act
Wwhyis content Filtering Needed?

It is important to control the content on your network and
gow how your resources are being used. Often, employees will
tend to do private or illegal things in the work hours, due to
poredom OF other reasons. This will waste valuable work hours

and can possibly put you at risk if your network is being abused
for downloading copyrighted materials,

what does the Content Filtering consist of?

. Anti-Free Mail: This blocks access to official free email
providers such as Hotmail, Yahoo Mail, Google's Gmail, and
so on. The use of free email providers can often indicate
employees checking their private email during working '
hours. '

¢  Anti-Game: It is often a tempting to play network games
such as Counterstrike or other addictive games during work
hours.

*  Instant Message Recording: This provides monitoring of
the usage of MSN Instant Messaging to see if your
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during work h
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File Filter: This option blocks €0 B OF specifie

formats such as * axe, *zip, OF *rar ﬁles'depending ey
supervisor’s choice. This applies to emails, web bmWsIng:
and other protocols.

protocol Filter: This allows blocking of specific Protogy
rk. [n some locations, POP3  traffj. iz

his is often used by employees to cher
n working hours. You can custop,,

ours or even

owledge:

in your netwo
forbidden since t
their private email i
which protocols to block as well.

«  Block Websites: This allows blocking of websites of yy,
choice. Often, employees will spend hours daily to rey

news sites, gossips, and websites of personal intereg

during working hours.

5.9.6 Intrusion Detection System (IDS)

An IDS is a type of security system designed 1
automatically alert the administrator when someone o
something is trying to compromise information system through
malicious activity or security policy violations.

IDS works by monitoring system activity through examiniog
vulnerabilities in the system, the integrity of files and conducting
an analysis of patters based on the already known attacks.

In signature-based detection, a pattern or signature i
compared to previous pattern to discover the current threats.
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Figure 5.17 Intrusion Detection §; ystem

7YPES OF IDS
4 Network IDS (NIDS): It does analysis of the traffic jn the

whole subnet and will make a match
t .

py to the attacks already ki i -0 et passing

y cady known in a library of the known
attacks. If attack is found, an alert is sent to
administrator. the
2. Host IDS (HIDS): It runs on the individual hosts/ devices in
the network. It takes a snapshot of existing system files and
matches it to the previous snapshot. If any critical situation
is identified, administrator is alerted.

Metwork Traffic
Processing

Figure 5.18 Network IDS
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tions : LT
pastﬂxﬂm Ques | g Sel vlcr tiODle.;d “?HCP. Email, prp i
na ,
s free network for 3 e Applica ebservey -
e rednndant/!uol’ having 5 departmenEs vil. wireless Router (Access Point)

1. Design th any .
XYZ insurance :";‘:E rment. Internet departy, j, Assumptions:
including lntef;:'? with server links DNS, l;HCP. Emy; L et us assume a network as follows;
= e L
;?rl;,mim f,i::ce application Sf:er_;ndbewioi':‘r:;r-;h i 5departments (3 extran/w bits, 283 5. 5)
ns wl * ] =
' whic ed | .
main internet rou“tlers providers- Beside lnterneu i, DL 20 hosts (5 host bits, 255_2”20)
multiple tl,ll::t:::‘l' departments have 20 compute,, D2: 20 hosts (5 host bits,zas_zhznl.
def;l'::':;ose appropriate equipm:nt_ [:1, LZ ang L3) D3: 20 hosts (5 host bits, 25.25=20)
o sieal wires for i BOWIER CESET D4 20Thosts (S hostbits, 25
and phy: (2074 Bhadra] ) 5'2>=ZU]
et Internet: 6 hosts (3 host bits, 243.25=¢)
-Solutiom: As per above consideration, a class ¢ (5 host bit + 3

A RequirementAnalysis
Required: redundant/ loop
No of departments: 5
Internet Department: DNS, DHCP,

free network n/w bit) is sufficient with subnetting,

Let IP address taken=202.53.69.0,/24

Email, FTP, Insuranc,

Application and Web Server il LOEI_EEI Network Design
i+ 982 .72 >=6 —T n/w Address Subnet Mask |Broadcast Address =5
No of hosts=6(3 host bit, 232> ; each L e :3,1‘:_ g et i /
For other 4 departments: 20 computers éa — |27 [202:5369.0/27 [255.255255.2240202536931/27 [202.536931/27-
No of host = 20 (5 host bit, 245-2 >= 30) - . 202.536930/27
Given: One main router s |27 [202.53.69.32/27 |255.255255.224/202.5369.63/27 [2025369.33/27-
L1, L2, and L3 devices = 202.53.69.62/27
hvsical wires 3 |5 |27 [20253.69.64/27 |255.255.255.224{202.53.69.95/27 (20253.69.65/27-
Elgpica 202.5360.94/27
B.  Design Part s |5 (27 [202.53.69.96/27 [255.255.255.224{202.53.69.127/27(20253.69.97/27-
I. Components Required 2025369.126/27
Let us consider following physical devices are required nternef3 |29 [202.53.69.128/29]255.255.255.248202.53.69.135/29202.53.69.129/24
for network design. t\ 202.53.69.134/29
i.  One main router
ii. Switch
iii. Optical Fiber
iv. CAT 6 Cable
1162] INSIGHTS ON INTERNET AND INTRANET DESIGNING INTERNET SYSTEM AND SERVERS |163]
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Y DNS, DHCP, Email, prp '
J [ Wﬁh
One main router SEIver =5 hogs
(202, ;
{ 02?5533'5%94’21 L1, L'Z. andl L3 devices
Uiy Physical wires

pesigh part
B, components Required

Let us consider following
for network design.
{, One main router
i Switch
iji. Optical fiber
iv. CAT 6 Cable

ISP+
Give™

Physical devices are required

zﬁdzals%rg;tﬂcfrﬂ . v, PC/Laptop

vi, Server

vii. Wireless Router (Access Point)
"""""""""""""""""""""""""""""""" IL. Network Assumptions:

(202,53 a. 4departments
53,69,
2053615 b. DL 120hosts (7 hostbits, 2r7.25=120)

"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" - Dz: 120 hosts [7 host bitS, 2A7_2>:120)

- for IOE Puli D3: 120 hosts (7 _

2. Design the redundant network for IOE Pu]ﬂ,m . ch ( hosF bits, 217-252120)
campus with 4 departments including ISP departme, ISP: .osts (5 host bits, 215.25=5)
which are around 400m a part from each other, Threg Since, (7+2) =9 bits
departments have 5 labs each with around Therefore, we have two choices (Since class C is not
computers in each room. ISP contains server farm wjy sufficient)

server like DNS, DHCP, Email, FTP and webserver apg

e main nternet router which will be connected 1 Choice I: Use a class B IP and subnet it,

upstream provider. Propose appropriate equipmen Choice I1: Use a class C IP and subnet it,
(L1, L2 and L3) and physical wires for the networy Our choice: Let's take a class B IP and subnet it.
design. (2073 Magh) i.e, 130.0.0.0/16
Solution: 1. Logical Network Design
A.  Requirement Analysis oot ost Nafiw N/W Address| SubnetMask | Broadcast | UsablelP
o i | Bit | L Address | range
Required: redundant network for I0E Pulchwok Campus L 17 |25 [1300.00/25 |255.255.255.128(13000.427/25 |1300.0.1/25-
No of departments: 4 - 13000.126/25
02 25 |1300,0.128/25|255.255.255.128| 1300.0255/25 [130.0.0.129/25-
D1: 5 labs*24 computers = 120 hosts il ; iao.o.o.zsiizs
D2: * - D3 |7 |25  |130.0.1.0/25 |255.255.255.126(1300.1127/25 |[130.0.1.1/25-
5 labs*24 computers = 120 hosts / / 130311_,25,15
D3: 5 labs*24 computers = 120 hosts P |3 |29 |1300.1.128/29|255.255255.248|130.0.1.135/29  {1300.1.129/25-
1300.1.134/29 |
|164] INSIGHTS ON INTERNET AND INTRANET DESIGNING INTERNET SYSTEM AND SERVERS |165
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» T /_\ |
u are asked to desigy
, Yo tion which ha sgza Netwurk System

ork Desigh 3 -organiZﬂ differen¢ builg; for the

Iv. Physical Net (24 hon an 500-meter distance, Tpq main py; at less
ﬂ m Doooins wodu puilding which has Network/se er lding js 5 store
130000725 s o s pere are 3 computer training lap j, 1s:n third figr,
00 (24 hogy floor consisting of 20 compyerg ¢ each | 2% ang 2e
w ................. 3 rovide internet to alj Ja computers ab. Yoy need
30.0.0.2525  130.0.0.4g75¢ computers for staffs. Connect tyy,q u d?: Well as office
(24 hog( tWOl'k- You can suggest multip] Bs frum Fiber
) ne ) ple Numberg Wi
m B et ap and/or  Wired Networy Siters of Wireless
130.0.0.49125  130.0.0.72775 requirEment. Prepare the required or " your
(24 hos) documents and suggest a network for. 1 nrga.:f;hﬁ“m'
@ﬂ - ion,
130.0.0.73/25  130.0.0.96/25 Hon: (2073 Bhadra)
olut 0™
m ey 5 Requirement Analysis
SN St ot A
] .
130.0.097/25 130.0.0.120/s Required: Network System for an Organization
pepartment/Lab/Storey
(24 host
_@— m st) storey1(S1): 3 labs*20 computers = 60 hosts

. peanresasraraIany
130.0.0.128125. 130.0.0.129/25 130.0.0.52/25 StorB}'Z(SZ): 3 labs*20 COMmPULESS = 60 hoste

D2 (24 host .
‘ ost) storey3(S3): 3 labs*20 computers = 60 hosts
ﬁ— 130.0.05325  130.0.0.76/25 Network Room: Servers
Main router 24 jven: Wireless A
136.0.0.0/16 (24 hos) Given P
Wired N/W System
130.0.077/25  130.0.0.100/25
- (24 host) B. Design Part
Swioh? I. Components Required
130.0.0.101/25 130.0.0.124 ; ; .
& Let us consider following physical devices are required
Switch 10 {24 host for network design.
130.0.0.12525  130.0.0.148/25 i.  One main router
ii. Switch
(Similar to D1 & D2 ) _
. iii. Optical fiber
130.0.1.0/25 )
q iv. CAT 6 Cable
: (5 hosts
[Switch 10}—- " T ' v. PC/Laptop
130.0.1.128729 130.0.1.129/29  130.0.1.133/29
[166] INSIGHTS ON INTERNET AND INTRANET — DESIGNING INTERNET SYSTEM AND SERVERS {167
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e

vi,

vil,

Network Assumptions:

¢
Lot us assume on¢ ext

Lerver
Wireless Jtout

hosts

b,

The

required for separatin

Since, Class C is not sufficient, we take class B [p and

5 depa rtments

or (Access point)

fepartment for staffs wy,

206-25=60)

ots (6 host bits,
: 22 :::5 Eﬁ hast.hlts, 246-2>=60))
§3:  60hosts (6 host bits, 2°6-2>=60)
NR; Assumc ¢ servers (3 host bit, 2A3'2>=6]
Staff: 30 hosts (5 host bit, 2*5-2>=30)

above assumptions are for

a
g building)

single building (1 b fs

subnet it.
ie,130.0.0.0/16
1II. Logical Network Design
Dept[Host [N/W [N/W Address | ubnet Maskc [Broadcast sabe
|t |Bit : W3 |Address range
s |6 |26 |130000/26 [265255255.192|1300063/26 1130.0.0.1/26-
130.0.062/26
< |6 |26 [1300064/26 [255255.255.192(136.0.0127/26  |130.0.0.65/26.
' 130.00.126/26
3 |6 |26 |130.00.128/26|255255.255.192130.0.0.191/26 |130.0.0.129/26.
130.0.0.190/26
saff[s |27 [130.0.0.192/27|255255.255.224/130.0.0223/27 |130.0.0.193/27-
130.0.0222/27
NR [3 |29 [13000.224/29]255255255.248(130.0.0231/29 [130.0.0.225/29-
130.0.0.230/29

|168| INSIGHTS ON INTERNET AND INTRANET

l.l,yg!r.'al Network Desfyy
lvl Mt Bapiae,
Hunlding 1 .
3000010 :
Potlies 1
[ T— *W’{"?’:J}n
rl.‘.wrtch . - :
i R 0| {j_‘-v.'«L]. " ]
S— (] ~—I{ :.',]_
= Swihf——I— - r
0020 ‘@_ {_L\ﬂ JIT[TI o H " ‘-'ﬁ:ﬁf "3
13000 ) | L) .
8l 1 ) i 0
08 |
v,
a4
iy Swih W]
= | et 5
,wu.a.maﬁ' it EL.f § > < N
| ’ }30!},]‘ [ g
20 []
13000128126
1300.0.192/27
130.0.0.224/29

4, NITC building had 4 research labs each having 24
computers. All labs are located at the 1st floor. Each
computer is to be connected-in the network from NCR
located at 2" floor. Prepare a bill of quality (BoQ) with
necessary network resources required for complete
networking. The BoQ must include estimation of all
network resources required. (2072 Ashwin)
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Scanned with CamScanner



' \ Logi‘:al Network Design 1

Solution: v ﬁfﬁ digaiae mmf“
0 : ; pit | ———— ] I
A Requiremcnmnal)'sls " E ’E:";; 202.53.69.0/27 mznm llmwr-..
] o anti 931727 gy
Reqllll'l'.’d: Blll UFQu A f_..-—-—m—'———-______ : 202"’]"% 31/27.
No of labs: 4 b | A7 | @ [RERE 255'255‘255-224mmmmw
ac 12 ; 2025345
. 4 computers & | 3327,
For 4 labs: 4 comp 177 |2025369.64/27 ;5_5_232_5}}:?: 22536962/,
One additional NCR f 5 § 22412025369 95 - s 7
[N 296965127
B. Design Part /-'*5/' “;;- 202.53.69.96/27 255.255.255,274 202535905 202.53,69_94;27
|. Components Required 4 PR 2025369.67 5
. |
i, Onemain router /*';' 29 |202.53.69.128/29 Wsaen 2025369126127
; Switch Nk 12025369 12909,
ii. Swi | 202535
- I[P from 202. 2249134129
i, Optical fiber " Hence, 5369.104-20253,69.55 -
available for future use. still

iv. CAT6 Cable
. physical Network Design

v. PC/Laptop
vi. Server . 202.53.69.24/77
vii. Wireless Router (Access Point) | Switch
IL BillofQuantity - 202.53.69 gy oo
SN, item Description __|Quantity [Rate  |Cost ; ROV 536007 (24 hosts)
— - | 2500
1 [Router |1 250 BT [1202.53.69.5627
2 |Access Point 2000 1000¢ i ﬁ |J__’
202.53.69.32/27
3 |switch 15 ;330 ;5“” . 202.53.69337
AT6 Cable 500 metre {1000 )
4 (C - o I 0 Dwsiesmy
4-5 Assumed to e e |i-| ﬂ]
5 |Server > :
Network Connection |- avallable in. ‘the : PRBOHRT o0 s3698507 0
6 |Netwo organization Main m;"gz 4
7 |PC/Laptop As needed inititally. 202.53.69. — ql 9202.53‘69.12{}‘2";
— oWIILC
[11.Assumptions: é [f] |£|
202.53.69.96/27
a. 5networks (L1,L2, L3, L4 and NCR) : B30 202.53.69.97727
b. LI: 24 hosts (5 host bits, 245-2>=24) : [;] 1202336910229
L2 24hosts (5 host bits, 245-2>=24) | [Swich T T
i i AQ.75=
L3: 24 hosts (5 host bits, 245-2>=24) 202.53.69.96129

L4: 24 hosts (5 host bits, 25-2>=24) 202.53.69.97/29

NCR:  assume 6 hosts (3 host bits, 2/3-2>=6)
Let us assume class C IP address: 202.53.69.0/24

|70 INSIGHTS ON INTERNET AND INTRANET DESIGNING INTERNET SYSTEM AND SERVERS |171
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vi. Server

vii. Wireless Router (Access Point)

rs, propuse a redun
e hierarchical forp, ;i g

€ ;
5. Considering thes cture in o,

. hite
network desigl arc depal'tme"ts namely Hy

I Network Assumptions:

4 4 Departments (HR, Market;

: ‘ ng, Fin

pank having [UF marketing (20 PCs). Finance [:n b. HR: 21hosts (5 host b 2“5-2:--2311@' i

Resources ( 0 PC:():; : Fach department has Man, § Marketing: 21 hosts (5 hoétbits ;AIJ

PCs) and IT (30 T Department has manageq Finance: 46 hosts 6 host bite 2',\65-2>=21]

server. ) 28625

o DHEII;TP gerver and DNS Sew.e rlaSl - Uge IT: 34 hosts (6 host bits, 2"‘6—2>-—34§) £

SEl.'Vel'; 12 and L3 devices, physica w.n-es, Paty Let us assume class C [P address: 2

suitable L1, wireless access points, (3 12025369 /24

cords, patch panels and T Logical Network Design

: | ’-—-ﬂ-—- ‘N, _-—--—_——_-__"""--_._

Magh) . unf: : /W Address Subnu.lﬁsk Broadeast m—:—;
mpora ' 27 |20253690/27 (255255255 22 mﬁﬁ
A, Requirement Analysis AE— (S— SO ’ 015;‘59'3”2?'

Required: Redundant network design architecture in 27 |20253.6932/27 255255,255.224mmzs-seamj

.. ; ’ 6933/27.
hierarchical form. —T = |o0253 ¢0.64778 |oce pee o ——o 12025363.62/27
Departments: ;,;;: 6 | 26 [20253.6964/26 1255255255.192(202.53.69.177 35 20253696525,

L= —— | 2025369,

HR: 20PCs+1 DHCP=21 hosts . E-,.,-- 6 | 26 |202:53.69.128/26|255.255255,192 Mﬁx—%

Marketing: 20PCs+1 DHCP=21 hos I’(’_’__ A v

Finance: 40PCs+1 DHCP=46 hosts Hence, IP from 202.53.69.192-2025369.255 are s

IT: 30PC5+DHCP+FTP+H'I'I‘P+DNS=34 hosts
Use: L1, L2 and L3 devices

available for future use,
v. Physical Network Design

Physical wires | 202.53.69.2127
Patch cords —{_-—M ﬂ; ﬁl E‘
Patch panels 2025369021 oy sieoany - @A bost)
Wireless Access Point _ q L‘I.l 202.53.69.54/27
C.  DesignPart il [ N —
I. Components Required @ W53 202.53.69.33127
i. One main router Vil routice — [P Q202.53.69.Ill]!26
i. Switch 202.53.69.024 [ Switch | I Gl
jii. Optical fiber 202.53.69.64126 ) 53 6965126
iv. CAT6 Cable ;] Qz@z‘sz.sg.lsma
V. PC/Laptop Sviih R

|172] INSIGHTS ON INTERNET AND INTRANET
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e e ter labs each hayy,
6 ""]ﬂg_f(:‘i"iluiltﬂﬂﬂ hi:s';s'::"cul,::‘.flled at 20 floor ﬂﬂl;l[q 0
" computers: TV abs & floor. Each computey hu,
labs are 106 /% oinection via dual ports ¢, 0
redundant networkt = cted directly from Nl‘lwoﬁ
information outle jocated at ground floor. pPre :
Control Rnom“llm;. with necessary network res““rc:
e B Qu1.|1nl : for the complete “f-‘tworf‘ing- Yr.-.uf
:]i)qgi::;:i’l‘dqir;clude estimation -obi;:;lﬁ:::?::mn oy E'l
(faceplate), wireless M’,B 011-'?5 ';::v itcl;es. cords, 7,
ports patch panclsand 4 -P_ - Bhadm]
Ty
Solution:
A Requirement Analysis
Required: Bill of Quantity
No of labs: 6(with 30 computers each)
B.  Design Part
I. Components Required .
i, One main router ii. Switch
jii. Optical fiber jv. CAT 6 Cable
v. PC/Laptop vi. Server
vii. Wireless Router (Access Point)
11. Bill of Quantity .
s.N.|item Description | Quantity Rate Cost_|
1 _{Router 1 2500 2500—__—*
2 |Access Point 6 2000 12000
3 |Switch 6 1500 9000 |
4 |CATG Cable 500 20/meter ihba0
meters
5 |Server(optional) [4-5 Assumed to be available in the
6 |Network organization initially.,
Connection
7 |PC/Laptop As
needed

1. Assumptions:
a. 6 networks (N1, N2, N3, N4, N5and N6)
b. NI 30 hosts (5 host bits, 215-2>=30)
N2: 30 hosts (5 host bits, 245-2>=30)

T

N3: :ﬂ) hosts (5 host s S 1
N4: .'iﬂ hosts (5 host hih’ za:-:{_’;;’q]
N5: 30 hosts (5 host hiu-’ 2,,:_{”-“1]
NG: 30 hosts (5 hosy bi[o,' PR

f 2"';-2;;3]’,1

address, 20257

Let us assume class ( [p
3600/24

jcal Network Design
ral NEIVEE S

LOg™ /W Addr Subnet Drsadeant Adtrons| g e
(2t
s | V1V o=
P v Mo .
ok TP e —————
- 20253.690/27 | 255255255 204|262 53 31 1
il J 3y ;?Dz';'ﬂﬂ??iﬂ?- |
{4 " S |
/—;’“ 77 |202536932/27 (255255255, 224) 207537 |
: B 25385140 |
,-f_,..-—"-——-— Ezrz’? |
LN L i
— s |27 202.53.6964/27 |255.255.255.2241202 5341y 5577 | e
; . 2516 g5 7. |
__...-F"'"_.—--"‘ :262’,1!) - -'
| —"T37 |202.53.69.96/27 (255.255.255.224{207 5 P r—
- B0 1025385 9727,
i 12025345 124177 |
= 69.128/2 bzsainrzoer ]
5 27 |202.53.69.128/27|255.255.255.224 2nz.5m.159;1712c23m~z'm-
" | 12025365 13877 |
R 202.5369.160/27| 255.255.255.224|2025369.191/27) 242.53.41 160 15|
| ! M7 |
d 12025385 191727 )

V’

e -
Hence, 1P from 202.53.69.192-2025 ERE
available for future use. 369.255 are still

physical Network Design
20251 64 3027
"( Switch } I
TITYT R R Do ad
k. -
Switch [; Q 2251496277
20253603227 E L oy o
MM
Switch q . D ¢
202.53.69.64727 0 -———0
20253696527
@ X 0 Qumseusy
Main router wiic
2005369024 |20253.69.9627 ’[;]ll ’ a‘aﬁr e g
E? [;]:o:s;ew.m
Switch [ﬂ
20253 69.128:27 a
SHOIMIT o5 3ea 107
[;! [;]:n:.smm:?
Switch

o

WITOIOT 0 o aTam
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rcdllﬂdﬁnt/:?c{:ﬂjnt locatiﬂns witha ce“:nk

__.-—-]--""'-

Design the )

having 5 hmmr[:ﬁ:e:lt.‘“lntcrnet department Cﬂntaini
internet tleli“E“nil, p, Webserver and Dagy,
DNS, DlICP: wﬂ;etdepartmcntlmsbeeuiml)lemen e:
Server. The in cchanisms like firewall and IDS ang Vp
the securityim has 50 computersi each is proyjg, -
Fach bri;ﬂ':"‘it)r The bank has purchased a netwopy,
internet 'IC 32- from APNIC. Propose 'appmprial
2400:4206::/ 3) and physical links for t .
roper 1P address allocation,

equipment (L1, LZ L
intranet design with p (2075 Bhadra}

Solution:

A

Requirement Analysis 3
Required: redundant/ loop free net\j,ror
No of departments: 5 with a central internet departmen

Internet Department: DNS, DHCP, Email, FTP, Web Server
and Database Server
No of hosts=6
For other 5 departments: 50 computers each
No of host = 50
Given:  One main router
L1, L2, and L3 devices
Physical wires
Design Part
I. Components Required
Let us consider following physical devices are required

for network design.

i.  One main router ii. Switch

iii. Optical fiber iv. CAT 6 Cable
v. PC/Laptop -vi. Server

vii. Wireless Router (Access Point)
II. Assumptions:
Let us assume a network (2400:4206::/32) as follows:
i. 6 subnets (3 extra n/w bits, 243 >= 6)
ii. D1: 50 hosts
D2: 50 hosts

Y

=
-

Do

1 .

7 — 00:4206:: /35 -
29 [2400: ;

D/""""___ 0:4206:4000:./35

L—"

ﬁr |93 35 12400:4206:0000: /3
%’ﬁ;ical Network Design —oekR R

O\

D3: 50 hosts
D4: 50 hosts
D5: 50 hosts
[nternet: 6 hosts
l.ogl cal Network Design

3 if Host Blt
A ]

: 93 35

R —

#_23__ 35 2400:4206:6[]0{}:: 35

TR 2400:4206:8000.. /35

Switch

2400:4206::/35

Switch

2400:4206:2000::/35

ey

0

P 0
0

Switch

2400:4206:4000::/35

-~ gl

Main router
2400:4206::/32

Switch

2400:4206:6000::/35

b

—  Switch
2400:4206:8000::/35 _
H_swist y C q ............ 0

2400:4206:10000::/35
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' . Y Thapathali: 60 hosts . ‘

rovided with primg

k :
8. Design internet “:tw':;LEpMﬂ, constituent c, Ang P u'ihv;t:;{ 60 hosts
i r . ral Dept:
secondary link 10 stern Campus, Thapathalj cam"“s Cen pt 5 hosts
(Eastern Campus we g), that are located in diffe, Ug Lngif"l Network Design
and Pulchowk c:'“‘ﬁ:g ' control departmen; tﬁ"‘ © o] /W] N/W Addres [ Submet i T
avilib - ' ¢ | Bit
locations. 10F pMAIL, WEB and DB g, 1t | (0 [t { P 4— ST iy T
pNS, DHCP, v, ’ 26 [130.0.60/26 255555, “*———..Hd"""
contains ' n campuses have 50 computers 5, e 6 51921300053/, s
Assume the eac ropriate tools (L1 0 | e W00 |
" _ propose appropriete L2, 26 [130.0.0.64/26 |255255 o ————{100012/25
wireless de‘v:;:!; ph;lsical links for intranet ney, :rk' @’ 6 255,192 hﬂ.‘).ﬂjZ?]z:;W!
Firewalls, ' ——— 4572, |
6 Bhadra) 6 |130.0.0.128/26]255 700 or 1204 .
and also make the BOQ. (207 m/wdj’; 6 |2 /26 zsszs;.m.szEﬁ%“mﬁ%
— AL fae|
Answer: | —6 |26 [130.00.192/26|255.255 255 1071 o 11290019026 |
A, RequlrementAnalysls puldwiok ‘ 2130,0-0.253;357%5]
ired: | tnétWOrk 30.0.1, e 1300025 i
No of subnets: noipg. |
S, DHCP, EMA[L, WEh S[]rvEr aﬁd /_..--ﬂ lﬂ-g_lé{_zz__i

Internet Department: DN
Database Server

No of hosts=5 5t
For other 4 campuses: 50 computers * wireless deyjg,

Control dept. e
130.0.1.129 130.0.1.629

each
No of host = 60
Given: One main router
1.1, L2, and L3 devices

Physical wires

Easlern

B.  Design Part _ i
I. Components Required 7 o " 0 :

; i ical devices ar i
Let us consider following phys € required . 130.0.0.1126 130.0.0.626
for network design. Western
i, One main router il. Switch W . -
i, Optical Fibre iv. CAT6 Cable ol O

) 0.0.65/26 130.0.0.124:26

v. PC/Laptop vi, Server Thapathali
vii. Wireless Router (Access Point) Qwi I? q]

[I. Assumptions: _
Let us assume a network(130.0.0.0) as follows:
Pulchowk

i. 5subnets |_‘[j 1_‘r|
li. Eastern: 60 hosts - ' ﬁ—@ 0 [ ]

Western: 60 hosts 130.0.0.193/26 130.0.0.252/26

130.0.0.129/26 130.0.0.148726
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{1 |Router 2 12000 '
— |--—____________._-—--—?-—-‘_ |
ot 5 a0
2 pccesPOR s 00
Swatch ' ‘ ‘ N
3_jSweh o Lgjmewe  |10000 aternet
4 CATE Cabie 2 I | l ! """'_"-_.__-_"—“_ . .
! e — ed to be available jp o ////terﬂ\‘ft is a system of 3"’53”! interconnected oo
! 45 |Assum in the using @ certain protocol that links the doe o7
5 Sever nization inititally. orkS links the devices thernd
F orga nication channels (wireless or wired) for res, g -
FEMITOR 12 -'o
7

H  INetwor - {
| ! fer and communication. It used the s1a
it

____C_r:fit// djta trans ,
~ pc/Lapop___ Asneeded ratocol (TCP/IP). EVEry COMPUter in internet s idemted 1y 5
ggique P Address. It is accessible to every user a1l gver i s

reryone in the globe have access to the Interner.

612 [ntranet
The Intranet is a network based on TCP/IP _;:;
pelonging to an organization, accessible only by the OrZanization’s
embers, employees, or others with authorization. Intranes s the
rking structure in which multiple computers zre connectsd
1o each other, generally for organizational purposes. Tn _57::
bﬂﬂca“y refers to the network of a spedific organization. The
istranet within an organization is only accessible 1o the members
of that organization.

Authenticated users of the organization can access the
database system, search engines, directory and n distribute
documents and workflow. Employees can make interactive
communication in shape of chatting audio and videoconferencing,
groupware and teleconferencing. The benefits of Intranet are that
low development and maintenance cost arises on this setup. It is
also 2 means of friendly environment and speedily sharing of

secret information on time.

rdzrd i
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52, Benefits and drawh?
Advantages of ntﬁfnet:eneﬁts
1. Implementation tmimp]ement
o Fast, easy, low-c0S
+ Based onopen standards
o Connectivity with other systems
o Many tools available
+ Scalable
2. Usability benefits
» Easytolearn and use
o Multimedia
inks
: SHET]]::: iit:]face to information resources and serviceg
3.  Organizational benefits. _
« Access to internal and external information
s [mproves communication .
o Increases collaboration and coordination
+ Supports links with customers and partners
e Can capture and share knowledge
4. Intranets offering workforce productivity
« Find and observe information very fast
¢ Use applications according to their roles and tasks
o Through web browser, a user can get access to entire
contents of intranet website from anywhere or anytime
o Also increase the ability of employee’s by performing
their job confidently very fast and accurately -
5. Time

Allow organizations to distribute information to employees
on an as-needed basis; Employees may link to relevant
information at their convenience, rather than being
distracted indiscriminately by email.

h 4

ysiness operations and managemem

6 ntrﬂnem al"e also h.elng used g
i deploying applications t,, su

and decisions across the internet

a

pp[;latfnrm for dmn-iup'-m
. : ot i

iy hu,ln&asnperat' .
Orked ente. "

Cust.effective rise.
1 ysers can view 'mfo’rrraation and daty

rather - malntau.-lmg Physical dﬂmme:&b'hmws;r

procedul'e manuals, interna| Phone Jigy andmr Su’.:}f as

forms- €quisition

gnhance collaboration

8. mforrﬂati"“ is easily accessible by all
which enables teamwork,

Cmss.p]atform capability

authorizeq users

9, liant
standards-compliant web browsers 4 i
sl TN . available for
s, Immediate npdates
5, Su pports a distributed Computing architectyre
. The intranet can also be linked to @ company’
management information system, for example a t:imS
. Multiple Branches which are geographically located can
be Connected.
pisadvantages of Intranets

Intranet has great features for interconnected manners but
has some disadvantages too.

. Management does need to stop control of specific
information; this problem can be minimized but with
appropriate prudence.

+  The other disadvantage of Intranet is security issue.
Intranet gathered everything in one location which is really
good but if it is not prearranged, then you will spoil
everything, '

J The cost of intranet is very high but has lots of advantages
after implementation.
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6.3 Intranet Resource Managem .

Infrastructure _ .

Neth;}'stem foundation is a7 lntemf?nﬂeiteiag‘—isther'fllg of po
ifferen 0

frameworks connected by di Mg,

communications engineering:
Your network infrasmtlc

the system. It forms the s_emces

of your network.

. Understanding Your

. 'Understanding Network I
+  ‘Planning Your Network Infrastructure Layout
twork [nfrastructure important tq ou

ture is the underlying fou“datiun :
that create the operating makeup

Existing Network
frastructure Components

Why Is the Ne
Intranet?
. Bandwidth ac;essibiiity
o Reliability

. Value, as far as both starting expense and convenience ang

administration
e Scalability, to guarante
be met :

e that présent and future needs ¢z,

Client server resources
. Communication Components
» Hubs
+ Switches
« Bridges
* Routers
+ (Gateways
.+ CSu/DSU
. Wireless access points (WAPS)
"~ « Modems
* Repeaters
*  Media
. Network interface cards (NICs), ISDN adapters, and system
area network cards

|184| INSIGHTS ON INTERNET AND INTRANET
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Cligﬂts
LaptOPS
PDAS
pesktops
Mobiles
TVS.
gervers ‘
Web Servers

patabase Servers

Mail Servers

, Proxy Servers...

physical communication links, sy as
and so forth.

CabIE length, gmde

Communication links, such as a
forth, and available bandwidth anzizi‘nglﬂ-t: PN, =.1nd 50
server information, including; e stes

. Hostnames
. [P addresses
pomain Name
membership
Locations of devices on your network, including:
« Hubs

+ Switches

+ Modems

« Routers and bridges

System (DNS)  server for ~ domain

+ Proxy servers
Number of users at each site, including mobile users

The following common network infrastructure components

have a direct impact upon the success of your deployment:

Routers and switches
Firewalls

Load balancers

Storage Area Network (SAN)
DNS ' :
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64 Intranetimplem o
In order to develop 2 well-struﬂne "
would fulfill all requirement

i ]ines'
: velopment guide )
intranet de Pd veloging intranet, oné need to do extenswe
Before starting de

i« to find out what ey
i ds analysis t0 act
d an in-depth nee " L
resea;:.hua;:ements are and what you want‘to a; h;?: ) th:ec;{ltra"e
5t:l{;.:;lc)pqrnent guidelines will help and guide during ifferen,

stages of the development process:

: £ |
«  The purpose and goals of the mtrarfe |

Persons or departments responsible for lmplementatiun
' ers

atation Guidelines
e 1 and organized intranet th

uld have to follow the vig

and management .

. Functional plans, information architecture, page la-"'“llts_
design |

" Implementation schedules’ and phase-out of existing
systems . .

¢ Defining and implementing security of the intraret

«  How to ensure it is within legal boundaries and othey

constraints

< Level of interactivity (e.g. wikis,
. Is the input of new data and updating of existing data to be

centrally controlled or devolved?

on-line forms) desired.

Actual intranet implementation includes the following:
. Securing senior management support and funding.
. Business requirements analysis.

. Identify users' information needs.

. Installation of web server and user access network.

. Installing required user applications on computers.

. Creation of document framework for the content to be
hosted.

, User involvement in testing and promoting use of intranet.

. Ongoing measurement and evaluation, including through
benchmarking against other intranets

Y =
tent DeSlgn, DEVelo j
con’ ement Pment, Pubjigp,
g lishing =
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oo d

. tent Management Syste
g1 COF i s
(1] ntranet IS a private Network

th tH"“‘

Aiie a us TTe—

within - 5.0

yooloB O 1 picaly used i e T ez

e cations 27 P Yhse ' "Business g g, Mranee

P, which means they are ygoq (o m Ployee (g

(ot - and share information Within the Organiz t'illcate with
? i dtion,

emP 4 Content Management Syster, (CMS) 55
s track of every piece of content op e, N
e :
kebll}ic jjprary keeps track of }Jooks and stores them,
’ simple text, phOFOS’ MUSIC, video, docymengs (;1' ontent can
e > vou can think of. A major advantage nf’ Just aboyt

hing Y' ; ; ;
smat it requires almost no technical ski]| or k“”Wledgsmg a CMS is

cMS is a computer application that 4},
g and modifying content, Organizing, dele
ce from a central interface,

Anl

) oftware that
Site, mych like loca]

€ to manage,

ws Publishing,‘
Editi“ tﬂng as well a5
maiﬂtenan A

Website

Administrator

Network

Content

cMs
Content Management System

PDF-HTML

_ Data
Open-source Powiai
Figure 6.1 CMS network
Why a CMS in Intranet?
To enable:

*+ Self-authoring of content
* Versioning and archiving of documents
* Scalability of website
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andards

. t
. {eening up \\'“Il 5
Keeping uj ment

. Better workflow manage

+ Easier re-designs

Figure 6.2 CMS benefits

6.5.2 Web CMS
A Web Content Management System isa softw.:ne System

that provides website ~authoring, cc:llab_oranon, ang

administration tools designed to allow users with little knnwledge
of web programming languages or mark-up languages to create
and manage website content with relative ease.

A robust Web Content Management System provides the
foundation for collaboration, offering users the ability to manage
documents and output for multiple author editing and
participation.

L Most systems use a content repository or a database to
store page content, metadata, and other information assets
that might be needed by the system.

. A presentation layer (template engine) displays the content
to website visitors based on a set of templates, which are
sometimes XSLT files.

. A WCMS allows non-technical users to make changes to a
website with little training. A WCMS typically requires a
systems administrator and/or a web developer to set up

‘.

and add features, but it jg prim:

ril 2
ool fOr non-technical staff, Y a wel,

St malnbmoncv

; E!,_ge,r_p.r.'.s-"-—c—‘-’—"-tc"—t Managemepy
ﬁ-/'gnteﬂ’risc Content Manage

. ment
¢ to combine the functiop ~

ol q alities of weh, Efltn-massiw_.
it ot management and to systemapicyy, - “OUment, 44
fﬂnfmona] publishing activities rate noy only

nan[jal
trd ; records
yman T tire Organization,

7 mu-anet Design with %

m Press

. Joomla
. Drupal

but €-mail,
pSOUICE documents, etc, for anen

1 WordPress

wordPress is a free and open soyrce blo
content management system (CMS) based op

which runs on a web hosting service ang i

GPLV2. '

WordPress is web software you can use to create a
heautiful website or blog.

, - WordPress is an Open Source project, which means there
are hundreds of people all over the world working on it. It
also means you are free to use it for anything without
paying anyone a license fee and a number of other

6.6:

8ging tool and 5
PHP and MySal,
ensed under the

important freedoms.
Features of WordPress
. Themes

WordPress users may install and switch between Themes.
Themes allow users to change the look and functionality of
a WordPress website or installation without altering the
information content or structure of the site.

¢ .Plugins

The plugin architecture allows users and developers to
extend its abilities beyond the core installation.
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¢ Multi-userand multi-blogging

«  Mobile view support

6.6.2 DRUPAL

Drupal content
an open source particular

'sdminit;tra!irm framework o Drupal (e Iy
- structure and Cuﬂtf:fll' M:’”'";:‘flllt;”
Systemn written in PHP that €27 he utillz‘f:_d 10][:‘53 ':” :‘f' }";UI it g,
hlog from an online interfact. Drupal is '_’_” _"’" a5 4 "back eng.
f’rar:;r.-'.*mrk for 4 wide range of 501 of sites; £OIng from 5 Jitty,,
individual site to huge corporate
agroup of clients to ffortlessly dis ’
wide assortment of substance on a site.

. Drupal is open source aoftware maintained and develope
by 4 community of 630,000# users and developers,

’ It i distributed under the terms of the GNU General Puhljq
License (or "GPL?), which means anyone is free 4,
dovinload it and share it with others.

" This open development model means that people g,
constantly working to make sure Drupal is a cutting.,_.dg‘v_
platform that supports the Jatest technologies that the Wy,

yribute, oversee and compg, )

has to offer.
. The Drupal project’s principles encourage. modularity,
standards, collaboration, ease-of-use, and more,
From local businesses to global corporations, diverse
organizations use Drupal.
¥ News Publishing
E.g. Popular Science, Economist
§ Intranet/Corporate Websites
E.g. AOL Corporate, Dahon Bicycles
. Education
E.g San Jose State University, Harvard, MIT, Council on
Writing Program Administrators
. Art, Music, Multimedia
E.g. MTV UK, Sony Music, Warner Brothers Records

Jocals. It permits an individyg -

‘ Ommunily Portal Sites _1

. ast Cumpa'n_y, Feam S‘J?}ir, Ubyy,
cal Networking Sites

(ages of DRUPAL

"Jﬂ“’me advantages of using DRUpPAL afe

- 'd" f{ﬁ!.«:.’ﬂ
jncludes 2 "’t“Ef functionalyy, Driuga i
sanalities like: advanee, VE Intlydes
" fun[:[lﬂn ANCed meny - 5 by oa

s fps
1 I.resf;:f_f;, -

*me praphics e ZPRinens "
managnm‘—”:: j”f’hit,, modifieaigy, ;«;1 ». Pk
e L " 7 A, iina
manag(, ent and much mare, j‘}j‘__."; — Users

¥ make it

gssible to Create simple or a4y, it
x ity

discussion hoards, social NEAwOrking page, o4
, 2 ¥4 Eya, CIC,
yariety of content types: Drups| i, famous for allersie
create and Manage many content type. g, W: ing b
¢ RS G, polls

nagement, te & 7 R VK08, olls,
yser manag » text, blogs, podcasts, Hatistics, 3nd
pthers.

; Advanced user's management; Ap administratnr ¢
create New USEr accounts and establish thei perr::;;'-io:
rights. Users can be divided into groups and cap be gm;
assignments. They can be given permissions
parts of your website.

. Graphics management: The script includes capabilities of
design elements editing. Available templates and themes
make for a good start. Predefined page functions
configurations make it easy to create both a simple as well
as more complicated page configurations.

r b,

to manzge

. Page content management: Drupal allows you to
categorize your content through URL addresses, paths,
making your own lists. This structure makes for easy
management, search and reuse of the content

' Plugins: The script has several thousands of plugins
available on its website. Since Drupal is an Open Source, you
can use as well as create your own plugins.
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- mepage,  there's
; prupal  ho
+  Support: On the
e ¢
documentation, well develop
mailing list, etc.
and help concerning man

script.

Disadvantages of DRUPAL : -
The demerits of DRUPAL are described a‘s b?low.

. Installation and modification: The scriptis notvery yg,
friendly and requires advanced knowledge to insta| ang

modify. .

+  Compatibility: Drupal have plenty of new ?Glutl_ons. It
you're used to older systems, getting used to this script wil]
take some time. _

. Efficiency: When considering scalabih'ty and. efficien J
Drupal is far behind other scripts like QuickCms o
WordPress. If your website is very large, the script will
generate a big server load. It is caused by the big range of
possibilities provided by Drupal. There are however plugins
that load a website to the server’s cache, what decreases the
server load.

agement and modification of the

6.6.3 Joomla
Joomla CMS is a web application that makes it simple for
any individual to assemble a site. A site made with custom Joomla
. plan permits the client to take control of their site. The excellence
of Joomla is that the fashioners can influence the current system
and Ul to convey applications to the end clients in a recognizable,
effective environment. This procedure spares time and also chops
the financial backing down

. Joomla is content management system (CMS), which
enables to build Web sites and powerful online applications.

» Many aspects, including its ease-of-use and extensibility,
have made Joomla the most popular Web site software
available.

Best of all, Joomla is an open source solution that is freely
available to everyone.

; ]
. discussion board, chy

.o plenty of infory '
You can find ther¢ P ty Natigy,

pdvantd

|

Sites of all

pomla is used all over worlg

{hapes and sizes. For xample, Power Wel
Corporate Web sites or Portalg
Corporate im'.'ﬂnem nd extrap g,
online magazines, neWspapers, an d puby
g-commerce and online reservatio
Government applicationg

small business Web sites

. Non-profitand organizatigp, Web it
, Community-based porta

. School and church Web sjtes

. Personal or family hnmepages

I€atigns
ns

ges of Joomla

gasy o install: Joomla s Quite simple to install. It ta
only about ten minutes from down!oading to havi es
working script on a server, Ng a

plugins: The script has severa] thousands
available at the homepage. Wordpress may h
put to make it as functional as Joomla, you
dozen or so plugins to start with,

of free plugins
ave even mare,
have to insta]

support: There is abundance of programmer's tools and
tutorials available for users. There's also an extensive
discussion board.

Navigation management: The script has a comprehensive
navigation system that can successfully manage several

,' hierarchies. It allows to easily manage a site even with

couple hundred subpages. .
Good looking URLSs: Links generated by the script are very
friendly and make for better SEO positioning.

Updates: When the page design is ready, there will come a
time to update the scripf to a newer version. You can do it

from web browser.

Advanced administration: Administration panel pr(.wides
many functions that can be intimidating in the beginning. In
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I er, you ca master most of -
time, however,

potential of the script.

Disadvantages of Joomla

. Limited adjustment O
many modules and templa
something for the more advanc

i WordPress. ;
in case of < and efficiency: Modularity ang

» Server resource :
expendability often means bigger defﬂaﬂﬁ on s‘“:ﬂ'er
rameters. This certainly is the case: still, if the website

pa : 11 not be thousands of Visitor

not too large and there wi . vis
there should be no problems, at Jeast not in the beginning,

«  Paid plugins: Some of plugins and modules for Joomla are
paid, unlike for e.g. WordPress or Drupal. It pays to spenq
some time to make sure you won't have to buy an additiop,

that is free in some other script.

. Plugins compatibility: There may occur some lfrustrating
compatibility issues between some of_the plugins. It may
turn out that it will be impossible to get some
functionalities without some serious work on the PHP code,

¢ First contact: Many users, beginners especially, are
terrified by multitude of possibilities and functions. So if the
website is to be simple and the user or the client is just
beginning, it would be wiser to use Quick.Cms or

WordPress.

ptions: Even though Joomla p,
tes, it is always missj,
od users. It's still better thap

6.7 Tunneling protocol: VPN
A tunneling protocol allows a network user to access or
provide a network service that the underlying network does not
support or provide directly. Importance of tunneling protocols
dare:
. to allow a foreign protocol to run over a network that does
not support that particular protocol; for example, running
IPv6 over IPv4,
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L ok sialid ot i

t0 pmvidc services that are

i Impractj
¢ ,ffered using only the underlyi Practical g |,

. Ng network servi
The tunneling protocol works by usin
et (the payload) to carry the packers th
pA°" o Tunneling uses a layered py
sé | or TCP/IP protocol suite, by
the ing the payload to carry a 5
pe network. Typically, the del;
| or higher level in the laye

nsafe to pe
ces,
-it:; data portion of 3
“tactually provide th
e
(t)tncn[ model sych 5 those of
ustua!ly Violates the layering
ervice not normally provided
VEry protocg| Operates at ap

by ¢ red
€d model than the payload

equd

protocol

6 7.1 VPN
VPN is a private network across 3 pumrk an"d‘

snables users to send anFI receive data across the shared or };Hblic

petworks as ifthey are directly connected to private networks
VPN creates a network that is private byt virtual. It is

yirtual because it doesn’t use the private WANs.

A VPN is created by establishing a virtyal point to point
conneai‘]" through the use of dedicated circuits or tunneling

=" e

S Putlic *
(]

iyl - N

Figure 6.3 VPN Tunneling

How VPN works? '

¢ . Two connection - one is made to internet and another is
made to VPN 2

¢ Datagram - contains data, source and destination
information
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d users to pass thm‘-lgh

o TFirewalls - VPN allows authorizé

firewalls
. Protocols - protoco

| creates VPN tunnel.

Remcte / roaming oers
Figure 6.4 Internet VPN
Benefits of VPN '

 The various benefits of using VPN are listed below:
- Expand Globally
. Costs reduced
. No dedicated lines necessary

. Easier
. Technology is on the end systems, which makes it more
scalable

. No single point of failure
. Easier Network Management
Uses of VPN
“The main uses of VPN are as follows:
. Masks our [P address '
. Hides the physical location
. Avoid censorship and surveillance
. Doesn’tlog our browsér history
o Watch streaming media like Netflix'
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. Very useful if you need to conne

site to Site VPN / Bateway to

, Remote Access VPN /host o

Remote Access VPN

. Essentially provides LAN .
connection . through dial-up

. Typically done by purchagi, aN

server) with a toll free “"mbger AS (Networy Access

. Can instead be done thyg, )
gh no
using the VPN software tg g, : :.“r:]u IISP Connection
he LAN al connectjop to

Site to Site VPN
« Connects two LANs over loca] [gp Connectiong

gatEWaY
Eatewa}-

. cta b ;
hub (Big business) ranch to a majp

« Much less expensive than purchasi
between the hub and branch

. Intranet = connects remote locations from gpe
company

+ Extranet -> connects two companies
shared Private Network

8 one dedicated Jipe

(partners) into one

Tunneling Protocols for VPN

1.

z!

Internet Protocol’Security or IPSec: Internet Protocol
Security or [PSec is used to secure Internet communication
across an IP network. IPSec secures Internet Protocol
‘communication by authenticating the session and encrypts
each data packet during the connection. IPSec operates in
two modes, Transport mode and Tunneling mode; to
protect data transfer between two different networks, The
transport mode encrypts the message in the data packet
and the tunneling mode encrypts the entire data packet.
IPSec can also be used with other security protocols to
enhance the security system.

Layer 2 Tunneling Protocol (L2TP): L2TP or Layer 2
Tunneling Protocol is a tunneling protocol that is usually
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VPN security protocol like IPSec to
VPN connection. L2TP createg :
P connection points and IPSe,

combined with another
create a highly secure

L2T
tunnel between pt:;’n the data and handles Secure
encl
protocol ry the tunnels.

communication between .

3.  Point - to - Point Tunneling protocol (PPTP): PPTp (.
J i Point Tunneling protocol creates @ F‘Jnﬂel and
- ket It uses a Point-to-Pojp,

c
encapsulates the data pa

Protocol (PPP) to encrypt the dataid;et\:rlzeg the
connections. PPTP is one of the most widely used Vvpy

protocol and has been in use since the time of Windows g5
Apart from Windows, PPTP is also supported on Mac apq

Linux.
" Each are built on PPP
It consists of 4 Phases. .
1. Link Establishment-2a physi
2. User Authentication - password protocols used
PAP, CHAP, MS-CHAP

3. Call Back Control - optional
'Disconnects and server calls back after authentication

4. Data Transfer Phase - exactly what it sounds like

(Point to Point Protocol).

cal link between ends

6.7.2 IPsec (Internet Protocol Security)

It is a secure network protocol that authenticates and
encrypts the packets of data sent over an Internet protocol
networks. It defines the encrypted, dgcrypted and authenticated
packets.

IPsec is not a single protocol. Instead, IPsec provides a set of
security algorithms and a general framework that allows a pair of
communication entities to use whichever algorithm provides
security appropriate for the communication. It doesn’t restrict toa
specific encryption or authentication algorithm.

It defines 2 mechanisms for imposing security on IP
packets. -

[198| INSIGHTS ON INTERNET AND INTRANET

-

A

ting Securi
gncapsulating Security p,
’ encryptiﬂgdataiﬂlppackcts Yitad [ESP]; Methog for

A“thentication Header (ay
*  onlPpackets

]nterIIEt Key EXChange [IKE) Protocg] jg
710 graphic keys used by hosts fop IPsec 2
c

[ HOR TCP .
IP H | m Original Packet

): method fop digitally Signing

dto Manage the

P :;PR TCP | Data ESP ESp
HDR Trailer |Authent.
-ication
<——Encryption —_—
£——— Authentication —_
Figure 6.5 IPsec for datq Ppackets
There are 2 modes of IPsec.

Tunnel mode: This will take the whole 1p packets to form
secure communication between 2 places,

. Transport mode: This only encapsulates the |p paylnad,
(not entire IP packets) to ensure secure communication,
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Email, WWW, Gopher, Onlipg
__-_____._-—-—'—'—'---_-_I-I-_.‘__-__---—.\I

7.1, General Applications:
: Systems

7.1.1 Email
Internet e-mai

standards. Although many more stal

virtually all mail servers and emai

following basic set. —— |
. SMTP (or RFC 5321) specifies the protocol Dy which emga;)

| functions through the use of Interng
ndards actually apply to emaj|
| clients support at least th,

is transmitted .
, RFC 5322 specifies the basic format for email
. POP3 and IMAP#4 specify email retrieval protocols used by
SMTP
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Figure 7.1 Sending and receiving email

1. SMTP (Simple Mail Transfer protocol)
SMTP is an application layer protocol. Using a process
called “store and forward”, SMTP moves our email on and
across the networks. The client who wants to send mail
opens a TCP connection to the SMTP server and sends the
mail across the connection. The SMTP server is always on
listening mode. As soon as it listens for a TCP connection on
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SMTP is a formal protoco] that defines the messa
agent (MTA) client and the Server in the intemgtge transfer
message arrives at the destinatiop se When the
or IMAP to download the maj|,

Hence, SMTP is a message transfer agent and p
are message access agent,

Mail delivery agents (MDA): They are yseq 1, l
messages into a local user's majlhoy When the me;:ce
arrives at its destination, the final transfer agent gives tff:
message to the appropriate delivery agent, and the i
delivers the message to the user’s mailboy. -

Iver, it then yses Pop

OP and IMApP

SMTP protocol is of two types,

¢ End to End Method

¢ Store and Forward Method

End to End method is used to communicate between

different organizations whereas the store and forward
method is used within the organization.

2. POP3 (Post Office Protocol)
The POP (Post Office Protocol) protocol provides a
simple, standardized way for users to access mailboxes and
download m messages to their computers. When using the
POP protocol all your e-mail messages will be downloaded
from the mail server to your local computer.
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email client downloads al| the
deletes them from .
Jlly uses port 110.

Its design assumes that the
available email from the serven
server and disconnects. POP3 nor‘ﬂ e h email is recej

POP3 is a client/server protocol in which ep e Civeq
and held for us by our internet server. ]E : L Y:.We
check our mailbox on the server A }:’“‘y o~
deletes all the mail on the server as soon as t le user hag
downloaded it. However, some impmmer!tatlon allows
users or an administrator to specify that mail be saved for

some period of time.

POP was designed for, and works best in, the situatiop

where you use only a single desktop computer. If we _ChOUSe
to work with our POP mail on more than n.ne machine, we
may have trouble with email messages gettIFIg downloadeq
on one machine that we need to work with on anothey
machine; for example, we may need a message at work that
was downloaded to our machine at home.

POP Workflow

« Connect to server

« Retrieve all mail

« Store locally as new mail
« Delete mail from server
« Disconnect

3.  IMAP (Internet Message Access Protocol)
IMAP is a protocol for retrieving email messages. The IMAP
protocol is designed to let the user to keep their email on
the server until and unless the user explicitly removes it.
IMAP requires more disk space on the server and more CPU
resources than POP as all the emails are saved on the
servers, IMAP uses the port number 143.

IMAP Services:

* IMAP is designed for the situation where you need to
work with your email from multiple computers. It
supports multiple logins.

* We can create subfolders on the mail server to organize
the mail we want to keep.

7.1.2 WWW (World Wide Web

Messages are displayeq
kept and stored on the your
all your mail, old anq pe
to the internet,

It allows facilities Jike read maj)
and save draflt messages o, Sf:rv;' fla
server,

. Access to messages Without ha
the SErvers or transfer Messa

loca)
; co
Mail seryey . Mputer bug 4re

W, from ap . W Can vgry with

B mail f[}r ufgenty

Ving to dnwm

. oad from
L
ges lmm one t

computer. 0 another
. Supports for online, offljne and i

ot nd disconnecteq access
IMAP Workflow

«» (Connecttoserver

« Fetch user requested content
of new mail, message

. Summaries, or content r)fexplicittyselected emails
. - Process user edits, e, marking email as reaq deleting

and cache jt locally, e.g. Jist

email etc.
« Disconnect

The World Wide Web (abbreviated Wm the Web) is
an information space where documents and other web resources
are identified by Uniform Resource Locators (URLs), interlinked
by hypertext links, and can be accessed via the Internet. The
resources of the Web are transferred via the Hypertext Transfer
Protocol (HTTP), nay be accessed by users by a software
application called a web browser, and are published by a software
application called a web server.

~ Web resources may be any type of downloaded media, but
web pages are hypertext documents formatted in Hypertext
Markup Language (HTML). Special HTML syntax displays
embedded hyperlinks with URLs which permits users to navigate
to other web resources. In addition to text, web pages may contain
references to images, video, audio, and software components
which are either displayed or internally executed in the user's
web browser to render pages or streams of multimedia content.
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¢ with a common theme and Usually ,
SOUICLS ares

. ake up a website: Websites are storeq
mi ,

o ich is a program .,
computers that are running & WD M:r[\'l{"» :T:Il from v:'ub l’:ruw:h'“
: SEbLSS ) rne ser

‘ , gver the Inter : §
responds to requests male . can be provide
running on a user's computer. Website umlcnl'ct“uhm!d Enntl by

- o T e [
a mhl.i\;her or interactively from uscrg . ent,
a  publisher, ln”"mr,ﬂulivu,Lntul.l nmepy
Websites are provided for a myriat '

commercial, and gnvcrnnunlnl reason

Multiple web re
common domain name,

7.1.3 Gopher L :

Gopher is a TCP/IP application |
distribute, search and retrieve documents ove

The Gopher technology 18 hased on @ .?.“U.Tl-sewer
structure, where a gopher client program is used to search gophey
servers. These servers can store documents, articles, Pf’“l:ﬁlms,
and other information. Instead of hyperlinks, the gopher interface
uses menus of links to other documents and programs.

Gopher is designed to function and to :tppca‘r muf:h hike 4
mountable read-only global network file system (and software,
such as gophers, is available that can actually mount a Gopher
server as a FUSE resource). Ata minimum, whatever a person can
do with data files on a CD-ROM, they can do on Gopher.

A Gopher system consists of a series of hicerarchica)

hyperlinkable menus. The choice of menu items and Ilhl{:s is
controlled by the administrator of the server. Similar to a file on 4
Web server, a file on a Gopher server can be linked to a5 a meny
item from any other Gopher server. Many servers take advantage
of this inter-server linking to provide a directory of other servers

that the user can access,

ayer protocol useqd u-,
rthe Internet,

7.2 Multimedia and Digital Video/Audio Broadcasting
Video/Audio Conferencing, Internet Relay Chat (IRC)

7.2.1 Multimedia )
Multimedia is a field concerned with the computer -

controlled integration of text, graphics, drawings, still and moving

Images (videos), animations, audio where every type of
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[;135595 of Multimedia Applicatj on
There are 3 classes of multimegj, applicatic
1. Streaming Stored Audig an Video - gy ::'T.he? are:
2. Streaming Live Audio ang Video - lEfB ln.u Tube
3, Real time Interactive Ay, andy vid’lvg
telephony, Video Confurcncing €0 ~ Internet
1 streaming Stored Audio anq Video;

The multimedia content has heep Prerecorded

on a server. User may pause, rewind, forwarg Let.:mld e
First Approach: Using a weh seryer o
A compressed audio/video file cap be downlo
file. The client (browser) can yse the servicé
send a GET message to download the file, The Web

can send the compressed file to the browser, The hr-::i.-wf»r
can then use a help application, normally caIleJ a m;:h;

player, to play the file. The file needs to do
completely before it can be played, 0 download

aded.as 2 ten
s of HTTP and

Client machine

Server machine
(I\(ifi’f < audio/video file
Browser = Web
Response | server
—2
(3)
Audiotvideo file

Media
player

Figure 7.3 Streaming Streamed Audio and Video using a web server
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ith Metafile
U1sinz a Web Server Wi
Second Approach: Using «dia player is directly connecteg

loading the audio/video file. The
actual audio/video file any
bout the audio/video fijlq,

server using the GEy

In another approach, the m
to the Web server for down
Web server stores two files: t.he
a metafile that holds information a
« The HTTP client accesses the Web
message.
e
- The information about the metafil
response. e
- The metafile is passed to the media player. "
« The media player uses the URL in the metafile to accesg
the audio/video file.

+ The Web server responds.

comes in the

Server machine

e

Client machine

GET: metafile

Un
Browser "
Response

3
Metafile Web
server

@ GET: audio/video file

Response :5

Media
player

Figure 7.4 Streaming Streamed Audio and Video using a web server with

metafile
Third Approach: Using a Media Server

The problem with the second approach is that the browser
and the media player both use the services of HTTP. HTTP
is designed to run over TCP. This is appropriate for
retrieving the metafile, but not for retrieving the
audio/video file. The reason is that TCP retransmits a lost
or damaged segment, which is counter to the philosophy of
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Browser

Metafile

© GET: audio/videg file

Media
player

Media

Response server

Figure 7.5 Streaming Streamed Audio ang Video using a media server

» The HTTP client accesses the Web server using a GET
message. B

« The information about the metafile comes in the
response.

« The metafile is passed to the media player.

« The media player uses the URL in the metafile to access
the media server to download the file.

Downloading can take place by any protocol that uses
UDP.

 The media server responds.

Fourth Approach: Using a Media Server and RTSP

The Real-Time Streaming Protocol (RTSP) is a control
protocol designed to add more functionalities to the

streaming process. Using RTSP, we can control the playing

of audio/video. Figure 7.6 below shows a media server and
RTSP.
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Server m&:}.’!n’:‘
Client machine

q}’(,’ﬁ'{’mc’_&f_ﬂ?__u
Hrvwer —

T

Metafile
|
- SETUP
(|
.
Play
—""

Mediz

Medin | = Reswoe ) o
player server

Audio/video stream

2 Teardown
)

i Response _@
Figure 7.6 Streaming Streamed Audio and Video using a media server and
RTSP
« The HTTP client accesses the Web server using a GET
message. .
+ The information about the metafile comes in the
response.
+ The metafile is passed to the media player.
* The media player sends a SETUP message to create a
connection with the media server.
« The media server responds.

* The media player sends a PLAY message to start playing
(downloading).

* The audio/video file is downloaded using another
protocol that runs over UDP.

* The connection is broken using the TEARDOWN
message.

* The media server responds.
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| Vil P0zGes thressr o
Sirnir o “rougn e
Similarities oy, 4 b
TR Ureprning
2Imning

Ofvides, ';jr,‘._.:;,

11";',‘ ?;;e_,z,: s
internet. There are seyer,
stored audiofvideo 34
are both semsitive 4g g,
retransmission. Howeyer, there s 5 el
application, the tommunication je unir:i::'.“w. )
In the second, the communication i muh:i,g:f}d_ ’ :
streaming is better suited tg th multicast mﬁ:nf live. Live .
the use of protocols such a5 ypp o 1c¢5 f IP and

i rP. E-./-ET 1 "
Internet Radio, Internet Television (jpy P
television (IPTV), UTV), Internet protog,

: REAL.T]’ME_I_NTERACT!VE AUDIO and vipgg
In real-time interactive audio/video,
with one another in real time, The Internet phone or yo;
over IP is an example of this type of application, Jic:;ce
conferencing is another example that allows pecpleetz
communicate visually and orally.

Fpein, o )
HEEMIng live gy
g

e Neithe,
7i o neithe 2 e

People communicate

Mﬁideo Conferencing_

This is a very broad category om
range of options from free one-to-one audio conferencing all the
way ta more sophisticated and expensive tools such as Polycom
which allow multiple sites with entire classes participating using
video and audio.

Audio Conferencing

Audio conferencing is where at least two individuals in
various locations use technology like a conference bridge to hold
an audio call. It aims at accomplishing communications and
collaboration at the same time.

Video Conferencing

When at least two individuals utilize digital platforms to
communicate and collaborate with each other in order to
accomplish a common goal adequately then it is known as a video
conferencing.
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deo Conferencing :
. All business meetings happeneg

ed travel, expense and tim.
However, through audio and video conferencing g,
organization can save Jot of time and money-. r

«  Keep Connected to Your Employeesg loaio:] have
employees working from home or out on t e_r » througp
audio video conference system you can stay in touch wit

them consistently. _
ctivity: If collaboration is done well - j;

Benefits of Audio an
. Reduces Travel Costs:
face-to-face, which involv

. Increases Produ
can increase productivity essentially.

ou have large teams or memberg
of staff at various locations, video conferencing will assist to
unite them, Employees can share data and collaborate tq
make a better-informed decision, which will prompt better
working relationships internally.

. Effective Communication: Not just would you be able tq
hear people’s voices, through video conferencing you can
likewise see the people you are communicating to, see their
expressions, instant responses and body language.

. Training Many People at a Time: Organizations spend a
lot of time and money on internal training programs. By
using an audio video conference system, you can easily
overcome such kind of situations and save a lot of time.,

. Improves Teamwork: Ify

Components of Video Conferencing/ Technologies for Video

Conferencing

. Camera: to capture and send video from our local endpoint

. Video Display: to display video received from remote
locations

. Microphone: to capture and send audio from our local
endpoint ,

. Speaker: to play audio received from remote locations

e  Codec (Compressor/Decompressor); makes the audio
and video data "small enough” to be practical for sending
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Point-to-point Conferencing:
connects two locations, gy,
sites at all times

Multipoint Conferencing: 4 viguconc,
to more than two sites through the uc:m; o i
control unit, or MCU. Participans gt a];sj:& 2 multi-point
another at all times and see 1pe e ths can hear ane
speaking. at is currently

1ctinn,
ng

A -’Id‘:ﬁ"f;f‘.ff:.":i-"“ t

A .y wat
te sees angd hears the other

Uses of Audio/ Video Conferencing

The various uses of audio and videg conferencing are as
follows: :
Presentations

. Virtual meetings

. Videoconference-based learning
. JIT (just in time) events

. Recruitment/search committees
. General meetings

. Project coordination

.+ Informal work sessions

. Alumni relations

. Question and answer session

7.2.3 Digital Video/ Audio Broadcasting

Digital Audio Broadcast is a completely synchronous system
in which the data rate is constant for each data channel and the
time slots of individual data channels are fixed. It facilitates
unequal forward error correction method. It uses COFDM (Coded
Orthogonal Frequency Division Multiplex) modulation method.
The transmission link for digital audio broadcast is terrestrial.
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asynchronoyg
Digital Video Broadcast Is @ cmnp,i;t:ll}::han{lcl may he
1gITE k i ati
system iﬁ which the data rate of individual

fixed allocation
fixed or may vary and the time slot's haV‘-'Enr:Ial forward errop
(allocated as per the necessity). It fac:litaite: QqPSK or QAM for
correction method. It uses single cal‘I: eita[ video broadcast ig
modulation. The transmission link for dig

satellite, cable or terrestrial.

7.2.4 Internet Relay Chat (IRC o r——
Internet Relay Chat (IRC) is an applica Lf i
that facilitates communication in the foll'm sl =i
process works on a client/server nei:v.rl::r.klntli1 i
are computer programs that a user can ins i i
These clients communicate with chat servers to i
to other clients. IRC is mainly designed for gm“ﬁuws £ e
in discussion forums, called channels, but atsola e
communication via private messages as well as
nsfer, including file sharing. ' '
" There are hundreds of IRC channel-s [r.llscus]smn ;11;;;;1
around the world, hosted on servers, on \'\:’thh Peoéj ;:1 t&pe e
messages to others on the same channel 1r!tereste v
subject. There are client IRC programs which pro:in Cegss s
interfaces which make it easier for people log on and ac \ v
channels and send and receive the messages. I.RC chat, at present,
is not limited to two people, unlike earlier versions.

IRC Server

RC | lient |
o b !

Figure 7.7 Architecture of Internet Relay Chat(IRC)
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The basic architectype of I
s fairly straightforward, | the g
server t0 which mlllliplelmc clients gy connect tg, An g
onnects t0 the server with 5 specific | AN IRC cljen
¢ must choose a unigue nickn
pnected, it can. communjcay,
ﬂdditionally, ciient‘s can run comm
g, 10 obtain a list of Connecte
d‘:tails about a specific nick), Irc als
chat rooms called channels g, on
Users can join channels and sepg me
messages will, in turn, be sent to ¢y

IRC also supports the formation of
multiple servers form a tree of connect
clients and provide greater capacity. Servers in
share information about local events (e.g, a nev

b |
RC, sh OWn in th

figure 77,
1plest pee ' «Il’lrlw:,
Mplest cage, there s , single IRe

ame, or “nick”
One-t,
ands
d use

-0nce a client Is
0-0ne witp, other ysprg.
to query the SErver's state
'S, Or to obtajy, additi
0 Supports the Creati
€-to-many COmmunicatjgp,
Ssages to the channel; thege
Ty userin the channel,

onal
on of

Figure 7.8 IRC mechanism

erver networks, where
ions to support more
the same network
v client connects, a

user connected to a given server joins a channel, etc) so that all
servers will have a copy of the same global
we will only consider the case where there is 2 single IRC server,

state. In this project,

Users connected to an [RC server can join existing channels

by using the JOIN message. The format of the message itself is

" pretty simple (its only parameter is the name of the channel the

user wants to join), but it results in several replies being sent not

just to the user joining the channel, but also to all the users

currently in the channel. The figure 7.7 above shows what

happens when user amy joins channel #tardis, where two users
(doctor and river) are already present.
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7.3 Broadband Communications,
Internet e Rl

7.3.1 Broadband Communication -

Broadband communications are usually C(‘“S"l_[’red f“ be
any technology with transmission rates above me' fa_s.tust Speed
available over a telephone line. Broadband tran:litmssEnn Systems
typically provide channels for data transmissions 10 dlffcre.m
directions and by many different users. For cxam;?ltn the Cﬂﬂ.}iml
CATV system is a broadband system that dellwl:rs multiple
television channels over the same cable. In addition, it can h:lnd!e
data transmissions (primarily Internet access for home users) in
an entirely different frequency spectrum.

Typical broadband communication systems include the
following:

+  ISDN (Integrated Services Digital Network): ISDN is
implemented over existing copper telephone cables. The
basic rate variety provides two channels of 64-Kbit/sec
throughput that can be bonded to form a 128-Kbit/sec data
channel. Primary rate ISDN provides additional bandwidth
in increments of 64 Kbits/sec

«  ATM (Asynchronous Transfer Mode): Another high-
bandwidth service available from the carriers. The carriers
use of ATM benefits everyone, but medium to large
companies can install ATM equipment on-site to connect
directly into carrier ATM networks and gain all the benefits
of those systems. '

L Frame Relay: A data networking and voice service offered
by the carriers that is widely available. Like ATM, frame
relay is primarily used for corporate rather than home
connections.

. DSL (Digital Subscriber Line): DSL is a whole family of
high-bandwidth digital services that the telephone
companies offer over copper telephone cable. Depending on
the service, rates can reach into the multimegabit/sec rates.
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Policy, XDSL and Cable

7
o The national broadbang policy, 0 %_p'q_po'l!%'z-{!?”

prﬂ"’ismns for broadband communicatigp.

L]

s, |

wireless C‘"“m“"lcanu"s,
broadband  services gy, .!m
development,  includin, Satelr Wailabl
terrestrial-based systems that arlelc-hased
systems.  Broadbang Wirelesg o
millimeter wave technn]ngy o -tm uses
stations to customers,

A varje
ety of wirelesg

Or  under
Systems  and
ally fixeq cellular
. Microwaye and
NSt signag from hase

3,2 Broadband Policy (Natigp,) Broadha

2071 hag the following

Fixed-mobile convergence will be
delivery of services tg the consu
devices and locations

Promoted for optimized
MErs irrespective of their

The telecommunications re
modernized and liberalizeq with simplifieq unified
technology-neutral licensing regime o ' s ; b:r. and
convergence of services on digital platforms and fosier i:e
i E
development of open competition with providers able t
choose the most appropriate technologies. 0
Roadmap for availability of additiona spectrum for every 5
years will be prepared beginning the year 2014,
Infrastructure sharing will be promoted through legal and
regulatory instruments and directives so as to minimize the

overall cost of service provision and increase choices for
users in urban, rural and underserved areas,

Capacity of the regulator will be strengthened to deal with
unfair competition, protect consumer interests and
facilitate converged services (including mixed broadcasting
and communication business models) with enhanced
competition in all the elements of broadband value chain
(national and international infrastructure, networks,
services and applications).

gulatory framework wil] be

Coordination among all relevant ministries and government
agencies will be strengthened in order to achieve efficient
and effective implementation of seamless broadband
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ation of special programg
ness and reach of
1ence initiativeg

services. Along these lines, formul
i1 i i B
to improve the efficiency, effectiv

F . e crnn
sovernment services and specific ¢ oy

: sactions with al
to enable people to maximize online trans ouraged |
levels of Government will be incentivized encours [tl. |

ing ol the lo
. Measures will be taken to secure the unbundling cal

loop under favorable terms and conditions.
will be taken to lower

. Comprehensive measures
infrastructure rollout costs -
. Broadband services will be extended to all the 75 district

and measures will be taken

headquarters of Nepal by 2015 .
frastructure and services

to ensure competitive roll-out ofin

into the rural and remote areas. oy
and wireless broadband

. Least-cost subsidy program to exp :
to remain unserved by

services to areas that are likely
commercial services will be developed and implemented.

4 Adoption of measures aimed at reducing environmental
impact and strategies to incentivize use qu green
technologies for meeting energy requirements  of
telecommunications and broadband infrastructure will be
encouraged.

. Broadband Accessibility Working Group will be created
within the Ministry of Informatior and Communication to
facilitate broadband adoption by people with disabilities.

7.3.3 xDSL__ I pr—

Digital subscriber line is a technology that utilizes high
transmission frequencies to convert ordinary conventional phone
line into high-speed data conductor. DSL technologies use
sophisticated modulation schemes to pack data onto copper wires,
They are sometimes referred to as last-mile technologies because
they are used only for connections from a telephone switching
station to a home or office, not between switching stations.

DSL is a family of technologies that are used to transmit
digital data over telephone lines. In telecommunications
marketing, the term DSL is widely understood to mean
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?nstalled DSL technology,

same telephone line. This is o

mmetric digital subscripgr ”“f-'[hDS]]

for Intery

-7 ; et acepge .

dc“vered simultancously wig, wired tele:,?;(:JSL service
ne se

rvice op
le because pg the

uency bands for data, L uses higher

Tll‘-;\ L::;l:rcnt DSL technology are as follows;
VDSL

HDSL

SDSL

. RADSL

: ADSL (Asymmetric digita] subs

fred

S e R

criber line): Apsy, is the

am direction, The available

bandwidth of the local loop is diyigeg unevenly for the

residential customer,

2. VDSL (Very High Bit-rate Digita) Subscriber Line): ypsy,
" is the fastest of all xDSL flavors and provides transmission

rates of 13-52 Mbps downstream and 15-2

3 M
upstream over a single copper- i

pair wire, at a distance of
1,000-4,500 feet from the service provider’s premises

3. HDSL (High Bit-Rate Digital Subscriber Line): The HDSL
provides a symmetric connection, that s, upstream speeds
and downstream speeds are the same, and range from
1.544 Mbps to 2.048 Mbps at a distance of 12,000-15,000
feet. Symmetric connections are more useful in applications
like videoconferencing, where data sent upstream is as
heavy as data sent downstream.

- 4. SDSL (Symmetric Digital Subscriber Line): SDSL

supports symmetric (equal downstream and upstream)
data transmissions up to 1.54 mbps. It is suitable for
businesses that send and receive huge amount of data in
both directions.

5.  RADSL (Rate-Adaptive Digital Subscriber Line): The R-
ADSL provides the same transmission rates as ADSL, but an
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ust the speed of the

" £ di
READSL modest ean dmmm“y “ qualityofthe line,

connection depending on the length and

7.3.4 Cable Ethernet
Ethernet uses a communication concept c@

get messages across the network. The Ether?e Thicse pacliages
the form of self-contained packets of information-

have fields containing information about the data, thzlr' 0”8";;
their destination and the type of data. The data ﬁeid in l;a;
package can contain up to 1500 bytes. It is also prfmr'ie wi :1 e
sender address, the receiver address, the stamp indicating what
the package's contents are.

The commonly used network cables: Cat 5, Cat 5e, Cat 6, Cat
6a, Cat7 all have different levels of performance, and thereforf: to
is necessary to buy or select the right cable for the right
application, '

These network cables are used for connecting a variety of
network elements from Ethernet switches and Ethernet I'DLItf._'rs to
computers, servers and other network items - if there is an
Ethernet interface, they can be connected using Ethernet cables.

The Ethernet cables are available in a variety of lerfgth_s as
patch cables, or the cable itself is available for incorporating into

systems, buildings, etc.

Categories for Ethernet cables
A variety of different cables are available for Ethernet and
other telecommunications and networking applications. These
network cables that are described by their different categories,
eg Cat 5 cables, Cat-6 cables, etc,,.which are often recognized by
the TIA (telecommunications Industries Association) and they are
summarized below:
J Cat-1: This is not recognized by the TIA/EIA. It is the form
of wiring that is used for standard telephone (POTS) wiring,
or for ISDN.

. Cat-2: This is not recognized by the TIA/EIA. It was the
form of wiring that was used for 4Mbit/s token ring
networks.

lled datagrams to
t datagrams take
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1 wipbon C:Ple 's defined TIA/EIA-565.p, |
data networks employing frequencies u tJ " b for
popular for use with 10 Mbps Eﬁlem;-; P‘ 016 MHz Iy
T), but has now been Superse - Networks (100p

ded by Cat.

_ cat4: This cable is gy p, gi :::::iscable.

However, it can be used for Retworks o b!f_
up to 20 MHz It was often useq r;n 1;}’1
networks. M
cat-5: This is not recognized b
network cable that is widely
1000Base-T networks as jt pro
data at 100 Mbps and g
1000Base-T) Ethernet. Cat 5
prevent internal crosstalk, XT
wires, AXT. Although not s

normally uses 1.5 - 2 twists Per centimeter

Cat-6: This cable is defined in TIA/EIA-568-B provid
significant improvement in performance over Cat5 andescae:
Se. During manufacture, Cat 6 cables are more tightl
wound than either Cat 5 or Cat 5¢ and they often hafe ai
outer foil or braided shielding. The shielding protects the
twisted pairs of wires inside the Ethernet cable, helping to
prevent crosstalk and noise interference.

was

dte-

the TIAJEIA
g frequencies
bps token ring

Y the TIA/EIA This is the
.used for 100Base.t and
vides performance to allow
ghtly more (125 MHz for
cable uses twisted pairs to
and also crosstalk 1o external
tandardized, the Cat 5 cable

@ VolIP, FoIP and IP Interconnection

7.4.1 VoIP

Voice over Internet Protocol (Voice over IP, VoIP and IP
telephony) is a methodology and group of technologies for the
delivery of voice communications and multimedia sessions over
Internet Protocol (IP) networks, such as the Internet. The terms
Internet telephony, broadband telephony, and broadband phone
service specifically refer to the provisioning of communications
services (voice, fax, SMS, voice-messaging) over the public
Internet, rather than via the public switched telephone network

(PSTN).
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_ > ous ways usip
Voice over IP has been lmPk’mem"d o vart &

i . [OCOIS baSBd on Open
both proprietary protocols and pmSIP (Session Initiatioy

standards, VolP protocols include:
r ype-
Protocol), RTP (Real-time Transport protocol). SKYP

Personal Telephone

Computer
Figure 7.9 VoIP System
Advantages of using VoIP over PSTN
» Cost reduction - low-cost phone calls.
. Convergence of data/voice networks - unification.

Simplification and consolidation - centralized management.

Transmission of Voice using IP Networks

. Step 1: Because all transmissions must be digital, the
caller’s voice is digitized.

. Step 2: Next using complex algorithms, the digital voice is
compressed and then separated into packets; and using the
Internet protocol, the packets are addressed and sends
across the network to be reassembled in the proper order
at the destination.

Step 3: During transmjo.,
; o « 0T !;r-" I' "
» Jost o fel s epan ol e Ity .
be lost or d,f’if‘ffa. ar Crreee ’-:ly . e, },,/“n',.,’ :'_,?
yentional er v IR8Y Qatrany o .
Conven n.s‘l CITOr comecting tpet,,., 2 the packees
retransmission of upg,.p, or I Sasidh " I
transmission is a ey, : ML Dariers, be i g
¢ " - e Gits COMRcas 5 s
technigue obviously w4 B0t worg iRt iy
detection and correctioy, /'}-. » 50 SRt oy,
i aTE Used 1y

to fill in the gaps, AW creste vand
Step 4: fsftcr the packets are brapei,.
destination,  the tra”""i";,' Imied a0d 4

- S20GN
decompressed to restore 1. :
the original form.

gperatf"" Mode of VoIP/ Intemet'relep
1. PC-to-PCorIP Device.tg. [p Dy
2. PC-to-Phone -

3, Phone-to-Phone

ive z¢ &

I

- e TR e
B atemnled

. “EL and
20 2pprovimaies, of

hony

ce

Figure 7.11 PC-to-Phone or Phone-10-PC telephony
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telephony using g1y

Figure 7.12 Phone-to-Phone 1P

VolP configurations

a.  Dedicated routers -
These devices allow you to use your traditional phone to

place VoIP calls. They are connected to cable/DSL modems
(or any high-speed internet source) and allow you tu‘attach
an ordinary telephone. Once configured, and wuh’ an
appropriate VoIP provider and service plafl. these devices
require no special software or interaction with a computer.

b.  Adapters (USB) .
These devices also allow you to use a traditional phone to
place VolIP calls. They usually come in the form ?f USB
adapters. They feature a standard modular phof!e jack to
which you can attach an ordinary phone line. Once
connected, your phone behaves as if it were connected to
standard phone service.

c.  Software-controlled VolP applications
There are many software applications (“softphones”) that
allow you to place VoIP phone calls. Using an ordinary
computer with a headset, microphone, and sound card.
Software-based VolP applications are quite attractive to

consumers. They often already have most of the

components. |t can start at little to no cost

d. Dedicated VoIP phones
A VolP phone looks like an ordinary corded or cordless
telephone. It connects directly to a computer network
rather than a traditional phone line. It may consist of a
phone and base station that connects to the internet. It may
also operate on a local wireless network. Like the VolP

1222 INSIGHTS ON INTERNET AND INTRANET

adapters mentioned ahgy,

) » dﬂd
require a provider and seryjc, p!a:mEd Yol phones also
7.4.2 FoIP e
— ) et

FolIP (Fax over Internet pras. . 10 =~ —
is 2 me-tht':d of seu?ding faxes “V:’r?ht:tl?llt]f_:rilz: ;-‘liled Ip Fax!n;_
cransmission medium of faxing in much th;,: s - ¥oIP changes the
oice over Internet Protoco]) changes the ¢ arf.r.- way that Volp
of a phone call_. In both cases, dat, ke alflaa,mlsamn medium
rween sending and receiving devices op OF most of the trip
network [usqally‘ the Internet), ayo; it the loa packet-switched
lines of the C]I'C-Lllt’-SWitChed telephone nem:ori:r_lg[:dfsmnte phone
cost of transmission and can be , i i m‘s reduces the
pusiness that already has access o Internet han]d ;‘l. setup for a
The FolP setup is a lot like the Volp .
send IP faxes using a VolP server, Howe
more bandwidth than a voice, a vop ¢¢
work seamlessly for transmitting faxes,
modifications, which you can make
software. Some companies also make s
for both VolIP and FolP applications,

How FolP Works ?

Fax over IP works via T38 and requires a T38 capable Volp
Gateway as well as a T38 capable fax machine, fax carg or fax
software. Fax Server software that can talk T3g' allow

) oy vs the great
Unified Communications feature, Fax to Email, which sends g_‘ﬁ

directly via a VoIP gateway and converts the fax message into an
email. The plus side is that no additional fax hardware is needed
for the Fax to Email feature to work seamlessly!

Setup, and you can even
VET, since 2 fay requires
rver doesn't automatically
It typicaliy requires some
by installing a piece of
ervers that are optimized

Figure 7.13 FolP Mechanism
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atured T38 fax serv rver that allows faxes
in the network. Faxes can be
mail. Other fax servers
f separately licensed and

3CX includes a full fe
to be received from anywhere
received as PDF and forwarded via €
currently in the market require the use ©
expensive Dialogic SoftIP drivers.

7431P lnterconneaionﬁ—na—lr

Interconnection links networks so s to de " tlTe
customers of one operator to establish and maintain
communications with the customers  of another operator,
Interconnection for Internet traffic over IP networ:;s operates
according to a different set of rules from telePhDIIY-_ ;’WEVGF. an
increasing proportion of telephone rr?ﬂ‘lc is carried over Ip-
enabled carrier networks. Such type of interconnection is known

as IP Interconnection.

Interconnection

Terminating
Network

Figure 7.14 IP Interconnection

7.5 Datacenters and Data warehousing, packet clearing
house

7.5.1 Data Centers

A centralized repository, either physical or virtual, fnr the
‘storage, management, and dissemination of data and information
organized around a particular body of knowledge or pertaining to
a particular business. It is the brain of a company and the place
- where the most critical processes are run.
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gxample: The Governme
s a dat center operated by
purbar, Kathmandu.

U Integrateq Data Ce

nter (GIDC
JUVLIT[menl of Ne { 8 [}['J

pal at Singha

Figure 7.15 Data center
[mportance of Data Centers
Data Centers contains the devices that do the following:
a. Process your business transactions,

Host your website,

Process and stqre your intellectual property
Maintain your financial records

Route your e-mgils

® a0 T

Data Center is the brain of any company because data
centers enable the company to assist the business to:

a.  Perceive the world (data connectivity)

b.  Communicate (e-mail)

¢.  Remember information (data storage)

d.  Have new ideas (research and development)

Components of Data Centre
a.  Physical space

b Raised flooring

¢.  In-room electrical

d

Standby power
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e, Datacabling
f. Cooling
g Firesuppression
Design considerations
The various design considerations of the data center can be
categorized in five major headings:
1. Design Related Considerations
a. Design programming
b. Modeling criteria
¢. Conceptual design
d. Detailed design
e. Mechanical engineering infrastructure designs
f. Electrical engineering infrastructure design
g Technology infrastructure design
2. Energy Related Considerations
a. Energy efficiency
b. Energy use analysis
‘c. Power and cooling analysis
d. Low-voltage cable routing
3. . Environment Related Considerations
a. Thermal zone mapping '
b. Greenhouse gas emissions
¢. Environmental control: Metal whiskers
4. Security Related Considerations
a. Fire protection
b. Security
5. Miscellaneous Considerations
a. Site selection
b. Modularity and flexibility .
C. Computational fluid dynamics (CFD) analysis :

7.5.2 Data Warehouse

A single, complete and consistent store of data obtained
from a variety mf different sources made available to end users in

1226 INSIGHTS ON INTERNET AND INTRANET

et TV s pE o

data warchouse.
A data warehouse is 3,
a. subject-oriented
b. integrated
¢. time-varying
d. non-volatile
collection of data th
decision making.

provides the opportunity to:

and data model.

o what they can understand and ysg i, a busine

Dats Staging Warehousa
sources el
Qp.ra!lml'l
gystem
Operational
system
ST -H

Benefits of Data Warehouse

A data warehouse maintains a copy of information from the
source transaction systems. This architectural complexity

SS context is called

at is used primarily in organizational

Uata
Marts Users

Figure 7.16 The basic architecture of a data warehouse

a. Integrate data from multiple sources into a single database

b.  Mitigate the problem of database isolation level lock
* contention in transaction processing systems caused by
attempts to run large, long running, analysis queries in
transaction processing databases.
¢.  Maintain data history.
d.  Integrate data from multiple source systems, enabling a
central view across the enterprise.

L}Iﬂx_‘k.‘.ﬂu.u.-._. LA
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e.  Improve data quality, by providing consistent codes and
' descriptions, flagging or even fixing bad data.
f.  Present the organization's information consistently.
g Provide a single common data model for all data of interggt
regardless of the data's source.

h.  Restructure the data so that it makes sense to the business .

users, :
i. Restructure the data so that it delivers excellent query
: performance, even for complex analytic queries, without
impacting the operational systems.
jo  Add value to operational business applications, notably
customer relationship management (CRM) systems.
k. Make decision-support queries easier to write.

L Optimized data warehouse architectures allow data -

scientists to organize and disambiguate repetitive data

7.5.3 Difference between Data Centers, Data Warehouse
and Data Mart

A data center, also called a server farm, is a facility used to
house computer systems and associated components, such as
telecommunications and storage systems.

Data warehouse is a repository of an organization's
electronically stored data.. Data warehouses are designed to’
facilitate reporting and analysis. Also, a Data Warehouse may host
many Data Marts

A data mart is a subset of an organizational data store,
usually oriented to a specific purpose or major data subject, that
may be distributed to support business needs. °

So, there can be one or more Data Marts, that exist in a Data
Warehouse that is hosted in a Data Center that may contain more
than one Data Warehouse plus other services.

Data Warehousing

We can define data warehlousing in following different
ways:
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-

the organization's operatigny] Database parately from

7.5.4 Packet Clearing Hoyse .
Packet Clearing Hoyse (PCH) L
= . . Is a non-pr fi
organization dedicated to evaluating the Uperatifm{; |tf|;esearch
traffic exchange, routing economics, of Internet

development. and global network

) Since its foundation in 1994, the inst

network interconnection,
¢ PCH also provides route-servers fo
around the world. The Packet Clea
of a Board of Directors, Technologi
who work together to handle the in

I main exchange points
ring House is composed
Sts, Staff and Volunteers
stitute's projects.

* purpose of PCH

o To provide efficient régional and local
intercornection.

network

e " To provide route servers overall the globe.

. To provide operational support and security to Internet
infrastructure.

o To provide educational resources’on Internet topology,
-routing, and technology through classes, meetings and
educational material distribution.

Packet Clearing House: Projects
Packet Clearing House has different ongoing projects

Including: -

a. - Construction of Internet Exchange Points (IXPs) in
developing countries
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; nter Dial-By-
b.  Operations of the Inter-Network Operations C€ y

ASN (INOC-DBA) hotline phone system o
¢.  Support for Domain Name System (DNS) reso s
Implementation of network research data ion
initiatives d
e.  Presentation of educational materials t0 promﬁte al eeper
understanding about the principles of 't. e Internet
Architecture as well as the implications of policies

_——-_._-_-_—'—-_._-_-—'._—'_-'-I
7.6. Unified MessagingSystems
the integration of different

Unified Messaging (or UM) is _ ‘
electronic messaging and communications med}a (.e tl::aall, :Sh1l§3,
Fax, voicemail, video messaging, etc) tem"“g’glése;n single
interface, accessible from a variety of different deVICes.

=
Clisnt Browser Tolaphene
Volcs Mait
Registration Emill Faesimile
Sndu- Module Modula Module
M

[

Figure 7.17 Architecture of a typical unified messaging system

mportance of Unified Messagings :
1. Reduces trave| ang administra:;:;em
2. LowersIT and other Operatiogg ccosts
% Better Workforce Conabﬂl‘atinn osts
4 Secure Communicaﬁgn

7.7 Fundamental of e-Commem,

E-commerce is the techpjc
things through the electronic media

(‘E

- Innn:uq 1
l § i Q—-—-r_-—_hom‘ !
Shipping Secure Pa'ﬂTthalemy P ‘h—

Figure 7.18 E-commerce Basics

7.7.1 Bllildlllg B]OC]{S_MMS] OfE-CDmmen:e
a. Web Site S

Shopping Cart Software
Ecommerce Payment Methods
Payment Gateway

Merchant Bank

SSL

m e a0 g

7.7.2 Classification of E-Commerce Applications

a.  Electronic Markets: The principal function of an electronic
market is to facilitate the search for the required product or .
service. Airline booking systems are an example of an

-electronic market.
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i nic Data
b.  Electronic Data Interchange (eD1): E!ectro‘; business
Interchange (EDI) is the electronic exchange

documents in a standard, computer processable, umlversa-llY
accepted format between-trading partners: EDI _lshqullte
different from sending clectronic mail, messages or Sharing
files through a network.

c.  Internet Commerce: The Internct (and similar netw.ork
facilities) can be used for advertising goods and services
and transacting one-off deals. Internet commerce has
application for both business-to-business
consumer transactions.

and business to

Merchast Payment
i lawd
wab saver gt “""“E'_’!Lr “.. Y

('_""‘--..,_‘\ = ﬂ[
Y s

s /&

L)
/8

[V Q 1\

&155 MERCHANT i
BANK
User Placlay Ty e
Order ’*‘*'ﬂlm oot

Figure 7.19 Building blocks of e-commerce

7.7.3 TYPES OF E-COMMERCE .
B2B - Business to Business: The two businesses pass

information electronically to each other. BZB e-commerce
_currently makes up about 94% of all ecommerce
transactions. '

b.  B2C- Business to Consumer: This is where the consumer
accesses the system of the supplier. It is still a two-way
function but is usually done solely through the Internet.

¢. 2B - Consumer to Business: Consumer to Business is a
growing arena where the consumer requests a specific
service from the business.

a.
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e

a.
b
C.
d
e.
f.
g
h
i.
i
k.
1.

n.

L

m.

' : us
oommsres gt - Iness tg Employee e-
more commonly known as ap, ‘Intranet’

C2C - Consumer to Consum

: er:
for sale with a commercig) aur:t‘The consumer lists jtems
Ion site, Oth
- Other consumers

$ on the items, The site then

een the
complete the transaction, seller and buyer to

Note: Other types of E-cq
“fommerce include G
Government (G2G), Government to Cons?:‘;‘:z:"mfgéct]a

Consumer to Government (C2a
. » Go !
(G2B), Business to Government []BZGJ"ernmant to Business

GCOPE OF E-COMMERCE

Selling can be focused to the glob
Pre-sales, subcontracts, supply
Financing and insurance

al customer

Commercial transactions: ordering, delivery,
Product service and maintenance
Co-operative product development
Distributed co-operative working

Use of public and private services
Business-to-administrations (e.g, customs, ete,)
Transport and logistics

Public procurement

Automatic trading of digital goods

Accounting

Dispute resolution

payment

Advantages of Ecommerce

Saves the cost and time of setting up and maintaining a
physical store

Provides customers the convenierce of shopping from
anywhere, anytime

Maintains every business transaction detail, even the
smallest one
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ver t
4. Makes the shop accessible to customers from all over the

globe

5. Many customers can be simultaneously attende
Checks fraudulent transaction attempts
Helps take business beyond the borders of
locality, offering you the potential for exponen

8.  Helps the merchant to offer a competitive price to the
buyers, by giving discounts and other lucrative offers

9. Provides money back guarantee for ensuring customer
satisfaction

10. By linking to other affiliate sites,
related things of interest

dto

your country or
tial growth

helps Customers to find

Disadvantages of Ecommerce
1. E-commerce Lacks Personal Touch

Not that all physical retailers have a personal approach, but
several retailers who value human relationship.

2. E-commerce Delays Goods
Unless you are using a website to merely order a pizza
online, e-commerce websites deliver take a lot longer to get
the goods into your hands.
Many Goods Cannot Be Purchased Online
Anyone Can Set Up an e-Commerce Website
But if anybody can set up a store, how do | know that the
store | am purchasing from is genuine?

5. Security
When making an online purchase, you have to provide at
least your credit card information and mailing address. In
many cases, e-commerce websites are able to harvest other
information about your online behavior and preferences.
This could lead to credit card fraud, or worse, identity theft.

7.7.4 Electronic Payment System ) -
E-Commerce or Electronics Cammerce sites use electronic
payment where electronic payment refers to paperless monetary
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transactions. Electronic Payment has re
praceSSing by reducing Paper work tra::
Being L.ISEI' ht'rllendly find less time consuming th
processing, e.ps business OTganization to gy = da'n i
reach / expansion. Some of the modes of electr g
sl Onic payments are
2,  Credit Card: When 3 Customer purchases 5 product vi
via
bank pays on behalf of the
.a certain time period after
it card bill, It js usually credit

customer and customer has
which he/she ¢can pay the creg
card monthly payment cycle.
p.  Debit Card: Debit card, Jike credit
card with a unique number ma
number. It is required to h
a debit card from the ba

card is a small plastic
pped with the bank account
ave a bank account before getting

nk. The major difference b
. . : etwe
debit card and credit card js that in case of paymef:;

through debit card, 2 :
account immediatelyT:: r:;leg::s S:Ed;]dmkfd fl'ﬂm‘card v
in bank account for the transac:‘ e S
Whereas in case of credit card there ion pd g cumplfated.
‘ 5 1o such compulsion.

Debit cards free customer to carry cash, cheques and even
merc.hu'nts accept debit card more readily. Having
restriction on amount being in bank account also helps
customer to keep a check on his/her spending.

c.  Smart Card: Smart card is again similar to credit card and

debit card in appearance but it has a small microprocessor
chip embedded in it. It has the capacity to store customer
work related/personal information. Smart card is also used
to store money which is reduced as per usage.
Smart card can be accessed only using a PIN of customer.
Smart cards are secure as they store information in
encrypted format and are less expensive/provides faster
processing. Mondex and Visa Cash cards are examples of
smart cards.

d.  E-Money: E-Money transactions refers to situation where
payment is done over the network and amount gets

- L T L | ST Y
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transferred from one financial body t0 another financial

body without any involvement of a middleman. E.rlgoney

transactions are faster, convenient and saves a lot of time.

Online payments done via credit card, dehit'.card or Smart

card are examples of e-money transactions. Another
popular example is e-cash. In case of e-cash, both customer
and merchant both have to sign up with the bank or
company issuing e-cash.

e.  Electronic Fund Transfer (EFT): It is a very popular
electronic payment method to transfer money from one
bank account to another bank account. Accounts can be in
same bank or different bank. Fund transfer can be done
using ATM (Automated Teller Machine) or using computer.

7.8 Concept of Grid and Cloud Computing -

7.8.1 Grid Computing

Grid computing is a form of distributed computing that
involves coordinating and sharing computing, application, data
and storage’ or network resources across dynamic and
geographically dispersed organization.

The grid can be thought of as a distributed system with non-
interactive workloads that involve a large number of files.

Why do we need Grids?

¢ Many large-scale problems cannot be solved by a single
computer.

. Globally distributed data and resources can be helpful in
that scenario.

Characteristics

a. Large Scale

b.  Geographical Distribution

c. Heterogeneity

d.  Resource Sharing

e. Multiple Administration

f. Transparent Access
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g Dependable Access
h. Consistent/ Reliable Access
i.  Pervasive/ Universal Access

Advantages

~a.  Cansolvelarger, more compley problem in short time

p.  Easierto collaborate with gther organization
c.  Make betteruse of existing hardware

pisadvantages

a.  Grid software and standards are stij) evolving.
p.  Learning curve to get started,

c Non-interactive job submission.

some Grid Applications

. Distributed supercomputing; aggregate computational
resources to tackle problems that cannot be solved by a
single system. Examples: climate modeling, computational
chemistry.

. High-throughput computing: Schedule large numbers of
independent tasks. Goal is to exploit unused CPU cycles
(e.g. from idle workstations). Examples: parameter studies,
cryptographic problems.

. On-demand computing: Use Grid capabilities to meet
short-term requirements for resources that cannot
conveniently be located locally. It is used to dispatch
expensive or specialized computations to remote servers.

. Data-intensive  computing:  Synthesize data in
geographically distributed repositories.

. Collaborative computing: Enable shared use of data
archives and simulations.
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Figure 7.20 Grid Architecture

Some Grid challenges
« Data movement
» Data replication
« Resource management
« Job submission

7.8.2 Cloud Computing
Cloud Computing is an on-demand delivery of computer
power, database, storage, applications and IT resources through
the internet. It is a model for enabling universal, on demand
access to a shared pool of configurable computing resources,
which can be rapidly provisioned and released with minimal
management efforts.
There are 3 cloud computing characteristics:
X Back end of application is completely managed by cloud
vendor
s A user only pays for services used (memory, bandwidth)

. Services are scalable

Cloud Computing Services

1. IAAS (Infrastructure as a Service)
2. PAAS (Platform as a Service)

3.  SAAS (Software as a Service)
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Figure 7.21 Cloud Service Models
Infrastructure as a Service (1AAS)
A service in which a third party provider hosts servers
storage, computation, networking, other elements [security'
tools) and other virtualized compute resources and mﬂk{;:
them available to the customers via the internet is called *
IAAS. Users own and manage 0S, applications and
information running on the infrastructure and pay by usage
It provides physical machines, virtual machines and virtua!.
storage.
In this service the Cloud Provider provides the customer
with virtual machines and other resources as a service, they
abstract the user from the physical machine, location, data
partitioning etc,
Characteristics of Iaa$
» Resources are available as a service
« Services are highly scalable
* Dynamicand flexible
= GUI and API-based access
« Automated administrative tasks
Platform as a Service (PAAS)
A service in which a party provides host application,
development platform and tools on its own infrastructure
and makes them available for customers via internet is
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called PAAS. All the hardware and software required to
build and operate cloud-based appications aré provided by
a PAAS provider. Users pay by use of the platform an.d
control how applications are utilized throughout their
lifecycle.

In this service the Cloud Provider gives the ability to Fhe
customer to deploy customer created application using
programming languages, tools etc. that are provided by the

Cloud Provider. The customer cannot control the

underlying architecture including operating systems,

storage, servers etc.

Characteristics of PaaS

+ Accessible to various users via the same development
application.

* Integrates with web services and databases.

« Builds on virtualization technology, so resources can
easily be scaled up or down as per the organization's
need.

* Support multiple languages and frameworks.

' Provides an ability to "Auto-scale”.

Software as a Service (SAAS)

It is the capability provided to the customers to use the
provider’s application running on a cloud infrastructure.
There is no need to install and run the special software on
the computer if we use SAAS. Users can access SAAS
applications and services from any locations using a
computer or mobile device that has internet access.

Characteristics of Saa$
* Managed from a central location

* Hosted on a remote server
« Accessible over the internet

* Users are not responsible for hardware and software
updates. Updates are applied automatically.

* The services are purchased on the pay-as-per-use basis
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peployment Model of Cloud

1.

Private Cloud

The private cloud infrastructyre i operated
exclusive use of an organizatjop, Thecl e
by that organization or 3 third party. [t
Public Cloud

for the
oud may be managed
has a high security.

In a public cloud deployment model, the services which are
deployed are open for public yse and generally public cloud
services are free. The public cloud infrastructure js
available for public use alternatively for a large industry
group and is owned by an organization selling cloud
services. It may be less secure because of openness,

Hybrid Cloud

A hybrid cloud consists the functionalities of both private
and public cloud. It combines multiple clouds (private,
community of public) where those clouds retain their
unique identities, but are bound together as a unit. A hybrid
cloud may offer standardized or proprietary access to data
and applications, as well as application portability,
Community Cloud

A community cloud is one where the cloud has been
organized to serve a common function or purpose. [t may be
for one organization or for several organizations, but they
share common concerns such as their mission, policies,
security, regulatory compliance needs, and so on. A
community cloud may be managed by the constituent
organization(s) or by a third party. |

Characteristics of Cloud Computing

On-demand Self Service
Rapid Elasticity

Broad network access
Homogeneity
Resource pooling
Advanced Security
Measured Services
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Advantages of Cloud Computing
1.

pably the most cost
grade. The cloud is
significantly

Cost Efficient: Cloud computing is pro
efficient method to use, maintain and up
available at much cheaper rates and hence; can
lower the company’s IT expenses.

Unlimited Storage: Storing information i
us almost unlimited storage capacity. Hence, W&
to worry about running out of storage space or'!
our current storage space availability: ‘
Backup and Recovery: Since all our data is sFored n? the
cloud, backing it up and restoring the same l? I'Elatl‘.ie]y
much easier than storing the same on @ physical .device,
Furthermore, most cloud service providers are usu'ally
competent erough to handle recovery of information.
Hence, this makes the entire process of backup and
recovery much simpler than other traditional methods of

n the cloud gives
we don’t need
ncreasing

data storage.

Easy Access to Information: Once we register our self in
the cloud, we can access the information from anywhere,
where there is an Internet connection. This convenient
feature fets us move beyond time zone and geographi’c
location issues.

Quick Deployment: Cloud computing gives us the
advantage of quick deployment. Once we opt for this

method .of functioning, our entire system can be fully’

functional in a matter of a few minutes.

Disadvantages of Cloud Computing

1,

Technical Issues: Though it is true that information and
data on the cloud can be accessed anytime and from
anywhere at all, there are times when this system can have
some serious dysfunction. We should be aware of the fact
that this technology is always prone to outages and other
technical issues.

Besides, we will need a very good Internet connection to be
logged onto the server at all times.
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2!

Secunl.y in the Cloud: The other major issue while i the
cloud is that of security issues. Before ado tin v hL
technology, we should know that we wily be 5u£en§ert‘ is,
all our company’s sensitjye information to a third-palrtn.'f:’

cloud service provider, This
: ould potentiall
company to great risk. P y put our

Prone to Attack: Storing information in the cloud could
make our company vulnerable to external hacks, attacks
and threats. As we are well aware, nothing on the Internet is

completely secure and hence, there is always the lurking
possibility of stealth of sensitive data, '

comparison between laa$, PaaS and Saas

[aaS

Paa$

SaaS

It provides a virtual
data center to store
information and create
platforms  for  app
development, testing,
and deployment.

It provides virtuallt provides web
platforms and tools to|software and apps

create, test,
deploy apps.

and|to complete
business tasks,

It provides access to
resources such as
virtual machines,
virtual storage, etc.

It provides runtime]lt

environments

deployment tools for|service to the end-

applications.

provides
and|software as a

users.

It is used by network

It is used

by|lt is used by end

architects. developers. users.
laaS provides only|PaaS provides|SaaS provides
Infrastructure. Infrastructure+ Infrastructure
Platform. +Platform
+Software.
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